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E) redhat Preface

This guidedescribesiow to determinegf your systemhasperformanceroblemsand,if so,whatto
tuneandwhatnotto tune.

@Caution

While this guide contains information that is eld-tested and proven, your unique environment will
require that you carefully consider the rami cations of implementing the recommendations made
here. Itis unlikely that anything catastrophic would occur, but it is always important to have your data
and systems backed up, and that you have an implementation reversal plan should the need arise.

1. Who this Manual is For

This manualcontainssectionn systemtuningandapplicationtuning:

« Theintendedaudienceor the systemtuning sectionis the sameasfor the RedHat courseRH401
RedHat EnterpriseDeploymentind System#/anagement thatis, primarily upperlevel or senior
systemadministratorsln additionto readingthis manual you shouldalsotake the RedHat course
RH442RedHat EnterpriseSystenMonitoring and Performanceluning

- Chapterl Evidence-Base@erformanceAnalysisand Tuning gives you a stratgy for perfor
mancetuning. Onceyou have determinedwherethe problemis, thenyou candeterminehow
to x it—whetherthis requiresrecon guredsoftware, nev hardware, or modi cations to the
application.

- Chapter2 Systeniluning Tools for Linux Serves introducesmary of the performanceuning
toolsthatareavailableanddescribefow to usethemto improve theperformancef your system
components.

- Chapter3 Undeistandingthe Virtual MemoryManagementSystenuescribeshevirtual memory
managemergystem.

- Chapterd Tuning Linux Serves describesiow to tunevariouscomponentn your sener.

- Chaptes5 IncreasingPerformancel hroughSystenChangslooksathardwareupgradeshatyou
couldconsider

- AppendixA PerformanceAnalysisScrijig a performance-analysicriptthatyou may nd use-
ful.

« Theapplication-tuninghaptersarefor ary applicationdeveloper

. Chapter6 Detecting and Preventing Application Memory Problemsdescribeshov to nd
memory-handlingoroblemsin applications.Thereis also a sectionon codingtechniqueghat
canhelpavoid memoryproblemsin thefuture.

- Chapter7 Application Tuning with OPro le describesusing OPro le to tune an application.
Instructionsare given for both the stand-aloneDPro le applicationand the Eclipse OPro le
plug-in.

- Chapte8 AnalyzingJavaApplicationPerformanceProblemdUsingthe|IBM JVM is acasestudy
involving Java applicationperformanceproblems.

+ AppendixB Additional Resouceslists links to moreinformation.
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2. Document Conventions

Certainwordsin this manualarerepresenteth differentfonts, styles,andweights.This highlighting
indicatesthattheword is partof aspeci c catgory. The catgoriesincludethefollowing:

Courier  font
Courierfont representsommands, file  names and paths , andprompts .

Whenshavn asbelaw, it indicatescomputemutput:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

bold Courier font
Bold Courierfont representsext thatyou areto type,suchas:xload -scale 2

italic Courier  font
Italic Courierfont represents variable,suchasaninstallationdirectory:install_dir Ibin/

bold font

Bold font representapplication programs abuttonon a graphicalapplicationinterface(OK),
or text found on a graphical interface.

Additionally, the manualusesdifferentstratgiesto drav your attentionto piecesof information.In
orderof how critical theinformationis to you, thesetemsaremarked asfollows:

' ; Note

Linux is case-sensitive: a rose is not a ROSE is not a rOsE.

@

The directory /usr/share/doc/ contains additional documentation for installed packages.

Important

Modi cations to the DHCP con gur ation le take effect when you restart the DHCP daemon.

@Caution

Do not perform routine tasks as root—use a regular user account unless you need to use the root
account for system administration tasks.
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&Warning

Be careful to remove only the listed partitions. Removing other partitions could result in data loss or
a corrupted system environment.

3. We Need Feedback

If you have thought of a way to make this manual better submit a bug report against
the documentationcomponentof the product Red Hat Application Sener in Bugzilla at:
http://bugzilla.redhatom/bugdia/

Whensubmittinga bug report,be sureto mentionthe manuals identi er:
rhel-EN-3-PDF-RHI (2005-05-01T01:08)

If you have a suggestiorfor improving the documentationtry to be asspeci c aspossiblewhende-
scribingit. If you have foundanerror, pleasencludethe sectionnumberandsomeof the surrounding
text sowe can nd it easily

If you have asupportquestionfor example,if youarenotsurehow to partitionyour harddrives),use
the online supportsystemby registeringyour productat: http://wwwredhat.com/apps/acate/
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@ redhat Chapter 1.

Evidence-Based Performance Analysis and
Tuning

You may see“performanceproblems”whendeplging anapplication.This manualdiscussesiow to
approactthe diagnosisof systemperformancdssueswhatareasto examine,andhow to tune (and
whennotto tune)systemdor variousworkloads.

Schedulingoressurenaymake youinclinedtotry to x theproblembeforeyoudiagnoseheproblem.
Youmayhave alist of suggestionbasedooselyon known operatingsystemproblemsor thegeneral
kind of applicationbeingused.For example,if you areusinganold RHEL AS 2.1 kernel,you may
considerupgrading;if you areusingJava, you might try settingsthathave beenusedfor otherJava
applicationsjf you areusing TCP/IR you maytry kernel-tuningoarameters.

Thesanitial, off-the-cuf sugyestionsnever solvethe problem.

Real-vorld performanceproblemsarenot solvablein 5 minuteswith a shortlist of randomsugges-
tions. Instead you muststepback, understandhe issuesandthenmale suggestionshat have two
key qualities:

+ Thesuggestionarebasedn evidence.
- Thereis ametricthatcanbe measuredothbeforeandafterthechange.

1.1. Is the Performance Problem 5% or 50%7?

Whenlooking at a performanceproblem,the rst thing you mustdo is understandhe level of per
formanceincreaserequired.You must also understandhe level of performanceancreasetypically
provided by varioustechnicalsolutions.

For example, binding IRQs to CPUson SMP systemsis standardoperatingprocedurefor high-
throughputinstallations,andthis is oftenthe rst suggestiorfor “performanceproblems”on SMP
systemsHowever, a SambanetbenclstudyshavsthatjustenablinglRQ af nity candeceaseperfor

mance Would you behapyy if the rst thing someoneuggestedyithout understandinghe problem
or taking any measurementsnaved your performanceby about-2%?IRQ afnity is usefulfor ob-
taining the last 5% performanceémprovement,but only afterthe restof the systemis tuned—itwill

nothelpamachinethatis having troublepushingmorethan30Mbpsthrougha 100baseTonnection.

Rule: Do nottry 5% solutionswhenyou needa 50%increasen performance.

1.1.1. Avoid Jumping to Conclusions

It is commonto call all applicationdeploymentissues‘performanceproblems”,andto assumehat
the“performanceproblem”is really aLinux kernelissue Thisis seldomthecase Further theremight
betwo or moredifferentissuesthatareindependentbut thatappearo be a singleissue.Tacklethe
big issuesrst: adozen“5% tweaks"will not x thebroken Ethernetswitchto whichthe machineis
attached.

How do you avoid jumpingto conclusions®%atherevidence.
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1.2. Evidence-Based Analysis
Evidence-basednalysisrequires:

1. Developinga modelof the systemin which you diagramall of thecomponents.
2. Planningwhattype of evidenceyou needto gather

3. Gatheringevidencefrom therunningapplication.

4. Analyzingtheevidence.

1.2.1. Developing a Model

Constructamodelof thesystemyouwantto tune—includingall of thecomponentsThis mayrequire
separateliagramsfor eachsubsystem.

CPU NFS

ad

RAM

Figure 1-1. Basic SystemDiagram

System Components
CPUMHz RHEL Version
RAM Bus
Disk Type Swap Size
H/W RAID S/WRAID
NFS NFSProtocol
NIC LAN

Onceyou have mappedthe system calculatethe maximumtheoreticaldata o ws. This will be the
baselineto which you will compareyour obserations.

1.2.2. Planning What Evidence to Gather
Your goalis to gatherevidencethatleadsyou to understandereral basicfacts:

« Why doyouthink thereis a performanceroblem?

Theanswemaybeobvious (for example,anapplicationcanprocessl000transactionpersecond
(tps) for long periods,but whenthe rate goesabore 2000tps, the machinehangs).However, in
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mary casestheanswelis lessclear(for example,the applicationratewas1000tpsunderanolder
Solaris®machineandis 2000tpson a new Linux machine put doesnot“scale”).

« Whatis thescopeof theproblem?

Is the problembeing experienceddy a singleuser or by all usersDoesthe problemappearnly
at certaintimesof the day, certaindaysof the week,or certaintimesof the year?If the onsetof
the problemwassuddenwasit precededy ary changeo the system(anupgradeto software,the
replacemenof hardware,or theadditionof anev machineto the network)?

« What metric canbe usedto measureperformancerom onetestrun to anothers this the right
metricfor theproblem?

If you areto successfullysolve a performanceroblem,you musthave a metricby whichto judge
your progressOhvious metricsarethingssuchasbytespersecondpacletspersecondpr transac-
tionspersecond.

- Whatareyour goalsWhatis the measuref success?

In the caseof anapplicationthathasbeenportedfrom Solaristo Linux, you may be gettinggood
performancaunderLinux andwantonly to rule out problemswith the Linux kernelthat may be
limiting scalability (In casessuchasthis, the applicationis usually hitting internal application-
relatedperformancebottleneckshat were never seenunder Solarisbecausehe transactiorrate
wasnever high enoughto triggerthe problem).

1.2.3. Gathering Evidence from the Running Application

After determiningyour metricandspeci ¢ goals,thenext stepis to examinetherunningapplication.
Thisis oftendif cult, especiallywhentheapplicationrunsonly in aproductionervironment.

Oneof themaingoalsof yourinitial analysiswill beto rule outcommonproblemsWith this goalin
mind,alow-impactscript(PerformanceAnalysisScript.sh )is providedwith thisdocumen{see
AppendixA PerformanceAnalysisScripandonline at http://people.redhaben/mbehm/ This script
canberun by handbefore,during, andafter the performancesvent (or you canmodify it to be run
every 30 minutesfrom cron ). The scriptpravidesenoughinformationto rule out obvious problems
with swapping,processsize,procescount,Ethernetbandwidthavailability, network errors,disk 1/0
bandwidth,disk errors,andinterruptcounts.Alwaysobtain at leasttwo runsof ary data-gathering
scriptssothatyou cancomparea “normal, loadedsystem™with the systemwhenit is not performing
asexpected.

A completdist of all thethingsyou shouldlook for atthis pointwould belarge. Initially, seeif there
arecommonproblemshat may have beenoverlooled:

- Performancewaysdegradesvhenthe systemstartsswapping.
- Network performanceanbe poordueto badhardwareor a badnegotiation.

- Commonapplicationserrorsthat will resultin poor Linux performancenclude suchthings as
polling for I/O insteadof usingpoll/select(or usingthesecallswith a zerotimeout!).

1.2.4. Analyzing the Evidence

After youhave therun-timeresultsin hand youwill understandgheproblem thegoal,theapplication,
andtheervironment.

First, performinformal calculationg(basedon the performancdogs—perhapshe outputof a script
orof sar(l) orsal) to ensurehatthegoalsarerealistic:

- Istheresufcient capacity:is thereenoughmemoryto prevent swapping?Are thereenoughCPU
cyclesto dotherequiredcomputationsn therequiredamountof time?
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The vmstat utility will shav how mary processesrein the run queue.lf more processesire
waiting to run (“r” under“procs ") thanthe machinehas CPUs,then the systemis probably
CPU bound.Note that this doesnot necessarilymeanit is runningat maximumpotentialcapac-
ity—programmingerrorsthat waste CPU cycles on uselessvork will causea systemto appear
CPU bound,but small changesn programmingtechniquemay be ableto improve performance
dramatically

- Is theresufcient bandwidth:is thereenoughmemory PCI, network, anddisk I/O bandwidthto
servicethenumberandsizeof transactionsequiredto achieve thegoals?

If thevmstat utility shavs mary processes the blocked statistic(“b” under“procs "), thenthe
systemmaybe I/O bound. This couldbe becausef slow disksor slov Ethernetcards.lt could
alsobebecauseery fastcardshave notbeenplacedon a 64-bitbus. Checkthe negotiatedEthernet
rateandcomputethe numberof bits throughput.You canusuallyassumeé&MBpsfor 10baseT80-
90Bpsfor 100baseTand 300-1000Mbpsor 1000base Tdependingon cards,PClI bus width and
speedanddrivers.

« Are you usinghardware that enablesastperformancesuchas SCSldrivesratherthan IDE disk
drives?

Seconddeterminewhatsortof improvementyou need:

- Doesthesystemappearto behighly tuned?

If so,now is thetime to male alist of “performanceweaks”thatyou predictwill helpeke outthe
remaining5-10%of theperformanceequestedviake surethatyou make only onechangeatatime
andre-runthe performancenetricsto provide evidencethatyour tweakhelped Mary tweakshave
well documentecperformance‘gains” in the -5% to 5% range—mak certainyou do not make
thingsworsefor your particularworkload.

- Doesthe systemor applicationcrash,hang,or requirea 50-100%improvementin performance?
This is the casewhereapplying small performanceweaksfails dramatically However, Red Hat
providessomeoptions:

- You can take the Red Hat courseon systemmonitoring and performancetuning, RH442
(http://wwredhat.com/trainigyarchitect/courses/rh442.html).

- YoucanengageRedHat consultingserviceshttp://wwwredhat.com/servicestfashpc).

- Con rm thatyou arerunningthe latestupdateto your operatingsystem RedHat updatesx bugs
thatcanaffect performancesoif the systemis anold installation,run up2date .

Third, checkthe performancéogsfor obvious system-lgel problems:

- Is the systemswapping?Most productionsystemsareimplementedo avoid swapping,so this is
unusual.

- Are therenetworking or otherissuesthat may have beenoverlooled?(for example,arethereary
errorsreportedn ifconfig ~ ?)

- Are someresourcdimits beingexceeded? ook especiallyat the numberof open le descriptors,
thenumberof processesandthenumberof processebnkedwith libpthread  (thesewerelimited
in variouswaysin AS2.1,for example).

Try installingandrunningdklimits , whichis describedn Section2.2 System-Monitoringtili-
ties

« Are somesystemcomponentaindertheir limits? SeeSection5.1 Can You Upgrade Your Hard-
ware?.
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- Make surenothing suspiciouss in /var/log/messages . This may include hard disk or other
hardvwareerrorsthathave beenoverlooled.

- Is thereary evidenceof ary knowvn kernel-implementatioissue?Thesearerare, but large enter
priseinstallationsmayuncover them.

« Are thereary binary-onlymoduledoadedin thekernel,andarethereary known issuesvith them?
Justpointingto the rst binary-onlymoduleyou noticequali es asa randomanswer—unlesgou
have evidencethatthatparticularmodulecauses problem.

Fourth, check the performancelogs (from the PerformanceAnalysisScript.sh script (see
Appendix A PerformanceAnalysisScriptfrom your customscript, or from sar(1) for obvious
application-lgel problems:

- Is theapplicationusing 100%of the CPU?Why? Thatis, is the applicationreally doing work, or
did someonemplementacall to poll(2)  incorrectly?

- Is thememoryfootprint growing without bound?s this by designor by accident?

For portedapplicationsdoesthe applicationtake adwantageof, or rely on, afeature(or implemen-
tationartifact) thatis not availableon Linux?

« Is the applicationmakinguseof a featurethat works well underSolaristhat doesnot work well
underLinux (for example,streamscertainusesof Al/O, threaddn AS2.1)?

1.2.5. Summariz e Findings and Propose an Experiment

After gatheringandanalyzingthe evidenceyou have, prove your assertiondy performinganexperi-
mentandmeasuringa changen themetricyou have previously identi ed.

Experimentsshouldchangeone thing at a time. This is often dif cult, especiallywhentestingon

productionsystemsHowever, if you changemorethanonevariable,youwill notknow whichchange
providedanimprovement(andyou will missthe possibilitythatonechangemakesa positive impact
thatwascanceledut by anotherchange)Thisis extremelyimportant.

1.3. Evidence-Based Tuning

Systemtuning shouldnever be performedwithout experimentalevidencethat the tunedparameters
have a positive impacton systemperformanceSometimethis evidencecanbe gatheredsimply by
gettingametricfor arun,changingaparameterandgettingametricfor asecondun. Thisis therare
casehowever.

Themorecommoncases that,without changingarything, themetricyou aremeasuringvill have 5-

10%variationin it. Thereforejf you make a smalltuningchangethatis known to generallyproduce
a -5% to 5% performancechange doing a pair of runsis worthless (In this case,a seriesof runs
beforeandafterthe tuningchangeandappropriatestatisticaltechniquegfor example, ANOVA) can
demonstrata difference Further suchsmallchangesrelikely to be dominatedy otherfactorsand
arenotworth the effort to male.)

If you areunableto demonstrat¢hata tuningchangemalesameasurablelifferencein performance,
then do not male the chang. Modern Linux kernelsare designedto be self-tuning,and random
changeyou male couldimpactthe effectsof automaticduningasthe systermrunsfor long periodsof
time.

Performanceuning is not without risks. If the machineis usedfor morethanonetask,you may be
inadwertently degradingthe performanceof anotherapplication(for example,you may increasd/O
throughputbut severely degradeinteractvity).
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Chapter 2.

System Tuning Tools for Linux Servers

This chaptedescribesomeusefultoolsandutilities.

2.1. Benchmarking Utilities

A goodsetof benchmarkingutilities is very helpful in doing system-tuningvork. It is impossible
to duplicate"real-world" situations,but that is not really the goal of a good benchmark A good
benchmarkypically triesto measurehe performancef oneparticularthing very accuratelylf you
understanavhatthebenchmarksredoing,they canbevery usefultools.

Someusefulbenchmarkindools arelisted belov. Note thatthey have someoverlapin functionality
with thetoolsdescribedaterin this chapter

LMbench

LMbench is asuiteof simple,portablebenchmarkshatmeasuréandwidth(memoryoperations
andTCP)aswell aslateng.

Seehttp://wwwbitmover.com/Imbenchfor details.

Bonnie

Bonnie is autility for testingdriver performancelts only dravbackis it sometimesequireshe
useof hugedataset®n large-memorymachinedo getusefulresults.

Bonnie (http://wwwtextuality.com/bonie/) hasbeenaroundforever, andthe numbersit pro-
ducesaremeaningfulto mary people.Thus,it is agoodtool for producinginformationto share
with others.

Bonnie produceghefollowing measures:

« Block Reads/Writes:In thesetests ponnie triestoreada le it hasalreadywrittenin blocks

of 8 KB atatime. It doesnot do arything usefulwith the datait readsiit just readsa block
of datain, thenreadsthe next block in whenthatis done.This gives somesortof indication
how fastthe operatingsystemis at sequentiabisk reads Keepin mind thatthis is a regular
le readthroughthe le systemno Asyncl/O andno Raw Disk I/O is beingdonehere.As a
result,do nottry to compareheseresultsto thedisk-readresultsfrom somethindike IOMeter
underWindows NT. They aretestingtwo totally separatehings(IOMeterusesRaw 1/0O and
Asyncl/O underNT to getits speedwhich totally bypassesill the le systemlayerentirely
andtestsonly the speedof the disks and controller). By going throughthe le system,you
get a closerto-real-life metric asyou seejust how fasta normal applicationcan expectthe
operatingsystento be ableto feedit data.Most applicationsarenot Asyncl/O andRaw 1/0
awareandwill notbeableto musterthe numbersthatOMeterwould suggestFor example,
Microsoft Word underwindows NT doesnot useRaw 1/0O andAsyncl/O, sothenumbersyou
getfrom bonnie would be a closerapproximatiorthanarethe numbersrom IOMeter asto
how fastNT couldsupplyalarge le to Microsoft Word. The sameis truefor writes.

- Character Reads/Writes: In thesetestsbonnie writesto, or readsfrom, the le onebyteat
atimeusingeithergetc orputc . Thistestsonly thespeedf yourlibc library (ashow thelibc
library implementghebuffering of thesesingle-byterequestandhow ef cient it is outsideof
thatdetermineghe speedof this test).Underlinux, the speedof putc/getcis alsodrastically
affected by whetheror not you usethe threadsafeversion.When using glibc-2.0 or later,
usingthe putc_unlocked() andgetc_unlocked() routinesgreatlyimprove performance
onthesetests.
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- Rewrites: In this test,bonnie readsan8 KB chunkof data,modi es onebyte, thenwrites
that8k chunkbackto theoriginal le. This tendsto stressthe le-system codequite heavily.
The le systemhasto continuallyupdatedatablockson the disk or re-allocateblockson the
disk, etc. It alsostressetiowv well the operatingsystemcacheslata.This would mostclosely
approximatevhata smallerSQL databasevould belike duringupdatephases(bonnie does
not even begin to tell you anything aboutdatabasesuchasOracle,thatwantto hase access
to plain, raw devicesandto have no operatingsysteminterventionin their read/writepatterns;
it mimicsonly smallerdatabasethatutilize plain les to storeinformationin.)

» Random Seeks:This providesa reasonabléestasto how well your operatingsystemorders
therequestst gets.This testrandomlyseeksinto the le thatwaswritten andreadsa small
block of data.Themoreof theseyou cancompletepersecondthefasteryouroperatingsystem
is goingto bewhenperformingrealwork. Sincethebiggestbottlenecko harddisksis notthe
actualdisk throughputput insteads thedisk-seekimes,bettemumbersherewill meanbetter
performanceverall. Thisis especiallytruein multi-userervironments.

There is also a somavhat newer version of bonnie that is called bonnie++
(http://wwwcoker.com.au/bonnie#/) that x esafew bugs,andincludesextratests.

dkftpbench

An ftp benchmarkingutility thatis designedo simulatereal-world ftp usage(large numberof
clients,throttle connectionso modemspeedsegtc.).It alsoincludestheusefuldklimits  utility.

dkftpbench s availablefrom DanKegel's page(http://wwwkegel.com/dkftpbech).

2.1.1. Web Server Benc hmarking Tools

You mightwantto applybenchmarkindo high-trafc websitesor whenyouhave anunexpectedoad
spike (for example,avirusis ooding your senerswith bogusrequests).

autobench

autobench is asimplePerlscriptfor automatinghe procesof benchmarkingwebsener (or

for conductinga comparatie testof two differentweb seners). The scriptis a wrapperaround
httperf. Autobench runs httperf a numberof times againsteachhost, increasingthe number
of requestedconnectionsper secondon eachiteration, and extracts the signi cant datafrom

the httperf output,deliveringa CSV or TSV format le which canbe importeddirectly into a
spreadshedor analysis/graphing.

For moreinformationon autobench , seehttp://wwwxenoclast.a/autobach/. To download,
goto: http://wwwxenoclast.a@/aubbenciydownloads

http_load

http_load  isanice,simplehttpbenchmarkin@pplicationthatdoesintegrity checkingparallel
requestsand simple statistics.http_load  generates load basedoff a test le of URLs to
accesssoit is exible.

http_load  is availablefrom ACME Labs(http://wwwacme.com/softere/htp_load).

httperf

httperf  is a popularweb sener benchmarkool. It providesa e xible facility for generating
variousHTTP workloadsandfor measuringsener performanceThe focusof httperf  is not
onimplementingoneparticularbenchmartbut on providing arobust, high-performancéool that
facilitatesthe constructiorof bothmicro- andmacro-l@el benchmarksThethreedistinguishing
characteristicof httperf  areits robustnesswhich includesthe ability to generateand sus-
tain sener overload,supportfor the HTTP/1.1protocol,andits extensibility to new workload
generatoreindperformancemeasurements.



Chapter 2. SystemTuning Toolsfor Linux Sewers 9

For information, seehttp://wwwhpl.hp.com/personal/Dal_Mosbergetittperf.html To down-
load,goto ftp://ftp.hpl.hp.com/pub/httpir

WebStone

WebStone is a highly-con gurableclient-serer benchmarkfor HTTP seners.It makesHTTP
1.0GET requestdor speci c pageson awebsener andmeasureshethroughputandlateny of
eachHTTP transfer By default, only statisticaldataarereturned but you canrequestdatafor
eachtransactionWebStonealsoreportstransactiorfailures("ConnectionRefused")errors.

For moreinformation,seehttp://wwwmindcraft.com/webstone/

2.2. System-Monitoring  Utilities

Many system-monitoringutilities reportthe systemload. A heaily loadedsystemwill have a load
averagethat is greaterthan two times the numberof CPUs. Note that high loads may indicatea
machinethatis CPU-boundbut it canalsoindicatememory-boundr I/O-boundsystems.

Thesesystem-monitoringtilities have someoverlapin functionalitywith thetoolsdescribedn Sec-
tion 2.1 BendmarkingUtilities.

xload

xload providesagraphicalview of the systemload. Of coursethis requiresthatyou runthe X
Window system.
xload -scale 2

uptime

If you arenot runningthe X Window systemyou canseea snapshobf theload averagefor the
previous1, 5, and15-minuteperiodsby usinguptime :
uptime

This providesinformationsimilar to thefollowing:
9:10:01 up 120 days, O min, 9 users, load average: 9.23, 0.96, 0.00

Thevaluefor users is the numberof interactve login session®n the systemTheloadaverage
is the numberof processeshat arewaiting to run or have beenblocked while waiting for I/O.

Uniprocessomachineshouldgive valuesaround1.00; multi-processomachinesnight run up

to 10timesthatrate.

vmstat
vmstat , whichis partof theprocps packageprovidesinformationaboutvirtual memory

Hereis asamplevmstat outputfrom alightly usedsener:

procs memory swap io system cpu

r b swpd free buff cache si so bi boin cs us sy id wa
0 0 300492 16872 391760 436980 0 1 0 1 1 0 0 0 1 1

And hereis somesampleoutputfrom a heavily usedsener:

procs memory swap io system cpu
r b swpd free buff cache si so bi bo in cs us sy id wa
16 0 2360 264400 96672 9400 0 0 0 1 53 24 3 196 1
24 0 2360 257284 96672 9400 0 0 0 6 3063 17713 64 36 0 1
15 0 2360 250024 96672 9400 0 0 0 3 3039 16811 66 34 0 1

The mostinterestingnumberhereis the rst one,“r”, in theprocs (processes3ection;thisis
the numberof the procesghatareon the run queue This valueshavs how mary processesre
readyto be executed but cannotbe ran at the momentbecausetherprocesseseedto nish.
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For lightly loadedsystemsthis shouldbe somethingessthantwo to four timesthe numberof
processorgso,lessthan8 on a dual-processamachine).

Theothermainprocs valueis b (blocked processes)f avalueregularly appearsn thiscolumn,
the systemis waiting on disk acces®r network access.

In theswap area,si in the numberof KB of memoryswappedin andso in the numberof KB
of memoryswappedout.

Otherinterestingvaluesincludethe"system"numberdor in andcs . Thein valueis thenumber
of interruptsperseconda systenis getting.A systendoingalot of network or disk /0 will have
high valueshere,asinterruptsaregenerateavery time somethings reador written to the disk
or network.

Thecs valueis the numberof contet switchespersecondA contet switch occurswhenthe
kernelhasto remove the informationstoredin the processos registersfor the currentprocess
andreplaceit with the context information for a processthat hasjust preemptedhe current
processlt is actually mud more complicatedthanthat, but that is the basicidea. Excessie
context switchesarebad,asit takesa fairly large numberof cyclesto performa contet switch.
Consequentlyif youaredoinglots of context switchesyou arespendingall yourtime changing
jobsandnotactuallydoingarny work.

vmstat -s providesa list of statisticsincluding "IO-wait cpu ticks", "pagespagedin”, and
"pagespagedout".

Chapterl Evidence-Base8erformanceAnalysisand Tuning hasan exampleof usingvmstat
(Sectionl.2.4Analyzingthe Evidencg.

Theps displaysa snapshobf the currentprocesse<Considersingtheseoptions:
ps -eo pid,%cpu,vsz,args,wchan

This shavs every processtheir pid, % of cpu, memorysize,name,andwhat syscallthey are
currentlyexecuting.

A basicform of thecommands:

ps aux
To view aparticularprocesver time:
watch --interval= interval "ps auxw | grep pid "
To view all processem treeform:
pstree
Parameter Show for every process:
amgs Commanchame
%cpu Percentagef CPUusage
comm Nameof theexecutable
cmaj t Numberof majorpagefaultsfor the processandall its children
cmin t Numberof minor pagefaultsfor the processandall its children
cmdline Commandhatis running
maj t Numberof majorpagefaults
min t Numberof minor pagefaults
pid Processdenti er
pstree View all processe@ treeform




Chapter 2. SystemTuning Toolsfor Linux Sewers 11

Parameter Show for every process:

rss Residensetsizein KB

vsz Memorysize(alsowrittenvsize )
wchan Thesyscallcurrentlyexecuting

Table 2-1. SelectedParametersfor ps

top

Thetop commanddisplaysthe processeshatare currently usingthe mostprocessotime. In
effect, thisis ps run every 5 secondsUsethes (secure)andd x (durationseconds ) options
to monitoroperations.

top sd 10

You canalsosortby thetitles of the columns;for example,by the SIZE of theapplications.
Notethattop mayexecuteoftenenoughto in uence theloadaverage.

vtad

vtad is arule-basegerformancenonitoringsystenfor Linux seners.It monitorsthe systems
performanc@ndmakesrecommendationfor tuningbasedn rulesets Rulesetsaresuggestions
for performanceon guration. For example:

« Thecon gured maximumsharednemoryshouldbe 25% of the physicalmemory
» Thecon gured maximumnumberof les shouldbe one-quartethe numberof inodes.

« The numberof availablelocal ports shouldbe 10,000(or up to 28,0000n senersthat have
mary proxy sener connections).

See:http://sourcefaye.net/pradsitad/

dklimits

A simpleutility to checktheactuallynumberof le descriptorswvailable,ephemeraportsavail-
able,andpoll() -ablesoclets. Be warnedthatit cantake a while to run if therearea large
numberof le descriptorsvailable,asit will try to openthatmary les, andthenunlink them.

Thisis partof thedkftpbench ~ packagéehttp://wwwkegel.com/dkftpbach/).

PerformanceAnalysisScript

PerformanceAnalysisScript.sh is alow-impactscriptthatis providedin AppendixA Per-
formanceAnalysisScrigndonline at http://people.redhat.odmbehm/.You canrun this script
by handbefore during,andafterthe performancevent,or you canmodify it to run periodically
fromcron . Thescriptprovidesenoughinformationto rule outobvious problemswith swapping,
processize,procesount,Ethernetandwidthavailability, network errors,disk I/O bandwidth,
disk errors,andinterruptcounts Alwaysobtainatleasttwo runsof ary data-gatheringcriptsso
thatyou cancomparea “normal, loadedsystem”,with the systemwhenit is not performingas
expected.

2.3. Kernel Monitoring Utilities

strace

strace collectsinformationaboutkernelsystemcallsandsignalsof thecommandollowing it
onthecommandine; this canproducea lot of outputandmoredetailthandesired.
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Thelowerimpact"-c" optioncountsthenumberof timesthateachkind of systencallis invoked,
thetotal time spentfor eachsystemcall, andthe averagetime persystemcall.

Thedefaultis for strace  to print outtheinformation.

To generat@ usableamountof datafrom theproceswith pid 27692andsendthatto a le called
strace_output.txt , enter:
strace -c -p 27692 -0 strace_output.txt

readprofile

readprofile readsanddisplaysthe time-basedampledatacollectedby the pro ler built into
thekernel.Thepro ling is enabledasakernelbootoption,“profile=2 " (the“2” indicateshat
eachbin in thekernelhistogramis 22, 4, bytesin size).readprofile providesinformationonly
onthekernel;it will not provide informationonthe modulesor the userspacecode.

ipcs

ipcs liststheinterprocessommunicatiormechanisméncluding shared-memoryegions,mes-
sagequeuesandsemaphores.

2.4. Disk Benchmarking and Monitoring Utilities

dbench

dbench is agooddisk-1/0 benchmarkingttility. It is designedo simulatethe disk /O loadof a
systemwhenrunningthe NetBenchbenchmarlsuite;it seemgo do anexcellentjob.

Dbenchis availableat the Sambdtp siteandmirrors (ftp:/ftp.samba.@/pub/tridgédbench/).

10zone

A le-system benchmarkool that generatesindmeasures variety of le operationsiOzone
is usefulfor performinga broad le-system analysis The benchmarkests le 1/0 performance
for thefollowing operationsread,write, re-read re-write, readbackwvards,readstrided,fread,
fwrite, randomread,preadmmap,aio_readandaio_write.

SeethelOzone site (http://wwwiozone.og/).

tiobench

A multithread disk I/O benchmarkingutility that doesa good job at stressingthe disks.
tiobench  comeswith someusefulscriptsfor generatingeportsandgraphs.

Seethetiobench  site (http://sourcefage.netprojeds/ioberch).

dt (datatest)

dt is averygooddisk/scsitestprogram;it performsdisk 1/0, proces<reation,asyncl/O, etc.It

is notreally abenchmarlprogramiit is moreof adata-intgrity testingprogramHowever, it can
alsobe usedto benchmarkhingsasoneof the intendedrolesof this programis to help people
tunetheirdriversoncethey have veri ed thatthedriver is reliable.

dt is availableat: http://wwwbit-net.com/~rmille/dt.html

iostat

iostat  -d shaws the disk performancein transactionger second,and well as statisticson
block readsandwrites.

Theexamplethatfollows givestheresultsfrom the commandhatmonitorsthedisk at 2-second
intenals for threesamplings:
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$ ostat -d 2 3

Linux 2.4.20-18.9smp (perftest.redhat.com) 09/28/2004

Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 1.07 2.01 15.95 5904202 46798960
Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 0.00 0.00 0.00 0 0
Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 2.00 0.00 64.00 0 128

Theinitial valuesarethetotal numberof blocksreadandwritten sincethe lastboot. The subse-
quentvaluesarethe readsandwrites sincethatreport;thesevery low valuesindicatea machine
thatis largelyidle.

To getextendedstatisticsusethe-x [ device ] agument:
jostat  -x

For furtherinformation,seeSection4.4.4Disk I/O Elevators.

Note

When disk device drivers actually controlled the movement of the read/write heads on the disk
drive, it was easy for utilities, such as iostat , to calculate metrics for a device. For example, the
access times for a disk drive could be calculated based on the amount of time it took to service
a request. Modern disk controllers are much more advanced and perform many optimizations,
so it becomes much more dif cult to obtain granular performance metrics.

vmstat

vmstat , which is part of the procps package provides usefulinformation when diagnosing
disk performanceproblems.

Hereis asampleof vmstat output:

procs memory swap io system  cpu
r b w swpd free buff cache si  so bi bo in cs us sy id
1 0 0 0 9200 31856 34612 0 1 992 861 140 122 2 11

Thebi (blocksin) andbo (blocksout) valuesarethe areaso watchfor disk I/O.
Other elds aredescribedn Section2.2 System-Monitoringtilities.

2.5. Memory Monitoring Utilities

Thesesystem-loadmonitoring utilities have someoverlapin functionality with the tools described
elsavherein this chapter See for example,the descriptionof vmstat in Section2.1 Bend&imarking
Utilities andtop in Section2.2 System-Monitoringtilities.

free

Jusr/bin/free liststheamounif memoryandswapspacen thesystemaswell asthebuffers
andcacheusedby the kernel.

total used free shared buffers cached
Mem: 512688 501828 10860 0 91552 152664
-/+  buffers/cache: 257612 255076

Swap: 1638620 250692 1387928
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If morethanhalf the swap spacéds beingused,addmoreswap space.

pmap

pmap takespid numbersasinput andproduces listing of thememorymapfor the processThis
memorymapincludesinformationaboutwhetherthe regionsis read,write, or executable Each
entryliststhe startingaddressndthe sizeof theregion.

pmap wasintroducedwith RHEL 3.

sar (SystemActivity Report)

sar enablesyou to getreal-timeinformationaboutsystemresourceusagelt displaysactiity
recordghatareautomaticallystoredn thesystem-actiity datale (/var/log/sa/sa DDwhere
DDis thedate).

To gatherdataaboutmemoryusage usethefollowing options:

-n option

Displaysnetwork statistics.option canbe DEV (for basicstatistics),EDEV (for errors),
SOCK(for soclet statistics),or FULL (for all statistics).

-q
Queudengthandloadaverages.
For example:
sar -g 5 2
Linux 2.4.9-e.16 (example.org) 04/04/2005
03:19:34 PM  rung-sz plist-sz ldavg-1 Idavg-5
03:19:39 PM 2 97 0.13 0.40
03:19:44 PM 2 98 0.15 0.40
-r
Memory-usagetatistics.
-R
Rateof changeof memoryusage.
-s and-e
Startandendtimes.
For example:
sar -s 12:00:00 -e 12:15:00
12:00:00 PM CPU %user %nice %system %idle
12:10:00 PM all 2.29 0.13 0.40 97.18
12:20:00 PM all 1.25 0.17 0.07 98.51
-W

Swap-pagestatistics.

For example to displaytherateof changeof memoryusageat’5 secondntenalsfor threereports:
sar -R 5 3
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mprof

mprof (Memory Proler and Leak Detector) (http://wwwsoftware-fcilities.com/evel-
software/mprof.php)is anotherutility you can useto obtain memory pro ling information.

2.6. Network Monitoring Utilities

Thesenetwork monitoring utilities have someoverlap in functionality with the tools describedin
Section2.1BendmarkingUtilities.

netstat

ttcp

If you areprimarily concernedvith network seners,thenetstat commandcanoftenbe very
useful. It canshav statusof all incoming and outgoing soclets, which can give very handy
informationaboutthe statusof a network sener.

Oneof themoreusefuloptionsis:
netstat  -pa

The“-p ” optiontellsit to try to determinevhatprogramhasthesoclet openwhichis oftenvery
usefulinformation.For example,saysomeoneNMAPS their systemandwantsto know whatis
usingport666.Runningnetstat  -pa will shav youits statusandwhatis runningonthatTCP
port.

Anotherusefuloptionis:
netstat -

The“-i " optiondisplaysnetwork statisticsaboutsentandreceved paclets. Large numbersof
errorsor droppedpacletscanindicatecongestioror hardwareproblems.

A comple, but useful,invocationis:
netstat -a -njgrep -E "(tcp)"| cut -c 68-|sortluniq -c|sort -n

Theoutputshawvs a sortedlist of hov mary socletsarein eachconnectiorstate For example:
9 LISTEN
21 ESTABLISHED

TTCPis abasicnetwork speedesterlt really only pumpsdatafrom onesideof a TCP/IPnetwork
socletto anotherasfastaspossible Thenumbershis givesarereally just a baseguidelineasto
how well your TCP stackcan Il theparticularpipeit is talking through,but it is moreaccurate
thantrying to estimatewith ftp or otherprotocols.

On modernmachinesthe bottleneckusuallyis not the CPU, so thosemeasurementsecome
lessuseful. However, this is a usefulmeansof testingreliability: TTCP generates lot of TCP
pacletallocations/deallations andnetwork cardinterrupts soit is usefulin determiningf your
Ethernetcarddriver is reliableor if it mightbreakunderheavy loads.

See:http://lwwwpcausa.com/Utilite/patcp.htm

netperf

NetPerf is a benchmarkhatyou canuseto measurehe performanceof mary differenttypes
of networking. It providestestsfor both unidirectionalthroughputandend-to-endateng. The
environmentscurrentlymeasurabléy NetPerf  include:TCPandUDP via BSD Soclets,DLPI,
Unix DomainSoclets,Fore ATM API, andHiPPI.

For moreinformation,seehttp://wwwnetperf.og/netperfNetperfPagehtml. To download,goto
ftp://ftp.sgi.com/sgi/src/netpé
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NetPIPE

NetPIPE is atool thatvisually representthenetwork performanceinderavarietyof conditions.
It combineghebestqualitiesof TTCPandNetPerf .

pchar

pchar is atool to characterize¢hebandwidthJateng, andlossof links alonganend-to-endpath
throughtheInternet.

For moreinformation,seehttp://wwwkitchenlabtorg/www/bmahSoftwardpchar/.

2.7. Tools for Improving Application Performance

; Note

If your application uses NPTL, also see Section 2.7.2 Tools for NPTL.

hoard (libhoard )

Hoard is afast,scalableandmemory-efcient allocatorfor multiprocessorslt is a drop-inre-
placementor the C andC++memoryroutines.

Hoard solvestheheapcontentiorproblemcausedvhenmultiple threadscall dynamicmemory-
allocationfunctionssuchasmalloc()  andfree()  (or new anddelete ). Hoard candramati-
cally improve the performancef multithreadedrogramsunningon multiprocessors.

For moreinformation,see:http://wwwcs.umass.edu/~emery/hoard/

oprofile

OProfile  collectsdataon all the running executablesand the kernel. It is usefulto identify
hot spotswherethe processospendssigni cant amountf time. OPro le canalsousethe per
formancemonitoringhardware on processorso identify which processoresourcesrelimiting
performancefor example,cacheandbranchpredictionhardwvare.

SeeChapter7 ApplicationTuningwith OPro le.

Jusr/bin/gprof

Usercodecanbe compiledandlinked with "-pg" to enablepro ling. Thisinstrumentshe code
to recordfunction calls so thatgprof canbuild a call graphthat usestime-basedsamplingto
indicatewherethe programspendsime. The gprof supportin RHEL is not threadsafe,does
notdumpdatauntil the programexits, anddoesnot recordinformationaboutsharedibraries.

Jusr/bin/gcov

gcov readstheinformationgeneratedby programscompiledwith GCC's "-ftest-caverage"and
"-fpro le-arcs" options.Whenthe compiledprogramis run, datais collectedon which basic
blocksin the programare executedandthe numberof timesthey areexecutedgcov mapsthat
informationbackto the sourcecodeandindicatesthe numberof timesthatspeci c linesin the
sourcecodeareexecuted.

Jusr/bin/sprof

The loaderincludedin glibc  allows pro ling of a sharedibrary. For example,to pro le the
sharedibc library for thedu commandandwrite thedataoutto a le xyz , type:
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LD_PROFILE=libc.s0.6 du
To analyzethedata:
sprof  libc.so0.6 libc.so.6.profile|more

Jusr/bin/ltrace

ltrace  interceptscalls to sharedlibrary routinesand prints out a traceof the sharedlibrary
routinesexecuted.This instrumentatiortansigni cantly slow the executionof theprogram.

2.7.1. Pointer -Use Errors

Mary pointeruseerrorsrelateto heapallocation.Writing pastthe endof a heapobject,or accessing
a pointer after a free , can sometimesbe detectedwith nothingmore thana library that replaces
the standardibrary's heapfunctions(malloc , free , etc.).This sectionexaminesprogramsthatcan

detectsucherrors.

ElectricFence

ElectricFenceC memorydehugginglibrary (http://linux.maruhn.com/ségdedricfene.himl) is
a utility you canuseto obtain more detailedstatisticsregardingmemoryusageby individual
programslt canalsomanageheapobjectsthatakut inaccessibleirtual memorypagesA buffer
overruntherecausesan instantsegmentationfault. Somelibraries provide a protectedpadding
areaaroundbuffers. Thispaddingis lled with codethatcanbeperiodicallychecledfor changes,
soprogramerrorscanbe detectecht a coarsegranularity

Youlink theElectricFencéibrary in atcompiletime andit warnsyou of possibleproblems such
asfreeingmemorythatdoesnot exist.

ElectricFencénasa numberof limitations:

« It usesmmap() to allocatememory mmap() canallocatememoryonly in pageunits, which
canquickly exhaustthe availableaddresspaceon 32-bit platforms.

« It canperformaccesghecksonly in onedirection—eithemabove or belav theallocatedouffer.
You maywantto run the programtwice: oncewith EF_PROTECT_BELOWff andoncewith it
on.

- If the addresss only slightly wrong and the block is alignedat the top of the page,some
accessebeyond the top of the object might go unnoticedif the object size and alignment
requireafew Il bytes.

- If the addresds wrong by morethan one pagesize, the accesamight be beyond the guard
pageswith PROT_NONEccessreateddy thelibrary; consequentlyit might succeed.

Bounded-pointer&CC Extension

The bounded-pointersGCC extension (http:/gcc.gnu.a@y/projecs/bpgmain.html) addresses
pointererrorsby replacingsimple pointerswith a three-vord structthatalsocontainsthe legal
boundsfor that pointer This changesthe systemABI, makingit necessaryo recompilethe
entireapplication.The boundsarecomputeduponassignmentrom theaddress-obperatorand
constructedor systemcalls within aninstrumentedsersionof the standardibrary. Eachuseof
the pointer is quickly checled againstits own bounds,and the application abortsupon a
violation. Becausehereis no databasef live objects,an instrumentedprogramcan offer no
extrainformationto helpdehug the problem.

gcc-checker Extension

Thegcc-checkr extension(http://www-ala.doc.ic.ac.uk/~ghiBoundsCheking.htm) addresses
pointererrorsby mappingall pointermanipulationoperationsandall variablelifetime scopego
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callsinto aruntimelibrary. In this schemetheinstrumentations heary-weight, but the pointer
representatioin memoryremainsABI-compatible.lt may be possibleto detectthe momenta
pointerbecomesnvalid (say througha badassignmenbr increment) beforeit is ever usedto
accessnemory

StackGuard GCC Extension

The StackGuardsCCextension(http://immunix.og/stackguardhtml) addressestack-smashing
attacksvia buffer overruns.It doesthis by instrumentinga functionto rearrangets stackframe,
sothatarraysare placedaway from vulnerablevaluessuchasreturnaddresses-urtherguard
paddingis addedaroundarraysandis checled beforeafunctionreturns.Thisis light-weightand
reasonablyeffective, but pravides no generalprotectionfor pointererrorsor dehugging assis-
tance.

Purify

ThePurify packagéhttp://wwwrational.com/produs/puify _unix/) is awell-knowvn proprietary
packagefor detectingmemory errors. Purify works by batch instrumentatiorof object les,
reverse-engineeringatternsin objectcodethat representompiledpointeroperationsandre-
placingthemwith a mixtureof inline codeandcallsinto aruntimelibrary.

Mudflap

Mudflap is a pointeruse-checkingechnologybasedon compile-timeinstrumentationlt trans-
parentlyaddsprotectve codeto a variety of potentially unsafeC/C++ constructsthat detect
actualerroneousisesatruntime. It candetectNULL pointerdereferencingunningoff theends
of buffers and strings,andleakingmemory Mud ap hasheuristicsthat allow somedegreeof
checkingevenif only a subsebf a programs objectmodulesareinstrumented.

Mudflap is describedn detailin Chaptei6 Detectingand PreventingApplicationMemoryProb-
lems

valgrind

Valgrind  executesyour programin a virtual machine,keepingtrack of the memoryblocks
thathave beenallocatedjnitialized, andfreed.It simulatesvery instructionaprogramexecutes,
which revealserrorsnot only in an application,but alsoin all supportingdynamically-linked
(.so-format ) libraries, including the GNU C library, the X client libraries, Qt (if you work
with KDE), andsoon.

Valgrind is describedn detail in Chapter6 Detectingand Preventing Application Memory
Problems

2.7.2. Tools for NPTL

NPTL TestandTraceProject

TheNPTL TestandTraceProjectaimsto improve the NPTL library. Althoughthe groupis just
undervay, you maywantto monitortheir progressat http://nptl.lullopensoure.og/home.php.

NPTL TraceTool

NPTL TraceTool pravidesa mechanisnio tracethe NPTL Library asunobtrusiely aspossible
for theapplicationdynamics Thepost-mortenanalysisallovs measuremen{®f contensiorand
otherissues}o give you anunderstandingf hangsor bugs.

Seehttp://sourcefaye.net/pojects/ngltracetool/.
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See also Section 3.1.5 Kernel Threads.
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Under standing the Virtual Memory Management
System

Oneof themostimportantaspect®f anoperatingsystenis theVirtual MemoryManagemensystem.
Virtual Memory (VM) allows an operatingsystemto performmary of its adwancedfunctions,such
as processisolation, le caching,and swapping.As such,it is imperatve that you understandhe
functionsandtunableparameter®f an operatingsystems virtual memorymanagerso that optimal
performancdor a givenworkloadcanbe achieved.

This chaptemprovidesa generaloverviev of how a VM works, speci cally the VM implementedn
RedHat EnterpriseLinux 3. The VM may changebetweernreleaseshowever, with a well-grounded
understandin@f the generaimechanicof aVM, it is fairly easyto corvert your knovledgeof VM
tuningto anothe’VM asthe samegeneraprincipleswill apply Thedocumentatiorior agivenkernel
(includingits speci c tunableparameters);anbefoundin thecorrespondindsernelsourcetreein the
le /lusr/src/ linux_kernel /Documentation/sysctl/vm.txt

3.1. Virtual Memory Terminology

To properly understanchow a Virtual Memory managerdoesits job, it helpsto understandvhat
componentomprisea VM. While the low level detailsof a VM are overwhelmingfor most, a
high level view is nonethelestelpful in understandindiov a VM systemworks,andhow it canbe
optimizedfor variousworkloads.A high level overviev of the componentghat make up a Virtual
Memorymanageis presentedn Figure3-1
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3.1.1. What Comprises a VM

¥ Slab —* — MMU FH* Physical
- Allocator f+—] (] M Memory
bash 1™ zoned
Kernel % e
Standard Subsystems: [*] IR
C Library VFS
(glibc) Network '\
Syscalls
—
p— le—| kswapd | VM Subsystem
Mozilla
—
le—|
Disk o Disk
bdflush Driver le—|
User-Space
Processes

Figure 3-1.High Level Overview Of VM Subsystem

While aVM is actuallyfar morecomplicatedhanillustratedin Figure3-1, the high-level functionof
the systemis accurateThefollowing sectionsdescribeeachof thelistedcomponentsn the VM.

3.1.2. Memory Management Unit (MMU)

The Memory Managementnit (MMU) is the hardware basethat malke a Virtual Memory system
possible The MMU allows softwareto referencephysicalmemoryby aliasedaddressesjuite often
more thanone. It accomplisheghis throughthe useof pages and page tables The MMU usesa
sectionof memoryto translatevirtual addressemto physicaladdressesia a seriesof tablelookups.
Variousprocessoarchitectureperformthis functionin slightly differentways,butin generalfFigure
3-2illustrateshow atranslationis performedrom avirtual addres$o a physicaladdress.
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Virtual Address
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Directory Page Table

Physical Page

Figure 3-2. lllustration of a Virtual-to-Physical Memory Translation

Eachtablelookup provides a pointerto the baseof the next table,aswell asa setof extra bits that
provide auxiliary dataregardingthat pageor setof pages.This informationtypically includesthe
currentpagestatusaccesprivileges,andsize.A separatg@ortionof thevirtual addres®eingaccessed
providesanindex into eachtablein thelookupprocessThe nal tableprovidesa pointerto thestart
of the physicalpagecorrespondingdo the virtual addressn RAM, while thelast eld in thevirtual
addresselectghe actualword in the pagebeingaccessedAny oneof the tablelookupsduring this
translation,may direct the lookup operationto terminateanddrive the operatingsystemto perform
anotheraction.Someof theseactionsaresomavhat obserableat a systemlevel, andhave common
namesor references.

Se@mentationViolation

A userspacerocessequestsivirtual addressandduringthetranslatiorthekernelis interrupted
andinformedthattherequestedranslatiorhasresultedn apagethatit hasnotallocatedpr that
theprocessloesnothave permissiorto accessThekernelrespond$y signalingtheprocesshat
it hasattemptedo accessninvalid memoryregion, afterwhichit is terminated.

Swappedout

During a translationof an addressrom a userspaceprocessthe kernelwas interruptedand
informed that the pagetable entry lists the pageas accessibleput not presentin RAM. The
kernelinterpretsthis to meanthatthe requestedaddresss in a pagethat hasbeenswappedto
disk. The userprocessequestinghe addresss put to sleepandan I/O operationis startedto
retrieve the page.

3.1.3. Zoned Buddy Allocator

The ZonedBuddy Allocator is responsibldor the managemenof pageallocationsto the entiresys-
tem.Thiscodemanagesists of physicallycontiguougpagesandmapstheminto theMMU pagetables
to provide otherkernelsubsystemsvith valid physicaladdressangesvhenthe kernelrequestshem
(Physicalto Virtual Addressmappingis handledby a higherlayerof theVM andis collapsednto the
kernelsubsystemblock of Figure3-1
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ThenameBuddyAllocator is derived from thealgorithmthis subsystenusesto maintainit freepage
lists. All physicalpagesin RAM are catalogedby the buddy allocatorandgroupedinto lists. Each
list representslustersof 2" pageswheren is incrementedn eachlist. Thereis alist of singlepages,
a list of 2 pageclustersalist of 4 pagecluster andsoon. Whena requesicomesin for anamount
of memory thatvalueis roundedup to the nearesipower of 2. An entry is thenremoved from the

appropriatdist, registeredin the pagetablesof the MMU, anda correspondinghysicaladdresss

returnedo thecaller whichis thenmappednto avirtual addresgor kerneluse.If no entriesexist on

therequestedist, anentryfrom thenext list upis brokeninto two separatelustersand1l is returned
to thecallerwhile theotheris addedo thenext list down. Whenanallocationis returnedo the buddy
allocator the reverseprocesshappensThe allocationis returnedto the requisitelist, andthe list is

thenexaminedto determinef alargerclustercanbemadefrom theexisting entriesonthelist thatwas
justupdatedThis algorithmis advantageoun thatit automaticallyreturnspagesto thehighestorder

freelist possible Thatis to say asallocationsarereturnedto the free pool, they automaticallyform

larger clusters,sothatwhena needarisesfor a large amountof physically contiguousmemory(for

example,for aDMA operation)jt is morelikely thattherequestanbesatis ed. Notethatthe buddy
allocatorallocatesmemoryin pagemultiplesonly. Othersubsystemareresponsibldor ner grained
control over allocationsize. For more informationregardingthe ner detailsof a buddy allocator

referto BovetandCesatis Undeistandingthe Linux Kernel

Notethatthe Buddy Allocator alsomanagesnemoryzoneswhich de ne poolsof memorythathave
differentpurposesCurrently thereare threememorypoolsfor which the buddy allocatormanages
access:

DMA

This zoneconsistsof the rst 16 MB of RAM, from which legag/ devicesallocateto perform
directmemoryoperations.

NORMAL

This zoneencompassememoryaddressefrom 16 MB to 1 GB* andis usedby the kernelfor
internaldatastructuresaswell asothersystemanduserspaceallocations.

HIGHMEM

This zoneincludesall memoryabove 1 GB andis usedexclusively for systemallocations( le
systembuffers, userspaceallocationsgtc).

3.1.4. Slab Allocator

The Slab Allocator provides a more usablefront endto the Buddy Allocator for thosesectionsof
the kernelthatrequirememoryin sizesthataremore e xible thanthe standardt KB page.The Slab
Allocator allows otherkernel componentgo createcachesof memoryobjectsof a given size. The
SlabAllocator is responsibldor placingas mary of the caches'objectson a pageas possibleand
monitoring which objectsare free and which are allocated. Whenallocationsare requestedand no
more are available, the Slab Allocator requestsnore pagesfrom the Buddy Allocator to satisfythe
requestThis allows kernelcomponent$o usememoryin amuchsimplerway. This way components
thatmalke useof mary smallportionsof memoryarenot requiredto individually implementmemory
managementodesothattoo mary pagesarenotwasted:

1. Thehugemenkernelextendsthis zoneto 3.9 GB of space.
2. TheSlabAllocator mayallocateonly from theDMA andNORMAL zones.
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3.1.5. Kernel Threads

The last componentn the VM subsystenare the active tasks:kscand , kswapd , kupdated , and
bdflush . Thesetasksareresponsibldor therecarery andmanagementf in-usememory All pages
of memoryhave anassociatedtate(for moreinfo onthe memorystatemachine seeSection3.2 The
Life of A Page).

Freshlyallocatedmemoryinitially entersthe activestate As the pagesitsin RAM, it is periodically
visited by the kscand task, which marksthe pageas beinginactive If the pageis subsequently
accesse@gainby a taskotherthankscand , it is returnedto the active state.If a pageis modi ed
duringits allocationit is additionallymarkedasbeingdirty. Thekswapd taskscanpagesperiodically
in muchthe sameway, exceptthatwhenit nds apagethatis inactve, kswapd considershepageto
beacandidatao bereturnedo thefreepool of pagedor laterallocation.If kswapd selectsapagefor
freeing, it examinesits dirty bit. In the eventthe dirty bit is set,it locksthe page,andinitiatesa disk
I/O operationto move the pageto swap spaceon the harddrive. Whenthe I/O operations complete,
kswapd modi es the pagetable entry to indicatethat the pagehasbeenmigratedto disk, unlocks
the page,andplacesit backonthefreelist, makingit availablefor furtherallocationsIn generalhe
active tasksin the kernelrelatingto VM usageareresponsibldor attemptingto move pagesout of
RAM. Periodicallythey examineRAM, trying to identify andfree inactve memorysothatit canbe
putto otherusesin the system.

3.1.5.1. NPTL Threading Library

The NPTL ThreadingLibrary was introducedin Red Hat EnterpriseLinux 3. If you have seena
reductionin performanceafter anupgradeto RHEL 3, it may be thatyour applicationdoesnot use
NPTL effectively.

3.1.5.1.1. Explaining LD_ASSUME_KERNEL
LD_ASSUME_KERNEietsthekernelABI thatthe applicationexpects.

LD_ASSUME_KERNEIs handledby the dynamic linker, but the behaior of a specic value of
LD_ASSUME_KERNEHE not hardcodedn the dynamiclinker.

Every DSO (Dynamic SharedObject,alsoknown asa sharedibrary) cantell the dynamiclinker in
glibc which minimumoperatingsystemABI versionis neededNotethatdynamiclinkersotherthan
glibc's do not have this feature Theinformationaboutthe minimumoperatingsystemABI versionis
encodedn anELF notesectionusuallynamednote.ABI-tag . Thisnotesectionrmustbereferenced
by aPT_NOTEentryin the DSO's programheader

To examinethe contentof a DSO's note section,usethe readelf ~ programfrom elfutils (the
versionfrom binutils is inadequate)On a Red Hat system,the binary is called eu-readelf
Usingit onaFedoraCore?2 systemshaws thefollowing:

$ eu-readelf -n /lib/tls/libc-2.3.3.s0

Note segment of 32 bytes at offset 0x174:
Owner Data size Type
GNU16 VERSION
OS: Linux, ABI: 2.4.20
This meanghe/lib/tls/libc-2.3.3.s0 DSOrequiresatleastOS ABI version2.4.20.

The speci ¢ ABI versionrequirement®n a RHL9, andFedoraCore 1 and2 systemareasfollows
(notethatthisimplieslA-32 is thearchitecture):

« DSOsin /lib/tls needABI version2.4.20.
« DSOsin /lib/i686 needABI version2.4.1.
. DSOsin/lib  needABI version2.2.5.
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Thismeans:

+ LD_ASSUME_KERNEsupportonly versions2.2.5andlater
« Versionsirom 2.2.5to0 2.4.0will usethe DSOsin /lib

+ Versionsirom 2.4.1to 2.4.19will usethe DSOsin /lib/i686
+ Versions2.4.20andnewer will usethe DSOsin /lib/tls

For the RedHat releasesthis layoutwaschoserto provide the maximumamountof backward com-
patibility for applicationghatviolatethethreadingspeci cationsor useimplementatiorartifacts(cor
rectly written applicationswill hase no problems).

You mustensurethat programmersise explicit threadstacksizeswhen creatingnew threads.For
example,to causeall threadstacksto be 64k by default, use:

ulimit -s 64

Thisalsosetsthemainthreads stack(thethreadcreatedy thekernel)to alsohave this sizelimitation.
Thisis usuallyacceptable.

3.1.6. Components that Use the VM

It is worth mentioningthe remainingcomponentshatsit on top of the VM subsystemThesecompo-
nentsactively usethe VM to acquirememoryandpresentst to usersproviding the overall “feel” of
the system:

Network Stack
The Network Stackis responsibldor the managemenof network buffers beingreceved and
sentout of thevariousnetwork interfacesin a system.

StandardC Library
Via varioussystemcalls, the standardC library managepagesof virtual memoryandpresents
userapplicationswith an API allowing ne-grainedmemorycontrol.

Virtual File System

TheVirtual le systembuffersdatafrom disksfor morerapid le accessandholdspagescon-
taining le datathathasbeenmemory-mappedly anapplication.

3.2. The Life of A Page

All of thememorymanagedy theVM is labeledby a state Thesestateshelpletthe VM know what
to do with a given pageundervariouscircumstancedDependenbn the currentneedsof the system,
theVM maytransferpagesrom onestateto the next, accordingto the statemachinediagrammedn
Figure3-3:
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Figure 3-3. BasicCon guration

Using thesestatesthe VM candeterminewhatis beingdonewith a pageby the systemat a given
time andwhatactionsthe VM maytake on the page.The stateshathave particularmeaningsareas

follows:

FREE
All pagesavailablefor allocationbegin in this state Thisindicatesto the VM thatthepageis not
beingusedfor ary purposeandis availablefor allocation.

ACTIVE
Pagesthathave beenallocatedfrom the Buddy Allocator enterthis state.It indicatesto the VM
thatthe pagehasbeenallocatedandis actvely in useby thekernelor auserprocess.

INACTIVE DIRTY
The stateindicatesthatthe pagehasfalleninto disuseby the entity thatallocatedt, andassuch
is a candidatefor removal from mainmemory The kscandtaskperiodicallysweepghroughall
the pagesin memory taking note of the amountof time the pagehasbeenin memorysinceit
waslastaccessedf kscand nds thata pagehasbeenaccessedinceit lastvisitedthe page,it
incrementghe pagesagecounter;otherwiset decrementshatcounter If kscand happen®n
apagethathasits agecounterat zero,thenthe pageis movedto theinactie dirty state Pagesin
theinactie dirty statearekeptin alist of pagedo belaundered.
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INACTIVE LAUNDERED

This is an interim statein which thosepagesthat have beenselectedfor removal from main
memoryenterwhile their contentsarebeingmovedto disk. Only pageshatwerein theinactve
dirty stateenterthis state.Whenthe disk I/O operationis completethe pageis moved to the
inactive cleanstate ,whereit may be deallocatedor overwrittenfor anothermpurpoself, during
thedisk operationthe pageis accessedhe pageis movedbackinto the active state.

INACTIVE CLEAN

Pagesdn this statehave beenlaunderedThis meanghatthe contentf thepagearein syncwith
the backingdataon disk. As such,they may be deallocatedy the VM or overwrittenfor other
purposes.

3.3. Tuning the VM

Now thatthe pictureof the VM mechanisnis sufciently illustrated,how is it adjustedto t certain
workloads?Therearetwo methodsfor changingtunableparametersn the Linux VM. The rst is
thesysctl interface.The sysctlinterfaceis a programmingorientedinterfacethatenablesoftware
programso directly modify varioustunableparametersThesysctl  interfaceis exportedto system
administratorvia thesysctl  utility, which enablesanadministratoto specifyavaluefor ary of the
tunableVM parametersnthecommandine, asin thefollowing example:

sysctl  -w vm.max_map_count=65535

The sysctl  utility also supportsthe useof the /etc/sysctl.conf con guration le, in which
all the desirablechangego a VM canbe recordedfor a systemand restoredafter a restartof the
operatingsystem,makingthis accesanethodsuitablefor long term changego a systemVM. The
le is straightforvardin its layout, usingsimplekey-value pairswith commentdor clarity, asin the
following example:

#Adjust the min and max read-ahead for files
vm.max-readahead=64
vm.min-readahead=32

#turn  on memory over-commit
vm.overcommit_memory=2

#bump up the percentage of memory in use to activate bdflush
vm.bdflush="40 500 0 0 500 3000 60 20 0"

The secondmethodof modifying VM tunableparameterss via theproc le system.This method
exportsevery groupof VM tunablesasa le, accessiblevia all the commonLinux utilities usedfor
modify le contentsThe VM tunablesareavailablein the directory/proc/sys/ivm , andare most
commonlyreadandmodi ed usingtheLinux cat andecho utilities, asin thefollowing example:

# cat kswapd
512 32 8

echo 511 31 7 > /proc/sys/vm/kswapd

# cat kswapd
511 31 7

The proc le systeminterfaceis a conenientmethodfor making adjustmentgo the VM while
attemptingto isolatethe peakperformancef a system.For corveniencethe following sectiondist
theVM tunableparametergsthe lenamesthey areexportedasin /proc/sysivm . Pleasenotethat
unlessotherwisestatedthesetunablesapplyto the RHEL3 2.4.21-4kernel.
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3.3.1. bd ush

Thebdflush  le containmine parameterspf which six aretunable Theseparametersffecttherate
atwhich pagesn the buffer caché arefreedandreturnedto disk. By adjustingthe variousvaluesin
this le, asystemcanbetunedto achieve betterperformancén environmentswherelarge amountf
le /O areperformedThefollowing parametersrede ned in theorderthey appeain the le.

Parameter Description

nfract Thepercentagef dirty pagesn thebuffer cacherequiredto actvate
thebd ush task

ndirty Themaximumnumberof dirty pagesn the buffer cacheto write to
diskin eachbd ush execution

reseredl Reseredfor futureuse

resered2 Reseredfor futureuse

intenal Thenumberof jif es to delaybetweerbd ush iterations

age_liffer Thetime for anormalbuffer to agebeforeit is consideredor ushing
backto disk

nfract_sync The percentagef dirty pagesn the buffer cacherequiredto causethe

tasksthataredirtying pagesof memoryto startwriting thosepageso
diskthemseles,slowing thedirtying process

nfract_stop_bd ush Thepercentagef dirty pagesn buffer cacherequiredto allow bd ush
toreturnto idle state

resered3 Reseredfor futureuse

Generally systemgthat requiremore free memoryfor applicationallocationwill wantto setthese
valueshigher(exceptfor theagebuffer, which would be mavedlower), sothat le datais sentto disk
morefrequently andin greatervolume,thusfreeingup pagesof RAM for applicationuse.This of
coursecomesat the expenseof CPU cycles,asthe systemprocessospendsnoretime moving data
to disk, andlesstime running applications Corversely systemshat are requiredto performlarge
amountsof I/O would want to do the oppositeto thesevalues,allowing more RAM to be usedto
cachedisk le, sothat le accesss faster

3.3.2. dcac he_priority

This le controlsthe bias of the priority for cachingdirectory contents Whenthe systemis under
stressijt will selectvely reducethesizeof various le systemcachesn aneffort to reclaimmemory
By adjustingthis value up, memoryreclamationbiasis shifted avay from the dirent * cache.By
reducingthisamountpiasis shiftedtowardreclaimingdirentmemory Thisis notaparticularlyuseful
tuning parameterbut it canbe helpful in maintainingthe interactve responsdime on an otherwise
heavily loadedsystemIf you experienceantolerabledelaysin communicatingvith your systemwhen
it is busy performingotherwork, increasinghis parametemayhelpyou.

3. Thesubsebf pagecachéhatstoresles in memory
4. A direntis aDIRectoryENTry. Directory entriescontaininformationaboutthe les in thosedirectoriesand

arecachedn thekernelto speedliskaccessThey caneitheraccounfor performanceains(if thesamedirectory
is accessedhary timesover) or a performancealetriment(if mary differentdirectoriesareaccessedgesultingin
largememoryallocations).
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3.3.3. hug etlb_pool

This le is responsibl€for recordingthe numberof megabytesusedfor “huge' pages.Huge pages
arejust like regular pagesin the VM, only they are an order of magnitudelarger® Hugepagesre
both bene cial and detrimentalto a system.They arehelpful in that eachhugepageakes only one
setof entriesin the VM pagetables,which allows for a higherdegreeof virtual addressachingin

the TLB® and a requisiteperformancémprovement.On the downside, they are very large and can
be wastefulof memoryresourcedor thoseapplicationsthat do not needlarge amountsof memory

Someapplicationshowever, do requirelarge amountsof memoryandif they arewritten to be avare
of them,canmale gooduseof hugepagedf a systemrunsapplicationsthat requirelarge amounts
of memoryandis aware of this feature,thenit is advantageouso increasethis value to an amount
satishctoryto thatapplicationor setof applications.

3.3.4. inactive_c lean_per cent

This control speci esthe minimum percentag®f pagesn eachpagezonethatmustbein the clean
or launderedstate.If arny zonedropsbelaw this threshold andthe systemis underpressurdor more
memory thenthatzonewill begin having its inactie dirty pagedaunderedNote thatthis controlis
only availableon the 2.4.21-5ELkernelsforward. Raisingthe value for the correspondingonethat
is memorystaned will causepagesto be pagedout more quickly, eliminatingmemorystanation,
at the expenseof CPU clock cycles.Lowering this numberwill allow moredatato remainin RAM,

increasinghe systemperformancebut at therisk of memorystanation.

3.3.5. kswapd

While this setof parametergreviously de ned how frequentlyandin whatvolumea systemmoved
non-huffer cachepagedo disk, in RedHat EnterpriseLinux 3, thesecontrolsareunused.

3.3.6. max_map_count

This le allows for therestrictionof the numberof VMAs (Virtual Memory Areas)thata particular
procesanown. A Virtual Memory Areais a contiguousareaof virtual addresspaceTheseareas
are createdduring the life of the processwvhenthe programattemptsto memorymapa le, link to

a sharedmemoryseggment,or simply allocatesheapspace.Tuning this value limits the amountof

theseVMA's that a processcan own. Limiting the amountof VMA's a processcan own canlead

to problematicapplicationbehaior, asthe systemwill returnout of memoryerrorswhena process
reachests VMA limit, but canfreeup lowmemfor otherkerneluses!f your systemis runninglow on

memoryin theZONE_NORMAL zone thenloweringthis valuewill helpfree up memoryfor kernel

use.

3.3.7. max-readahead

Thistunableaffectshow earlythe Linux VFS (Virtual File Systemwill fetchthe next blockof a le
from memory File readaheadaluesare determinecn a per le basisin the VFS andareadjusted
basedn thebehaior of theapplicationaccessinghe le. Anytime the currentpositionbeingreadin
a le plusthecurrentreadaheadalueresultsin the le pointerpointingto the next blockin the le,
thatblock will befetchedfrom disk. By raisingthis value,the Linux kernelwill allow thereadahead
value to grow larger, resultingin more blocks being prefetchedrom disksthat predictablyaccess
les in uniform linear fashion.This canresultin performanceémprovementsbut canalsoresultin

5. Notealsothathugepagearenot swappable
6. TranslationLook-asideBuffer: A device thatcachesvirtual addresdranslationgor fastedookups
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excesqandoftenunnecessarynpemoryusagelLoweringthis valuehastheoppositeaffect. By forcing
readahead® belessaggressie, memorymaybe consered at a potentialperformancempact.

3.3.8. min-readahead

Like max-readaheadhin-readaheaplacesa oor onthereadaheadgalue.Raisingthisnumberforces
a les readaheadalueto be unconditionallyhigher which canbring aboutperformancemprove-
mentsprovidedthatall le accessn thesystemis predictablylinearfrom thestartto theendof a le.
This of courseresultsin highermemoryusagerom the pagecacheCorversely loweringthis value,
allows the kernelto consere pagecachenemory at a potentialperformanceost.

3.3.9. overcommit_memor y

The overcommit_memory setsthe generalkernel policy toward grantingmemory allocations.If
the valuein this le is 0, thenthe kernelwill checkto seeif thereis enoughmemoryfreeto grant
a memoryrequestto a malloc call from an application.If thereis enoughmemory the requestis
granted.Otherwiseit is deniedandan error codeis returnedto the application.If the settingin this
le is 1, the kernelwill allow all memoryallocations regardlessof the currentmemoryallocation
stateIf thevalueis setto 2, thenthekernelwill grantallocationsabore theamountof physicalRAM
andswapin the systemasde ned by the overcommit_ratio value (de ned below). Enablingthis
featurecanbe somevhat helpful in ervironmentsthat allocatelarge amountsof memoryexpecting
worst-casescenarioshut do not useit all.

3.3.10. overcommit_ratio

This tunablede nes the amountby which the kernelwill overextendits memoryresourcesin the
eventthatovercommit_memorys setto thevalue2. Thevaluein this le representsapercentagéhat
will beaddedo theamounof actualRAM in asystemwhenconsideringvhetherto granta particular
memoryrequestFor instancejf this valuewassetto 50, thenthe kernelwould treata systemwith
1GB of RAM and 1GB of swap asa systemwith 2.5GB of allocatablememorywhenconsidering
weatherto granta mallocrequestrom anapplication.The generaformulafor this tunableis:

memory_{allocatable} (sizeof_{swap} + (sizeof_{ram}* overcommit_{ratio}))

Usetheseprevioustwo parametersvith caution.Enablingmemoryovercommitcancreatesigni cant
performanceainsatlittle cost,but only if your applicationsaresuitedto its use.If your applications
useall of thememorythey allocate memoryovercommitcanleadto shortperformancegainsfollowed
by long latenciesasyour applicationsareswappedoutto disk frequentlywhenthey mustcompetefor
oversubscribe@®AM. Also ensurghatyouhave atleastenougtswapspaceo covertheoverallocation
of RAM (meaningthat your swap spaceshouldbe at leastbig enoughto handlethe percentag®f
overcommit,in additionto theregular50 percentof RAM thatis normallyrecommended).

3.3.11. pagecache

Thepagecache le adjuststheamountof RAM thatcanbe usedby the pagecacheThe pagecache
holds variouspiecesof data,suchasopen les from disk, memorymapped les andpagesof ex-
ecutableprograms Modifying the valuesin this le dictateshov muchof memoryis usedfor this
purpose.

Parameter Description

min Theminimumamountof memoryto resere for pagecachese
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Parameter Description

borrov kswapdbalanceshereclaimingof pagecachpagesandprocessnemoryto reach
this percentagef pagecachpages

max If morememorythanthis percentagés taken by the pagecachesswapdwill evict
pagesonly from the pagecacheOncetheamountof memoryin pagecachés
belaw this thresholdthenkswapdwill againallow itself to move procespagego
swap.

Adjusting thesevaluesupward allows more programsand cached les to stayin memorylonger
therebyallowing applicationsto executemore quickly. On memorystaned systemshowever, this
may lead to applicationdelays,as processesnustwait for memoryto becomeavailable. Moving
thesevaluesdownward swapsprocesseandotherdisk-bacled dataout more quickly, allowing for
otherprocesseso obtainmemorymore easily increasingexecutionspeed For mostworkloadsthe
automatiduningworks ne. However, if your workloadsuffersfrom excessie swappingandalarge
cacheyou maywantto reducethe valuesuntil the swappingproblemgoesaway.

3.3.12. page-cluster

Thekernelwill attemptto readmultiple pagesrom disk on a pagefault, in orderto avoid excessie
seekson the harddrive. This parametede nesthe numberof pageshe kernelwill try to readfrom
memoryduring eachpagefault. The valueis interpretedas 2/*2es*pnagesfor eachpagefault. A
pagefault is encounteredvery time a virtual memoryaddresss accessedor which thereis not
yet a correspondinghysicalpageassignedor for which the correspondinghysicalpagehasbeen
swappedto disk. If the memoryaddresshasbeenrequestedn a valid way (thatis, the application
containsthe addressn its virtual memorymap).thenthe kernelwill associate pageof RAM with
theaddressor retrieve the pagefrom disk andplaceit backin RAM, andrestartthe applicationfrom
whereit left off. By increasingthe page-clusteralue, pagessubsequenio the requestegagewill
alsobe retrieved, meaningthat if the workload of a particularsystemaccesseslatain RAM in a
linearfashionjncreasinghis parametecanprovide signi cant performanceains(muchlike the le
read-aheagarameterglescribedearlier).Of coursef yourworkloadaccessedatadiscreetlyin mary
separatareaf memory thenthis canjustaseasilycauseperformancelegradation.

To view thepagefaultactvity for a processyse:
ps -0 minflt,majflt pid

Whereminflt ~ (minor pagefault) indicatesthat the virtual memory systemallocateda newv page
framefor theprocesaaindmajfit ~ (majorpagefault)indicateshatthekernelblocked processewhile
it readthe contentsof the pagefrom disk. (Major pagefaultsaremore'expensve' thanminor page
faults.)
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&Warnings

« This chapter suggests parameter tuning changes you can make to improve the performance of
particular subsystems. Some of these parameter changes might improve that particular kind of
workload, but it might also degrade performance in other areas. The only way you can nd out if
a change improves or degrades the performance of the subsystem and of the total system is by
taking careful measurements before and after the change. If the effect of the change cannot be
measured, it should not be made permanent.

As these changes are non-standard and can affect other kinds of workloads, they should be noted
and included in any Support-related interactions with Red Hat.

« If the changes you make to entries under /proc or /sys render your system unbootable or un-
usable, you should be able to remedy the problem by booting into either single-user mode or
emergency mode. See the Red Hat Enterprise Linux Step By Step Guide for details about booting
into single-user mode.

If your systemis encounteringperformancememory or scalabilityissuesthereareseveralsuggested
techniquedo analyzeandinvestigatethe problem.

Isolatethe problemto the databas@r applicationservicesThetop commands usefulfor this pur
pose.lf thereis high CPU usageon the applicationserviceselatie to the databasservicespr vice
versathenyou have anareato focuson.

If theproblemis with thedatabaseener, turn on developersupportandidentify redundanor slow
queries.Oncethesequeriesare identi ed, caching,denormalizationguery optimization,and/or
creatingindexesshouldimprove performance.

Databasesenerstypically bene t from ary tuning you cando (or upgradesyou canperform)on
thedisk1/O. SeeSection4.2 Disk Tuning

- If the problem is with the application sener, system proling is recommended.To
isolate application bottlenecks or memory usage, use a proler such as Optimizelt
(http://wwwborland.com/optimizit/) or JProbghttp://java.quest.com/jprolde

If thereappearso be memorypressureturning on verboselogging for garbagecollectioncanbe
helpful. EachJVM hasa differentway to turn on verbosegarbagecollection. With the IBM JVM,
startyour sener with:

java -verbose:gc

Thislogsall garbagecollectionactvity to your senerlog le.

Important

Once the issue in question has been resolved, be sure to turn off options such as developer support
and verbose logging. Excess logging can be the cause of very noticeable performance problems.
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4.1. Reducing System Load

You candeterminewhich processeareloadingthe systemby usingps andtop (which aredescribed
in Section2.2 System-MonitorindJtilities). You may be ableto usethis informationto reducethe
systemload:

« If thereareprogramgthatcanberun duringoff-peaktimes,usecron to reschedulghem.
- If theprogramscanberun on adifferentsener, move them.
- If theprogramsarenotcritical, userenice  to raisetheir nice valueandthusreducetheir priority.

Nice valuesrangefrom 19 (the lowest priority) to -20 (the highestpriority); the default is 0. To
reducethe priority to 10 of arunningprogramwith a pid of 8435,use:
renice 10 8435

If this provesto bebene cial, in thefuture startthe programwith nice :
nice -n 10 program_name

4.1.1. Avoiding Swapping

Thegraphicbelov shavs thedifferencein speeetweerRAM anddisk accessnotethatthe scaleis
logarithmic.

Registers
Level 1 cache

Level 2 cache
/ Main memory Disk
\ A \ LN

1 10 100 10° 10 10° 10°
Time (in cycles)

Figure 4-1. Data accesdime in cycles

If you have run the tools in Section2.5 MemoryMonitoring Utilities and seethat your systemis
usingswap spaceheaily, you shouldseeif you canaddRAM. Section5.1 Can You Upgrade Your
Hardware?describeghelimits of eachversionof RedHat Enterpriselinux.

If youmustuseswap spacetherearewaysto improve swap performance:

«+ Placeswap areason the lowest-numberegbartitionson fastdisks spreadacrosstwo or morecon-
trollers. (It may be wastefulto dedicatea whole disk to swap,soyou canusethe remainderof the
disk for infrequentlyusedstorage.)

Assignhigher priority to the fastestdisks. If you have multiple disks, setthe swap partitionson
eachdisk to the samepriority by usingthepri  optionfor themount commandThis stripesswap
spaceacrosshediskslike a RAID array thusimproving performance.

- If youhave animmediateneedfor extra swapspacebut have no availablepartitions,you cansetup
atemporaryswap le onalightly-useddisk. However, usethepri commando prioritize thetrue
swap partitionsover the slover swap le:

/dev/sdal swap swap pri= 3 0 O
/dev/sdb1 swap swap pri= 3 0 O
/dev/sdcl swap swap pri= 3 0 O
/dev/swapfile swap swap pri= 1 0 O
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O

If a swap space must be on a busy disk, locate it as close to the busy partition as possible. This
reduces the seek time for the drive head and reduces swap latency.

4.1.1.1. Tuning Parameter s that Affect Swapping

A page fault occurswheneer the kernelneedgo access pageof datathatis not currentlyavailable
in thecurrentprocessresidenimemory Page fault latencyis thetime requiredto move datafrom the
harddrive into RAM. Thereareseveral parametergou cantuneto optimizepagingperformance:

Iproc/sysivm/page-cluster setsthenumberof pageshekernelreadsperpagefault. Increas-
ing this valuereduceghe costof head-seekime.

Iproc/sys/vm/pagetable-cache setsthe minimumand maximumnumberof pagesof mem-
ory thatareusedperprocessofor pagetableachesOn SMP systemsthis enablesachprocessor
to do pagetableachewithout having a kernelmemorylock.

- For Linux versionsprior to= RedHat EnterpriseLinux 3, /proc/sys/vm/kswapd containsthe
valuesthatthekswapd kernelthreadusesfor swapping:

- tries_base is the maximumnumberof pagesto be freedin a cycle. The value shouldbe
divisible by 4 or 8. Increasinghis numbereffectively increaseshe swapbandwidth This should
belargeenougho malke thewritesef cient withoutoverloadingthedisk queue Experimentvith
thisvaluewhile the systemis pagingto nd theoptimumvalue.

- tries_min is the minimum numberof timesthe kernel swap threadtries to free somepages.
Thisattemptdo ensuréhatsomepagesrefreedevenwhenthethreadis calledwith aminimum

priority.

- swap_cluster is thenumberof pageghekernel-svap threadwritesin acycle. This shouldbe
large enoughto minimize headseekswithout ooding therequestjueue.

4.1.2. ptys and ttys

In olderversionsof RedHat Linux, the numberof ptys andttys couldsometimesdealimiting factor
for login senersanddatabaseeners.Thisis lesslikely to beaproblemin RedHat EnterpriseLinux.
However, if you wantto testwhetheryour systemis being slowved by pty/tty limits, be avare that
modifying thesevaluesrequiresakernelrecompile which invalidatesyour supportagreement.

4.2. Disk Tuning

@

Before you begin tuning, wherever possible spread the load for 1/0O as evenly as possible across the
available disk drives; if one drive is busier than the other drives in a system, that drive will most likely
be the bottleneck for applications.

Placing different les on different disks can also help performance. For example:
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« Place the mail spool directory on a separate device, if a system's primary role is that of a
mailserver.

« For a system with a large number of interactive users, place the home directories for different users
on different disk drives.

« Use separate disks for the operating system, the data, and the log les .

Systemperformanceoften dependsheaily on disk input/outputperformanceso it is critical that
you ensurethe disk I/0 subsystenperformsasef ciently aspossibleln particular it is importantto
satisfyreadrequestsjuickly astheseblock otherprocesseanddirectly affect the users perceptiorof
the systems performanceSometoolsthatyou canuseto monitor disk performanceredescribedn
Section2.4 Disk Bendymarkingand Monitoring Utilities.

Systemghathave anl/O bottleneckatthedisktypically have high diskanddisk-controllerutilization,
low network utilization, andpossiblylow CPU utilization.

Of course,fasterdrives improve performanceso you shouldchooseSCSI over IDE/EIDE disks.
Within a givendrive type, thereis aroughlylinearimprovementin performancédasedn disk speed.
Comparinga 15,000rpm drive to a 7,200rpm one shawvs thatthe fasterdrive haslessthanhalf the
lateny andseektime, andprovidesalmosttwice thetotal throughput.

' ; Note

Red Hat Enterprise Linux does not currently support iSCSI.
Fibre Channel, a fast, expensive alternative to SCSI, is not discussed in this document.

Whatever type of disksyou have, you cantunethemfor betterperformanceFor example, mostmod-
erndisk controllershave built-in cachethat canbe usedto speedup both readandwrite accesses.
Becausavrite cachingcanleadto datalossor corruptionin the eventof a power failure,somemanu-
factureramay shiptheir disk driveswith write cachingdisabled Turning on write cachingcansignif-
icantly boostdisk performancealbeitat somerisk.

4.2.1. SCSI Tuning

SCSltuningis highly dependentn the particularSCSIcardsanddrivesin question.The mosteffec-
tive variablewhenit comesto SCSlcardperformances tagged-commandueueing.

Tagged-commangueuing(TCQ) canimprove disk performancéy allowing thethedisk controllerto

re-orderl/O requestsn sucha way thathead-seeknovementis minimized. The requestsaretagged
with anidenti er by the disk controllerso that the blocks requestedor a particularl/O operation
canbereturnedin the propersequencédor the orderin which they werereceved. This parameteis

typically passedasanargumentto the kernelat systemboottime. For certainapplicationsyou may
wishto limit the queuedepth(numberof commandshatcanbe queuedup).

For the Adaptecaic7xxxseriescards(29405, 78905, *160's, etc.), this canbe enabledvith amodule
optionsuchas:

aic7xxx=tag_info:{{0,0,0,0,0,0,0}}
This enableghe default tagged-commandueuingonthe rst device,onthe rst four SCSIIDs.

To setthe TCQ depthto 64:

« To setthedepthtemporarily use:
insmod  aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}
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- To male this the default on RHEL 3, addthefollowing line to /etc/modules.conf
options  aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

- To male this the default on RHEL 4, addthefollowing line to /etc/modprobe.conf
options  aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

Alternatively, addthefollowing line to the“kernel” line in /boot/grub/grub.conf
aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

Checkthedriver documentatiorfior your particularSCSImodulesfor moreinformation.

(o)

To understand the output provided by the modinfo command, install the documentation for your
device drivers:

« For RHEL 3, and earlier, this information is provided, along with the kernel source code, in the
kernel-source  package.

Another source of information is the les in /usr/src/linux-2.4 /D ocumerta tio n.
« For RHEL 4, this information is provided in the kernel-doc  package.

4.2.2. Read-ahead

Read-aheads the practiceof readingmultiple blocks of data,anticipatingthat having readblock
A, the next mostlikely requeswill beblocksB, C, andsoon. Cachingasyet unrequestegiagesin
memorymeanghatthekernelcansatisfyrequestgor thatdatamorequickly while reducingtheload
onthedisk controller

Thedefaultnumberof pagedo read-ahea controlledby /proc/sys/vm/min-readahead .When
theread-aheadlgorithmsucceedgthatis, thecachedlatais actuallysearchedhemin-readahead
valueis doubleduntil it reacheghe valuestoredin /proc/sys/vm/max-readahead

Of course theseperformanceancreasesio not occurwhenrequestsare for randomdataor for the
samedatacontinuously In thesesituations the read-aheadlgorithmturnsitself off; therefore you
canincreaseperformancef you are ableto changerandomaccessatternsinto sequentialaccess
patterns.

' ; Note

The 2.6 kernels used in RHEL 4 and Fedora use the “blockdev " command to set the number of
pages to read-ahead. The /proc entries are no longer there.

4.2.3. File System Fragmentation

Disk fragmentatiorcanbe a seriousproblemfor some lesystems,but but normally is not anissue
for theext2/ext3 lesystems.

Whenextendinga le, the ext2/ext3 lesystemwill try to geta new block for the le nearthe last
block thatwasallocatedfor the le. If afree block cannotbe found nearthe last-allocatedlock for
the le, anattemptwill be madeto geta free block from the sameblock group.Becausehe blocks
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in the block grouparelocatedcloseto eachother ary headmovementresultingfrom fragmentation
shouldbesmall.

Fragmentatiotnecomesnuchmorelikely asa disk partitionbecomegloseto full andthe lesystem
device drivershave to resortto placingdatablocksfor les in differentblock groups Keeparesered
block countof afew percento preventthe possibility of seriousfragmentation.

4.2.4. Tuning the ext2 File System

Theext2 le systemdefaultsto a block sizeof 1024.1f you areservingmainly large les, you can
changehis sizeto 2048or 4096to reducethenumberof seeksor data.However, if you have smaller
les in thefuture,the new settingwill resultin wastedspace.

Notethatchangingheblocksizerequireshatyourehuild thepartition(or drive) in questiontherefore
you mustbackup your databeforeyou retuild the partition. Theretuild commands:

/sbin/mke2fs /dev/ partition /dev/hda7? -b newsize

4.2.5. Tuning the ext3 File System

Theext3 le systemis essentiallyan enhancedersionof theext2 le systemthatprovidesstronger
dataintegrity in the eventthatan uncleansystemshutdevn occurs.Despitewriting somedatamore
thanonce,in mostcase=xt3 hasa higherthroughputhanext2 becausext3's journalingoptimizes
harddrive headmotion. You canchoosdrom threejournalingmodesto optimizespeedput doingso
meandrade-ofs with regardsto dataintegrity.

It is easyto changefrom ext2 to ext3 to gainthe bene ts of a robustjournaling le systemwithout
reformatting.

For applicationsthat require the bestpossibleperformancefrom ext3, you shouldusean external
journalpartition. The partition shouldbe locatedon a device with similar or betterperformancehar
acteristicshanthedevice thatcontainghe lesystem.Also, thejournalpartitionmustbecreatedwith
the sameblock sizeasthatusedby the lesystemit is journaling.(Note thatthe externaljournal will

utilize theentirepartition.)

Thefollowing commancdcreatesajournaldevice to be usedfor a lesystemwith a4 KiB block size:
mke2fs -b 4096 -O journal_dev /dev/sdcl

Thefollowing commandassociatethis journalwith a lesystem:

mke2fs -b 4096 -J device=/dev/sdcl /dev/sdal

You canspecifyotherjournaloptionsusingthe-J optionfor mke2fs or tune2fs

@

Every time a le is read or written, an access timestamp is updated for that le, which entails a
read and write for the metadata for that le. On a busy lesystem, this can cause a large number of
writes. This effect is magni ed on ext3 and other lesystems that journal metadata, as the access
timestamps must be written to the on-disk journal as well. To improve performance, you can disable
the writing of that metadata. However, this will break tmpwatch , which uses access times to determine
if les in temporary directories need to be removed. To learn more, refer to Section 4.9.4 Reduce Disk
Writes with noatime.
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4.2.6. Creating a Software RAID Device

; Note

This section includes a summary of software RAID con guration. You can nd more detailed
information elsewhere, such as in the Software-RAID-HOWTO paper for 2.4 kernels
(http://en.tldp.org/HOWTO/Software-RAID-HOWTO.html), as well as in the documentation and man
pages for the raidtools ~ package.

A faster, more expensive alternative to a software RAID is a hardware RAID. See Section 5.2 Adding
a Hardware RAID for details.

Dependingon the array the disks used,andthe controller you may want to try a software RAID
(Redundantrrays of Inexpensve Disks). You will seeexcellentsoftware RAID performanceon a
modernCPUthathasa fastdisk controller

Theeasiestvay to con gure softwareRAID device is to do it duringthe RedHat Linux installation.
If you usethe GUI installer thereare optionsin the disk-partitionscreento createan “md” (meta-
device), which is Linux terminologyfor a software RAID partition. You needto make partitionson
eachof the drives of type “Linux RAID”, andthenafter creatingall thesepartitions,createa nen
partition, (for example,/test ), andselectmd asits type. Thenyou canselectall the partitionsthat
shouldbe part of it, aswell asthe RAID type. For pure performanceRAID 0 is the bestchoice;
however, thereis noredundang in this level.

@,

If you are setting up a RAID 5 array and have the option to specify the parity algorithm, “left-
symmetric”, the default under RHEL, is the best choice for large reads.

RAID 0
RAID 1
Speed
Reliability Cost
RAID 1 RAID 0
RAID 5 RAID 5

Figure 4-2.RAID Trade-offs



40 Chapter 4. Tuning Linux Sewers

' ; Note

Note that by default, you are limited to 27 drives in an MD device, so your application may be limited
by that. However, if the drives are fast enough, you should be able to achieve >100 MB/s consistently.

4.2.6.1. Software RAID Tuning

To getthebestperformancehave adedicatectontrollerfor eachdiskin thearray andmale surethat
the controllerbus hassufcient bandwidth.

Whencon guring your RAID device, you cansetthechunk-size . Thisis the minimumamountof
datawritten to a disk in a singleoperationFor a RAID 5 device, the chunksizeshouldbe (the size
of atypical /O operation)ivided by (the numberof disks- 1). Typical valuesfor the chunksizeare
betweerB2KB and128KB, andaredivisible by 4KB (thelargestlikely le systenmblocksize).

@,

File system block size effects performance: large blocks are faster, but store small les inef ciently;
small blocks use disk space ef ciently, but are slower.

If youareusinganext2 orext3 le systemonyour RAID device,setthestride  optionto thenumber
of le-systemblocksin achunk.For example,if thechunkis 32KB andthe le-systemblockis 4KB,
the stridevalueshouldbe 8:

/sbin/mke2fs -b 4096 stride=8 /dev/mdo0

4.2.6.2. How Partition Position Affects Drive Performance

The positionof a partitionon a harddrive hasperformancemplications.Partitionsstoredat the very

outeredgeof a drive tendto be signi cantly fasterthanthoseon the inside. A good benchmark-
ing trick is to useRAID acrossseseral drives, but only usea very small partition on the outsideof

the disk. This give both consistenperformanceandthe bestperformanceOn mostmoderndrives,

or leastdrives using ZCAV (Zoned ConstantAngular Velocity), this tendsto be sectorswith the

lowest addresgthat is, the rst partitions). To seethe differencesillustrated, seethe ZCAV page
(http://wwwcoker.com.au/bonnie+/zcav/).

4.2.7. Use a Red Hat Global File System (GFS)

If you have a large group of seners,considerusinga RedHat Global File System(GFS).RedHat
GFShelpsRedHat EnterpriseLinux senersachieve high 1/0 throughputor demandingapplications
in database)e, andcomputeserving.You canscaleperformancéncrementallyfor hundredf Red
HatEnterpriseLinux senersusingRedHat GFSandstorageareanetworks (SANs) constructedvith
iSCSlor Fibre Channel.

GFS performsbestin an ervironmentwith few, large les and little contention.The larger the
reads/writeandthemoreindependenceachnodein the clusterhas,the betterthe performance.

For moreinformation,seehttp://wwwredhat.com/softarethagfs/.
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4.3. Virtual Memory System Tuning

This sectiondescribesiow to applytheinformationfrom Chapter3 Undeistandingthe Virtual Mem-
ory ManaggementSystento someexampleworkloadsand the varioustuning parameterghat may
improve systemperformance.

4.3.1. File (IMAP, Web, etc.) Servers

This workloadis gearedtowardsperforminga large amountof 1/0O to andfrom the local disk, thus
bene ting from anadjustmentllowing more les to bemaintainedn RAM. Thiswould speedup /O
by cachingmore les in RAM andeliminatingthe needto wait for disk I/O to complete A simple
changeo sysctl.conf asfollows usuallybene tsthis workload:

#increase  the amount of RAMpagecache is allowed to use
#before we start moving it back to disk
vm.pagecache="10 40 100"

4.3.2. General Compute Server With Many Active Users

This workloadis a very generakind of con guration. It involvesmary active userswho will likely
run mary processesll of whichmayor maynotbe CPUintensve or I/O intensve or acombination
thereof.As thedefault VM con gurationattemptgo nd abalancebetween/O andprocessnemory
usagejt may be bestto leaze mostcon guration settingsalonein this case.However, this environ-
mentwill alsolikely containmary smallprocessesyhich regardlesf workload,consumenmemory
resourcesparticularly lowmem. It may help, therefore,to tune the VM to consere low memory
resourcesvhenpossible:

#lower pagecache max to avoid wusing up all memory with cache
vm.pagecache="10 25 50"

#lower max_readahead to reduce the amount of unneeded IO
vm.max-readahead=16

SeeSection3.3.11pagecade for details.

4.3.3. Non-interactive (Batch) Computing Server

A batchcomputingsener is usually the exact oppositeof a le sener. Applicationsrun without
humaninteraction,andthey commonlyperformvery little 1/0. The numberof processesunningon
the systemcanbe very closely controlled.Consequentlyhis systemshouldbe tunedexclusively to
allow for maximumthroughput:

#Reduce the amount of pagecache normally allowed
vm.pagecache="1 10 100"

#do not worry about conserving lowmem; not that many processes
vm.max_map_count=128000

#increase  overcommit; non-interactive processes can sleep
vm.overcommit=2

vm.overcommit_ratio=75
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4.4. Kernel Tuning

' ; Note

You can learn about the features in the Red Hat Linux 24 kernel at:
http://www.redhat.com/software/rhel/kernel26/

The SYSV interprocessommunicatiormechanismsllow programsto exchangeinformationwith
eachothervia shareddatastructuresn memory You cantuneSYSV mechanism$y usingentriesin
/proc/sys/kernel

/proc/sys/kernel/sem controls:

- Themaximumnumberof semaphorepersemaphorearray

- Themaximumnumberof semaphorei the entiresystem

- Themaximumnumberof allowed operationgersemaphorsystemcall
- Themaximumnumberof semaphorarrays.

« Iproc/sys/kernel/msgmnb is themaximumnumberof bytesin asinglemessageueue.

« [Iproc/sys/kernel/msgmni is themaximumnumberof messagegueueidenti ers.

» Iproc/sys/kernel/msgmax is themaximumsizeof amessagéhatcanbe passedetweerpro-
cessesNotethatthis memorycannotbe swapped.

« Iproc/sys/kernel/shmmni is themaximumnumberof shared-memorgeggmentsn thesystem.

« Iproc/sys/kernel/shmall is thetotal amountof sharednemory in pagesthatthe systemcan

useatonetime. This shouldbe atleastSHMMAX/PAGE_SIZE

« Iproc/sys/kernel/shmmax is themaximumsizeof a sharednemorysggment.The kernelsup-
portssharednemorysegmentsupto 4 GB-1.

4.4.1. Kernel Tuning Tool

Thereare a variety of waysto view and changekernel parameters—bothith the graphicalKer-

nel Tuning tool andfrom the commandine. The Kernel Tuning tool hasthe advantageof making
the tunablesystemvaluesobvious. If you preferto usethe commandine, you can nd thetunable
parameterdy lookingin the/proc  and/proc/sys/ les.

- Tomake changewsingthe Kermnel Tuning graphicalinterface,run asroot:
Jusr/bin/redhat-config-proc

TheKernel Tuning tool appears:
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Figure 4-3.Kernel Tuning Tool

Thetext boxatthebottomof theK ernel Tuning tool offerssuggestionfor improving performance
of sometypesof application suchasOracle.

- Toview kernelparametesettingsirom thecommandine, usecat or /shin/sysctl
cat /proc/sys/kernel/shmmax

or
/sbin/sysctl kernel.shmmax

- To changekernelparametesettingsfor the currentsessiorfrom the commandine, useecho or
/sbin/sysctl
echo 33554430 > /proc/sys/kernel/shmmax

or
/sbin/sysctl -w kernel.shmmax=33554430
Of theseoptions /sbin/sysctl is preferrecbecausét checkghevalidity of thecommandefore
makingthe changeThis lessenshechanceof miscon gurationcausedy aninputerror

- Tomalke achangehatwill beusedafterthe next reboot,editthe/etc/sysctl.conf le:
kernel.shmmax = 33554430

To male this changetake effect beforethe next reboot,usethe following command:
/sbin/sysctl -p

; Note

You use the sysctl command to tune entries under /proc/sys  in a running kernel without re-
booting. However, changes made in this way do not persist across reboots. To make a setting take
effect at boot, con gure the settings in the le /etc/sysctl.conf , which is read by sysctl  early
in the boot process.

To view the current values of all sysctl parameters, use:
sysctl  -a

4.4.2. Flushing Old Pages with pd ush (RHEL 4) and kupdated (RHEL 3)

As memoryis a nite resourcethekernelmust ush backto diskthe pageshathave beendirtied but
arenolongerbeingusedby a processThe mechanism$or doingthis on RHEL 4 is bdflush
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Old pagesare ushed by adifferentmethod.The mechanisméor doingthison RHEL 4 is pdfiush ;
onRHEL 3it is kupdated .

4.4.3. Setting bd ush for Server Operation (RHEL 3)

Someof the default kernelparametersor systemperformancearegearedmoretowardsworkstation
performancehanto le senerandlarge disk-1/0 typesof operationsThe mostimportantof theseis
thebdflush  valuein /proc/sys/vm/bdflush

Thebdflush  threadis woken up whenthe kernelneedsadditionalbuffers but cannot nd enough
freememoryto allocatethe buffers,or whentheappropriatesysrequeskey is pressed.

Both bdflush  and kupdated can be tunedwith the vm.bdflush ~ sysctl. The le containsnine
settings:

nfract
Percentagef the buffer cachethatmustbedirty to activate bdflush

ndirty
Maximumnumberof dirty blocksto write out perwake-g/cle.

Setting3
Unused.

Setting4
Unused.

intenal
Delay in jif es, betweerkupdated ushes.

age_liffer
Time for normalbuffer to agebeforebeing ushed.

nfract_sync
Percentagef the buffer cachethatcanbedirty beforebdflush ~ beginssynchronoudehaior.

nfract_stop
Percentagef thedirty buffer cacheatwhich bdflush ~ stops.

Setting9
Unused.

The/ust/src/linux-2.4/Documentation/sysctl/vm.txt le documentshesen detail.

Parameter Minim um Default Maximum
nfract 0 50 100

ndirty 1 500 50000
unused 0 0 20000
unused 0 0 20000
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Parameter Minim um Default Maximum
intenal 0 5*HZ 10000*HZ
age_loffer 1*HZ 30*HZ 10000*HZ
nfract_sync 0 80 100
nfract_stop 0 50 100
unused 0 0 0

Table 4-1.vm.bdflush ~ Settings
A goodsetof valuesfor alarge le seneris:

echo 100 5000 640 2560 150 30000 5000 1884 2 > /proc/sys/vm/bdflush

4.4.4. Disk I/O Elevators

On systemghatareconsistentlydoinga large amountof disk I/O, tuning the disk I/O elevatorsmay
beuseful.Thisis a2.4kernelfeaturethatallows somecontrolover lateng vs.throughpuby changing
theway disk I/O elevatorsoperate.

This works by changinghow long thel/O schedulewill let arequessitin the queuebeforeit hasto
be handled Becausehe I/O schedulercancollapsesomerequestsogether having a lot of itemsin
the queuemeanamorecanbe coalescedwhich canincreasehroughput.

Changinghemaximumlateng onitemsin thequeueallows youto tradedisk /O lateny for through-
put,andvice versa.

Thetool /sbin/elvtune (partof util-linux) enables/ou to changethesemaximumlateny values.
Lowervaluesmeandesslateng, but alsolessthroughputThevaluescanbesetfor thereadandwrite
queueseparately

To determinewvhatthe currentsettingsare,issue:
[sbin/elvtune /dev/ hdal
substitutingthe appropriatedevice of course.Default valuesare 4096 for read,8192 for writes on

Ext3 systems.
To setnew valuesof 2000for readand4000for write, use:

/sbin/elvtune -r 2000 -w 4000 /dev/hdal

Note that thesevaluesare examplesonly, and are not recommendeduning values—thosevalues
dependdnyour situation.However, readvaluesshouldbe half of write values.

If you make changeshatyouwantto have afterthe next reboot,addthe/shin/elvtune command
to the/etc/rc.d/rc.local le.

Theunitsof thesevaluesarebasically‘sectorsof writesbeforereadsareallowed.” Thekernelattempts
to do all readsthenall writes, etc.in an attemptto prevent disk I/O modeswitching,which canbe
slow; thisenableg/outo alterhow longit waitsbeforeswitching.

Monitor the outputof iostat -d -x device to getanideaof the effectivenessof thesechanges.
Theavgrg-sz andavgqu-sz values(averagesize of requestandaveragequeuelength)shouldbe
affectedby theseelevator changes(Seethe manpagefor iostat ~ for moreinformation.)Lowering
thelateny shouldcausetheavgrg-sz  to go down, for example.

Seethe elvtune  man pagefor more information. Someinformation from when this featurewas
introduceds alsoat Lwn.net(http://lwn.net/2000/112/kemel.php3).
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@,

If you are running RHEL 3 on a desktop (not on a server), the following command can speed up
desktop responsiveness:

elvtune -r 8 -w 8 /dev/hda

4.4.5. File Descriptor Limits

OpenTCPsocletsandsomeapplicationsareproneto openingalargenumberof le descriptorsThe
default numberof available le descriptorgs 1024,but this may needto be increasedTo view the
currentlyallowed open les for auser enter:

ulimit -a

Thesystenreturnsoutputsimilar to thefollowing:

core file size (blocks, -c) O

data seg size (kbytes, -d) unlimited
file  size (blocks, -f)  unlimited
max locked memory (kbytes, -I)  unlimited
max memory size (kbytes, -m) unlimited
open files (-n) 1024
pipe size (512 bytes, -p) 8

stack size (kbytes, -s) 8192
cpu time (seconds, -t) unlimited
max user processes (-u) 4091
virtual memory (kbytes, -v) unlimited

The theoreticallimit is roughly a million le descriptorshowever the practicallimit is muchless.
Whenincreasing le limit descriptorsyou may want to simply doublethe value. If you needto
increasehedefault valueof 1024 increasehevalueto 2048 rst. If youneedto increaset again,try
4096, etc.

Note thateachresourcenasa hardanda soft limit. The hardlimit representshe maximumvaluea
soft limit may have, andthe soft limit representshe limit beingactively enforcedon the systemat
thattime. Hardlimits canbeloweredby all users but not raised,andsoft limits cannotbe sethigher
thanhardlimits. Only root mayraisehardlimits.

For example:

echo 128000 > /proc/sys/fs/inode-max
echo 2048 > /proc/sys/fs/file-max

andasroot:

ulimit -n 2048

; Note

On 2.4 kernels, the inode-max entry is no longer needed.

You probablywantto addtheseto /etc/rc.d/rc.local sothey getseton eachboot.
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There are other ways to make these changespersist after reboots. For example, you can use
letc/sysctl.conf and/etc/security/limits.conf to setandsave thesevalues.

Tom hard rss 13000
@faculty hard rss 25000

Example 4-1. Setting Limits for User Tom and Group faculty

If you geterrorsof the variety “Unableto open le descriptof’ you de nitely needto increasehese
values.

You canexaminethe contentof /proc/sysi/fs/file-nr to determinghe numberof allocatedle
handlesthenumberof le handlesurrentlybeingused,andthe maxnumberof le handles.

4.5. Network Interface Card Tuning

&Warning

In almost all circumstances, Network Interface Cards auto-negotiate the correct speed and mode. If
you force the card to run at a certain speed or mode, you must be absolutely certain the device at
the other end of the connection has the same parameters; otherwise the connection will not work or
will work very slowly.

Mostbenchmark®ene t greatlywhenthe network interfacecards(NICs) in usearewell supported,
with awell-writtendriver. Examplef suchcardsincludeeepro100tulip, relatvely new 3Comcards,
andAceNIC andSyslonnectgigabitcards.

Making surethe cardsarerunningin full-duplex modeis alsovery oftencritical to benchmarlperfor
mance Dependingon the networking hardware used,someof the cardsmay not autosens@roperly
andmaynotrun full duple by default.

Marny cardsincludemoduleoptionsthat canbe usedto force the cardsinto full-duplex mode.Some
examplesfor commoncardsinclude:

alias eth0 eeprol00

options  eeprol00 full_duplex=1
alias ethl tulip

options  tulip  full_duplex=1

4.5.1. Network Interface Con guration

Youmustsettheframesizeto matchall system®ontheLAN or VLAN. Thisis thedefault unlessyou
areusingjumboframes(9,000-byteframes).

Other characteristicéike modeand frame size just needto matchthe hub, switch, or routerat the
otherendof thelink.

4.5.2. Ethernet Channel Bonding

If your machinehastwo network interface cards,you can usethe Ethernetbondingdriver to bond
theminto a singlevirtual interface. The driver will thenalternatebetweencardswhen sendingand
receving pacletsonthevirtual interface.
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- OnRHEL 3, youcon gure thevirtual interfacein /etc/modules.conf
alias  bond0 bonding
options  bond0 mode=5 miimon=100 use_carrier=0

« OnRHEL 4, youcon gure thevirtual interfacein /etc/modprobe.conf
alias  bond0 bonding
options  bond0 mode=5 miimon=100 use_carrier=0

wheremode=5 is theload-balancingnode,miimon is the numberof millisecondsbetweerchecksof
eachinterfacefor theirlink statususe_carrier ~ speci eshow thelink is checled: usel to specify
the net_if_carrier_ok() function, or 0 to specify that the driver supportsonly mii-tool

ethtool

; Note

Neither /sbin/mii-tool nor /sbin/ethtool has support for all Linux drivers. Try using ethtool

rst; if that does not work, try mii-tool

Eachinterfacealsorequiresacon guration le in /etc/sysconfiginetwork-scripts/

DEVICE=bond0
IPADDR=192.168.0.1
NETMASK=255.255.255.0
GATEWAY=192.168.0.254
ONBOOT=yes
BOOTPROTO=none

Example 4-2.ifcfg-bond0

DEVICE=ethO
MASTER=bond0
SLAVE=yes
ONBOOT=yes
BOOTPROTO=none

Example 4-3.ifcfg-ethO

DEVICE=ethl
MASTER=bond0
SLAVE=yes
ONBOOT=yes
BOOTPROTO=none

Example 4-4.ifcfg-ethl
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4.6. TCP Tuning

For senersthatareservingup hugenumbersf concurrensessionstherearesomeT CP optionsthat
shouldprobablybe enabledWith alarge numberof clientsmakingsener requestsits notuncommon
for the senerto have 200000r moreopensoclets.

In orderto optimize TCP performancedor this situation,try tuningthefollowing parameters:
echo 1024 65000 > /proc/sys/net/ipv4/ip_local_port_range

This enablesnorelocal portsto be available. Generallythis is not anissue,but in a benchmarking
scenarioyou often needmoreportsavailable.A commonexampleis clientsrunningab, http_load,
or similar software.

In the caseof rewalls or senersdoing NAT or masqueradingyou may not be ableto usethe full
portrangethis way, becaus®f the needfor high portsfor usein NAT.

Increasinghe amountof memoryassociatedvith soclet buffers canoftenimprove performanceln
particular NFSsenersandApachesystemshathave large bufferscon gured canbene t from this.

echo 262143 > /proc/sys/net/core/rmem_max
echo 262143 > /proc/sys/net/core/rmem_default

This will increasethe amountof memory available for soclet input queues.The corresponding
wmem_*valuesdo the samefor outputqueues.

' ; Note

With 2.4.x kernels, these values “autotune” fairly well, so some people suggest instead just changing

the values in:
Iproc/sys/net/ip v4/ tcp _r mem
Iproc/sys/net/ip v4/ tcp _wmem

There are three values here, “min, default, and max.” These reduce the amount of work the TCP
stack has to do, so it is often helpful in this situation.

echo 0 > /proc/sys/net/ipv4 It cp_sack
echo 0 > /proc/sys/net/ipv4 It cp_tim estamps

@,

Be sure to also see LMbench, the TCP benchmarking utility described in Section 2.1 Benchmarking
Utilities, and TTCPand NetPerf , which are described in Section 2.6 Network Monitoring Utilities.

4.6.1. When a CPU is Overloaded by TCP

It is possibleto optimizethe network beyondthe capabilityof the CPUto handlethe network trafc.
In this situation,therearestepsyou cantake:

- Reduceor of oad the TCP/IPoverhead.
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Oneway to reduceTCP/IPoverheads to replaceTCPwith UDP (UserDatagranProtocol).Note
thatwhile UDP is potentiallyfasterbecaus®f reducedverheadsit is lessreliable:messagemay
belost, duplicated or receved out of order

Anotheroptionis to reducethe numberof TCP pacletsby emplg/ing network cardsthat support
jumboframes(9,000-byteframes).This canprovide a greatincreasen thetransmissionate.

- Reducecontet switchingby usinginterruptcoalescencer by of oading paclet checksums.

The CPU learnsaboutthe arrival of datapacletsfrom interrupts.If interruptsarrive morequickly
thanthe CPU can processthem, the CPU entersa “livelock” state.Interrupt coalescencés the
groupingof multiple pacletsinto a singleinterrupt. While this techniqueis effective, it canmale
TCPmeasurementsaccurate.

The checksumis a numberthatis calculatedfrom the datapaclet andattachedo the endof the
paclet. By comparingthe checksumto the data,datacorruptioncan be detected Typically this
checkis performedon the CPU; however, somenetwork cardscanperformthis operationwhich
freesthe CPUto performothertasks.

4.7. NFS Tuning

Before performingNFS tuning, ensurethat TCP performances satisactory (seeSection4.6 TCP
Tuning).

ThebasicNFS-tuningstepsinclude:

« Try using NFSv3if you are currently using NFSv2. There can be very signi cant performance
increasesvith this change.

' ; Note

TCP is recommended for NFSv3 and required for NFSv4. NFSv4 is in 2.6 kernels only (RHEL 4
and Fedora).

« Increasingthe readwrite block size. This is donewith the rsize andwsize mount options.
They needto the mountoptionsusedby the NFS clients. Valuesof 4096 and 8192 reportedly
increase performancesubstantially However, see the notes in the NFS Tuning HOWTO
(http://nfs.sourcefge.net/fis-howvto/perfamane.htm) for informationaboutexperimentingand
measuringhe performancemplications.The limits on theseare 8192 for NFSv2and 32768for
NFSv3

«+ Anotherapproacthis to increasehe numberof nfsdthreadsunning.You canincreasehe number
of nfs daemondy settingthe value of RPCNFSDCOUN /etc/sysconfig/nfs . The bestway
to determineif you needthis is to experiment.The HOWTO mentionsa way to determinethread
usagehut thatdoesnot seemsupportedn all kernels.

- Anothergoodtool for gettingsomehandleon NFS sener performances nfsstat . This utility
readstheinformationin /proc/net/rpc/nfs[d] anddisplaysit in asomevhatreadabldormat.
Someinformationintendedor tuning Solaris,but usefulfor its descriptionof the nfsstatformat, is
here:http://wwwprinceton.edu/~unigolais/traubleshoatnfsstathtml.

4.7.1. Tuning NFS Buffer Sizes
BusyNFSsenersmaygetimproved performancdrom increasinghebuffer sizes:

sysctl  -w net.core.rmem_default=262144
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sysctl  -w net.core.rmem_max=262144
sysctl  -w net.ipv4.ipfrag_high_thresh=524288
sysctl  -w net.ipv4.ipfrag_low_thresh=262144

4.7.2. NFS over UDP

Someusersof NFS over UDP reportthat settinglarger soclet buffer sizesin /etc/sysctl can
improve performance:

net.core.rmem_max=262143
net.core.wmem_max=262143
net.core.rmem_default=262143
net.core.wmem_default=262143

@

By default, NFS uses UDP. However, TCP may be preferable over WAN connections or in other
high-loss networks.

If you do use TCP in an environment that has high packet loss, you could adjust the
net.ipv4.tcp_syn _re tri es parameter. The net.ipv4.tcp_syn_r et rie s parameter speci es the
maximum number of SYN packets to send to try to establish a TCP connection. The default is 5; the
maximum is 255. The default value corresponds to a connection time of approximately 180 seconds.

4.8. Java Tuning

If thereappearso be memorypressureturning on verboselogging for garbagecollectioncanbe
helpful. EachJVM hasa differentway to turn on verbosegarbagecollection. With the IBM JVM,
startyour sener with:

java -verbose:gc

Thislogsall garbagecollectionactvity to your senerlog le.
Therearemary otherdiagnostictoolsyou canuse,includingthefollowing:

JProbeSuite

A completeperformanceoolkit for Jaza codetuning. JProbehelpsyou diagnoseandresohe
performancéottlenecksmemoryleaks excessie garbageollectionthreadingssuesandcov-
eragede cienciesin your J2EEandJ2SEapplications.

SeelProbghttp://java.quest.com/jprak)

Optimizeit
Borland®OptimizeitEnterpriseSuite6 enablesouto isolateandresole performanceroblems
in J2EEapplicationslt containamemoryandCPUpro ling, aswell asthreadandcodecoverage

analysis.You cantrackperformancéottleneckgrom the JDBC,JMS,INDI, JSRandEJBlevel
to theexactline of sourcecode.

SeeOptimizeit(http://wwwborland.com/optimiz#).
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For an example of Java tuning, seeChapter8 AnalyzingJava Application PerformanceProblems
Usingthe IBM JVM.

4.9. Apac he Con guration

Beforeyou begin tuning Apache you needto establisthenchmarksor your system.Youmayusethe
toolsdescribedn Section2.1.1Web ServerBentcimarkingTools

You needto measurehe throughput(the amountof work a systemcanperformin a periodof time)
andlateny (the amountof time the systemtakesto respondo a requestyor staticpagesdynamic
contentandif appropriatesecurecontent.

In awell-tunedsystem static pagesstressthe network, dynamiccontentmakes useof the systems
RAM, andsecurecontentusesthe CPU. For all typesof contentmemoryis the rst or secondmost
importantsystencharacteristicWheneer possible have enoughRAM to minimizethechanceof the
kernelhaving to accesshe swap partitionwhenApacheis running.

4.9.1. Con guring Apac he for Benchmark Scores
Startmary initial daemonsn orderto getgoodbenchmarlscores:

HtHHHH
MinSpareServers 20
MaxSpareServers 80
StartServers 32

# this can be higher if Apache is recompiled
MaxClients 256

MaxRequestsPerChild 10000

; Note

Starting a massive number of httpd processes is really a benchmark hack. In most real-world cases,
setting a high number for max servers and a sane spare server setting will be more than adequate. It
is just the instant on load that benchmarks typically generate that the StartServers helps with.

TheMaxRequestPerChild  shouldbeincreasedf you aresurethatyour httpd processedo notleak
memory Settingthis valueto O will causethe processeo never reacha limit.

Oneof the bestresource®n tuning thesevalues,especiallyfor applicationseners,is the mod_perl
performanceuningdocumentatiomttp://perl.apache.ofguide/performancehtml).

4.9.2. Compiling Apac he 2.0 for Your Environment

You can compile Apache to disable features that you do not use in your ervironment.
See the Modules enabled by default section of the configure man page
(http://httpd.apache gidocs-2.0/prgrams/on gure.htm). If therearefeatureshatyou do not use,
seehttp://httpd.apacherg/docs-2.0/nstdl .html to learnhow to compileApache.
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4.9.3. Increasing the Number of Available File Handles

To increasethe numberof pagesthat Apachecan sene concurrently increasethe numberof le
handlesTo determinethe currentsetting,enter:

/sbin/sysctl fs.file-max

Toincreasehenumberof le handlego 256,000enter:

/sbin/sysctl -w fs.file-max=256000

4.9.4. Reduce Disk Writes with noatime

For pure le senerapplicationssuchaswebsenersandSambaseners,disabletheatime optionon
thelocal le systemThisdisablesupdatingtheatime valuefor the le, whichindicateshelasttime
a le wasaccessedBecausehisinformationis notvery usefulin this situation,andcause®xtra disk
writes, it is typically disabledTo dothis, just edit /etc/fstab andaddnoatime asamountoption
for thelocal le system.

For example:

/dev/sdb3  /test ext3 noatime 1 2

; Notes

Turning off atime updates breaks tmpwatch , which uses access times to determine whether or not
to remove temporary directories.

This technique cannot be used on NFS-mounted le systems.

Incremental backups require information normally provided by atime ; by setting noatime , incremen-
tal backups become full backups.

4.9.5. ListenBac klog

Oneof themostfrustratingthing for auserof awebsite|s to get"connectiorrefused'errormessages.
With Apache,the commoncauseof this is for the numberof concurrenttonnectiongo exceedthe
numberof availablehttpd processethatareavailableto handleconnections.

TheApacheListenBacklog ~ parameteletsyou specifywhatbacklogparameteis setto listen()
By default on Linux, this canbeashigh as128.

Increasinghis allows alimited numberof HTTPDsto handlea burstof attemptedconnections.

4.9.6. Using Static Content Servers

If the senersareservinglots of static les (images,videos,PDFs,etc.),a commonapproachis to

sene theseles off adedicatedsener. This couldbea very light Apachesetup,or ary mary cases,
somethindike thttpd,boa,khttpd,or TUX. In somecasest is possibleto runthe staticsener on the

samesener, addressedtia a differenthostname.
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For purely staticcontent,someof the smaller morelightweightwebsenerscanoffer very goodper
formanceThey arenotnearlyaspowerful or as e xible asApache put for very speci ¢ performance-
crucialtasks they canbevery useful.

+ Boa:http://wwwboa.og/

« thttpd: http://wwwacme.com/softare/httpd/

« mathopdhttp://mathop.dia.nl

If you needevenmoreextremewebsener performanceyou probablywantto take alook at TUX.

4.9.7. Proxy Usage

For senersthatareservingdynamiccontent,or sslcontenta betterapproachis to emplog areverse-
proxy. Typically, thiswould donewith eitherApaches mod_proxy , or Squid.Therecanbeseveralad-

vantagedrom this type of con guration,including contentcaching,load balancingandthe prospect
of maoving slow connectiongo lighterweightseners.

The easiesiapproachis probablyto usemod_proxy andthe "ProxyPass"directive to passcontent
to anothersener. mod_proxysupportsa degreeof cachingthat canoffer a signi cant performance
boost.But anotherdwantages thatsincethe proxy sener andthewebsener arelikely to have avery
fastinterconnectthe web sener canquickly sene up large content,freeingup an Apacheprocess,
while theproxy slowly feedsoutthecontento clients.This canbefurtherenhancedy increasinghe
amountof soclet-buffer memorythatis availablefor thekernel.SeeSection4.6 TCP Tuning

4.9.8. Samba Tuning

Sambais an Open Source/FreeSoftware suite that provides seamlessle and print servicesto
SMB/CIFSclients.

Sambaerformancehouldberoughly 75%of ftp performancelf you areseelessperformancethere
area numberof tweaksyou cantry to improve Sambas performancever the default. The defaultis
bestfor general-purposée sharingbut for extremeusestherearea coupleof options.

The rst optionis to rekuild it with mmapsupport.In casesvhereyou areservingup alarge number
of small les, thisseemdo beparticularlyuseful.Youjustneedto add--with-mmap  tothecon gure
line.

You alsowantto male surethefollowing optionsareenabledn the/etc/samba/smb.conf le:

read raw = no
write  raw = no
read prediction = true
level2  oplocks = true

@,

While the above settings are reasonable rules-of-thumb, test the performance of the read raw = no
and write  raw = no settings in your environment.

In somecircumstanceyou may want to changethe socket options  setting.By default, TCP
bufferscharactersothatlarger pacletsaretransmittedratherthansinglecharactersTo insteadsend
pacletsimmediately set:
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socket options = TCP_NODELAY

OnalLAN, youcanset:

socket options = IPTOS_LOWDELAYTCP_NODELAY
OnaWAN, you canset:

socket options = IPTOS_THROUGHPUTCP_NODELAY

If your systems disk accessaandnetwork accesspeedsaresimilar, you cansettheread size pa-
rameterto enablethe sener to begin readingthe databeforethe entirepaclet hasbeenreceved:

read size = 32768

‘:‘ Notes

You can reduce time-consuming disk writes by disabling updates to le's atime value (which indicates
the last time the le was accessed). See Section 4.9.4 Reduce Disk Writes with noatime.

Also, ensure that logging is set no higher than 2 to avoid excessive logging.

4.9.9. OpenLD AP Tuning

Lightweight Directory AccessProtocol (LDAP) is a setof openprotocolsusedto accesentrally
storedinformationover a network. It is basedon the X.500 standardor directorysharing,but is less
comple andresourcentensve.

The mostimportanttuning aspectfor OpenLDAP is decidingwhich attributes you want to build
indexeson.

Somesamplevalues:

cachesize 10000
dbcachesize 100000
sizelimit 10000
loglevel 0
dbcacheNoWsync

index cn,uid
index uidnumber
index gid

index gidnumber
index mail

If you addthoseparameterso /etc/openldap/slapd.conf beforeenteringthe informationinto
thedatabasethey will all getindexed andperformancewill increase.
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@ redhat Chapter 5.

Increasing Performance Through System
Changes

Thegreatesthangedo theRedHat EnterpriseLinux operatingsystem(in termsof performancejs the
NPTL threadinglibrary (which appearedn RedHat EnterpriseLinux 3). Othersigni cant changes
include hardware support—suctasthe CPU type and speedandthe amountof memoryand other
systenresourceshataresupported.

This chapterlooks at changesyou canmale to your systembeyond the con guration changedis-
cussedreviously.

« Upgradingyour systemhardwvare.
+ AddingahardwareRAID device.

5.1. Can You Upgrade Your Hardware?

You maybeableto increaseperformancéoy:

Upgradingthe CPU.If yourapplicationis single-threadedjou may getbetterperformancdrom a
very fastCPUthanfrom a multiple-CPUsystem.

- Having morethanoneCPU. Note,however, thataddingmoreprocessorsnaynot helpif themem-
ory bandwidthis the limitation. This may be anissuefor someof Intel machineghathave all the
processorsnthe samememorybus.

Increasingheamountof RAM in yoursystemlf you have runtheutilities describedn Section2.5
MemoryMonitoring Utilities anddiscoseredthatyour systemis swapping,you shouldaddRAM.

The table that follows shavs, whereknown, the limits for the numberof CPUsand the amountof
RAM. For example,if your applicationwould bene t from runningon a sener with morethantwo
CPUs,youmustrunRHEL AS. To learnaboutlimits for variousprocessorandsubsystemsseeTable
5-2.

Red Hat Enterprise Linux Product: AS |ES WS | Desktop
Maximummemorysupported -a 32-bitsystems: | - 4GB
8GB; 64-bit
systems16GB
Maximum CPUssupported - 2 2 1
Notes:
a. Entriesmarlked'-' have upperlimits de ned by hardware,software,or architectural
capabilities.

Table 5-1. Potential RAM Upgradesand Additional CPUs

' ; Notes

A CPU chip containing hyper-threaded processing elements is counted as a single CPU. Similarly,
multi-core processors are also counted as a single CPU.
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If you add memory, make sure that the memory is of a type that is compatible with the kernel.

Some motherboards support memory interleaving; this is similar in concept to disk striping. Mem-
ory interleaving increases bandwidth by enabling simultaneous access to multiple chunks of mem-
ory. With memory interleaving, having eight 1228MB memory modules will be faster than having two
512MB memory modules

For updated information, see http://www.redhat.com/software/rhel/comparison/.

5.1.1. Red Hat Enterprise Linux 3 System Limits

The following table lists some Red Hat Enterprise Linux 3 supported system and
software limits. As further testing is completed, this table will be updated here:
http://wwwredhat.com/softarefhelcon guration/.

These minimum and maximum system con guration limits identify the technical capabilities
of the Red Hat Enterprise Linux technology Please note that specic products, such as
Red Hat Enterprise Linux WS and ES, support limited con gurations as noted here:
http://wwwredhat.com/softarethel/comparson/.

Characteristic Minim um Maximum Comments

X86 Memory: 256MB 64GB Maximumvarieswith choserkernel;
RedHat EnterpriseLinux ES
supportupto 8GB

X86 CPUs: 1 (300MHz, 16 16 physicalCPUsor 8

686) Hyperthreade€PUs;AMD K6

(i586) is not supportedRedHat
EnterpriseLinux WS andES support
upto 2 physicalCPUs(4
HyperthreadedCPUspersystem.

Itanium2*Memory: |512MB 128GB 128GBappliesto HP Integrity
systemsMaximummemoryfor Intel
Tigerbasedsystemss 32GB.

Itanium2CPUs: 1 8 RedHat EnterpriseLinux WS for
Itaniumsupportsupto 2 CPUsper
system.

AMD64 Memory: 512MB 64GB

AMD64 CPUs: 1 4 RedHat EnterpriseLinux WS for
AMDG64 supportupto 2 CPUsper
system.

Network Interface 0 30

Cards

IDE Disks 0 20

SCSIDisks 0 256

SATA Disks 0 2

Devicesin a 27

RAID/MD device

Block device size 1TB
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Characteristic Minim um Maximum Comments

File systensize 800MB 1TB Quotedminimumis for acustom
installation.Sparseles canbeupto
4TB

NFSmounts 0 800

Graphicsheads 0 2

ClusterSuitenodes |2 8

Processes 1 32000

ThreadedProcesses |0 32000

ThreadLimit 0 32000 Totalthreadersystemthisis a
kernellimit.

Table 5-2. SystemLimits by RHEL Version

* |tanium2only; theoriginal Intel Itanium processois not supported.

; Note

Any updated information for System Limits by RHEL Version can be found at:
http://www.redhat.com/software/rhel/con gu ration/

5.1.2. Applications with Hardware Prerequisites
Developers Suitehasspeci ¢ hardvwareprerequisites.

RHEL Product Minim um Recommended
Developers Suite(Eclipse) 0.5GB RAM 1.0GBRAM
Pentiumlll Pentiumlll

Table 5-3. Developer's Suite Hardware Prerequisites

5.2. Adding a Hardware RAID

You may be ableto boostl/O performanceby addinga hardware RAID (Redundanirray of Inex-

pensve Disks)device. Of courseahardwareRAID device canimprove performancenly if the SCSI
busto whichit is attachedhasthe capacityto transferdata—seeral fastSCSldevicescanoverwhelm
abus.

Anotheralternatve—asoftware RAID—is discussedn Section4.2.6Creatinga Softwae RAID De-
vice In generalpnalightly loadedsystem softwareRAID will usuallybefasterOnaheaily loaded
systemhardwareRAID maybefaster(thecustomASICsonthecardsareusuallyslowverthanmodern
generapurposeCPUs).Hardware RAIDs have the additionalbene t of higherreliability.

RAIDS canbeof different“levels” (types).Someof themorecommontypesare:
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RAID level 0

A virtual device in which datawritten to the RAID is “striped” acrosshe physicaldisksin the
array

A stripeis a x ed-sizedandof storageghatspansachdevicein thearray Thewidth of thestripe
is critical: if the stripeis too large, one physicaldevice may handlea disproportionatenumber
of requestsThereforeyou shouldmalke the stripewidth sizematchthe sizeof the averagedata
request:

Isbin/mke2fs -R stride= stripe_size

RAID 0 arrayscan boostboth sequentiatransfersand randomaccessesSequentiakransfers
bene t becausehe transferratefor a RAID is greaterthanfor a singledisk. Randomtransfers
bene t becausé¢herearefewer seekrequestso ary particulardrive. However, performanceloes
notscalelinearly.

Becauselatais not storedredundantlythis con gurationis vulnerableto disk failure.

RAID level 1

A virtual device composedf two or threephysicaldevices.All writesto thevirtual device are
mirroredto eachphysicaldisk. If athird driveis usedjt canbetakenof ine to performbackups.

Thereadperformancef RAID 1 is thesameasfor asingledisk;thewrite performancelepends
on the write policy. A parallel write policy at bestwill be asfastasfor a singledisk. A serial
write policy at bestwill be half asfastasfor a singledisk. Not all RAID hardware controllers
supporta parallelwrite policy.

RAID level 5

A virtual device composeaf atleastthreephysicaldevices.RAID 5is similarto RAID 0 except
thatoneof the chunksin the stripe storesparity informationfor the remainderof the stripesin
the device. The parity chunkis calculatedby XORing the informationin the datachunks.If a
disk containinga memberchunkof the stripefails, thedatacanbe calculatedby performingthe
XOR operatiorusingtheparity chunkin placeof thedatachunk.To avoid bottlenecksthe parity
chunkfor eachdatachunkalternateetweerdisks.

RAID 5 hasthe bestreliability-to-costratio. It alsohasperformancesimilarto a RAID 0 device
thathasonelessdisk (thatis, a 4-disk RAID 5 performsaswell asa 3-disk RAID 0). However,
write performances slover becaus®f theneedto updatethe parity stripe.

Aswith RAID 0, youshouldmale thestripewidth sizematchthesizeof theaveragedatarequest.

RAID level 10
A mirrored,stripedarraywhosecomponentsreRAID 1 arrays.

RAID level 0+1
Combinegheadwantage®f RAID 0 andRAID 1.

; Note

Further de nitions with cost and performance analyses are available at the RAID tutorial at
http://www.acnc.com/raid.html.
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RAID 0
RAID 1
Speed
Reliability Cost
RAID 1 RAID 0
RAID 5 RAID 5

Figure5-1.RAID Trade-offs

Thefactorsthataffect RAID performancere:

« TheRAID level. Which RAID level is bestdependn the application:RAID 10 providesexcel-
lent read/writeperformancebut for environmentsthatmainly have reads RAID 5 is a morecost-
effective solution.For operationgequiringfast,redundantead/writeoperationssuchasdatabase
redologs,RAID 1 is recommended.

+ Thenumberof disks
« Thespeedf thedisks
« Thespeedf thedisk controllers

« Thesizeof the stripe (it shouldbe a multiple of the datablock size). Note thatwith Sambajhe
cacheis speci edin bytes,soif the RAID stripesizeis 32KB, youwould set:
write  cache size = 32768

« TheRAID controllers cachesize(particularlywith RAID 5 systems)Thiscachecanenableseveral
smallwrite requestso be groupednto asinglelargerequest.

- Thedatabasélock size,whenusedwith databasseners.
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@ redhat
Chapter 6.

Detecting and Preventing Application Memory
Problems

C, andto a lesserextent C++, are sometimeseferredto asa “portable assemblylanguage.'This
meansthat they are portableacrossplatforms,but are low-level enoughto comfortably deal with
hardwareandraw bits in memory This malkesthemparticularly suitedfor writing systemssoftware
suchasoperatingsystemsdatabasesetwork seners,and data/languagerocessorsHowever, the
runtimemodelof C/C++doesnotincludeary checkingof pointeruse,soerrorscaneasilycreepin.

Several kinds of pointeruseerrorsarewidely known by every C/C++ programmeraccessindreed
objects,going pastbuffer boundariesdereferencingNULL or other bad pointers,can eachresult
in a spectrumof effects, including randomglitches,outright crashesand securitybreachegstack-
smashingbuffer overrun errors,wheremalevolent input causegointersgo beyond their boundsto
corruptmemory).Suchbugscaninducehard-to-debg delayedfailures.

6.1. Using valgrind

valgrind  executesyour programin a virtual machine keepingtrack of the memoryblocks that
have beenallocated,initialized, andfreed. It simulatesevery instructiona programexecuteswhich
revealserrorsnotonly in anapplication but alsoin all supportingdynamically-linled (.so-format )
libraries,includingthe GNU C library, the X clientlibraries,Qt (if youwork with KDE), andsoon.

valgrind  candetectinvalid write accessesttemptedeadsof uninitializedmemory andthe useof
unde nedvalues:

Usinguninitializedmemory
Uninitializeddatacancomefrom uninitializedlocal variablesor from malloc 'ed blocksbefore
your programhaswritten datato thatarea.

Reading/writingmemoryafterit hasbeenfreed.

Reading/writingafterthe endof malloc 'ed blocks.
Errorsthatoccurfrom attemptingto accesslataat thewrongtime or thewrongplace.

Reading/writingnappropriateareason the stack.
This canhapperin two ways:

- lllegalread/writeerrorsoccurwhenyoutry to accessnaddresshatis notin theaddressange
of your program.

- Invalid freeerrorsoccurwhenyoutry to freeareaghathave not beenallocated.

Memoryleaks.
Here,pointersto malloc 'ed blocksarelost, sothememoryis never freed.

Mismatchedallocate/fredunctions.

In C++ you can choosefrom morethan onefunction allocatememory aslong asyou follow
theserulesto freethatmemory:

« Memory allocatedwith malloc , calloc , realloc |, valloc , or memalign mustbe deallo-
catedwith free .
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« Memoryallocatedwith new[] mustbedeallocatedvith delete[]
- Memoryallocatedwith new mustbedeallocatedvith delete

Memory errorscanbedif cult to detectasthe symptomsof the error may occurfar from the cause.
However, valgrind  candetectall of theabove errors,aswell as:

- Errorsthat occurbecauseof invalid system-callparametergoverlappingsrc and dst pointersin
memcpy() andrelatedfunctions)

+ Someerrorsresultingfrom non-conformanceéo the POSIX pthreadsAPI.

6.1.1. valgrind Overview

valgrind  consistof a core,which simulateshe operationof anx86 CPUin software,anda series
of toolsfor detuggingandpro ling. Thetoolsinclude:

Memcheck

Memcheckdetectsmemory-managemergroblemsin programsby tracking all malloc /new
callsandthecorespondindree /delete calls.

Notethatprogramrun up to 50 timesslowver whenyou usememcheck.

Addrcheck

Addrcheckis identicalto memcheck exceptthatit doesnot do ary uninitialised-alue checks.
Addrcheckdoesnot catchthe uninitialised-alue errorsthat memcheck can nd, but programs
runtwice asfastason memcheck, andmuchlessmemoryis used.

Cachgrind

Cachegrind , thecachepro ler, simulateghell, D1 andL2 cachesn theCPUsothatit canpin-
pointthe sourceof cachemissesn the code.lt canshav the numberof cachemissesmemory
referencesandinstructionsaccruingto eachline of sourcecode with perfunction,permodule,
andwhole-progransummarieslt canalsoshav countsfor eachindividual x86 instruction.

Cachgrind is complemented by the KCacheGrind visualization tool
(http://kcachgrind.soureforge.nef, a KDE applicationthatgraphsthesepro ling results.
Helgrind

Helgrind  nds dataracesin multithreadedprograms.Helgrind looks for memorylocations
that are accessedy more than one (POSIX p-)thread,but for which no consistentlyused
(pthread_mute )lock canbe found. Suchlocationsindicatemissingsynchronizatiorbetween
threadswhich cancausetiming-dependenproblems.

' ; Note

Some minor tools (corecheck , lackey , and Nulgrind ) are supplied mainly to illustrate how to create
simple tools.
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6.1.2. valgrind Limitations and Dependencies

- Notall invalid memoryaccessredetectedFor example writesthataretoolargefor theirallocated
areawill succeed.

- valgrind  hasa library implementatiorfor multi-threadedapplicationswhich is both slow and
notfully POSIX-compliantApplicationsthatwork underlibpthread ~ mayfail undervalgrind

- False-positiesareknown; falsenegatvesarea possibility
- valgrind is currentlyof productionquality only for 1A-32.
- valgrind  is upto 50timesslower thannative execution.

- valgrind  works only on the Linux platform (kernels2.2.X or 2.4.X) on x86s. Glibc 2.1.X or
2.2.Xis alsorequiredfor valgrind ; glibc-2.3.2+with the NPTL (Native PosixThreaddLibrary)
packagewill notwork.

6.1.3. Before Running valgrind

You shouldrecompileyour applicationand libraries with dehugginginfo enabled(the -g ag) to
enablevalgrind  to know to which functiona particularpieceof codebelongs.

Youshouldalsosetthe-fno-inline option,whichmalesit easietto seethefunction-callchainand
to navigatein large C++applicationsYoudo nothave to usethis option,but doingsohelpsvalgrind
producemoreaccurateandusableerrorreports.

' ; Note

Sometimes optimization levels at -02 and above generate code that leads Memcheck to wrongly
report uninitialised value errors. The best solution is to turn off optimization altogether, but as this
often makes things unmanagably slow, a compromise is to use -O. This gets you the majority of the
bene ts of higher optimization levels while keeping relatively small the chances of false errors from
Memcheck.

6.1.4. Running valgrind
Torunvalgrind , use

# valgrind [ -tool= toolname ] commandname

Memcheckis the default --tool

For example:

valgrind --tool=memcheck Is -l

Errorsarereportedbeforethe associate@perationactually happenslf you areusinga tool (Mem-

check,Addrcheck)which doesaddresscheckingand your programattemptsto readfrom address
zero,thetool will emitamessagéo this effect, thenthe programwill die with a segmentatiorfault.

6.1.4.1. valgrind Processing Options
valgrind  hasmary processingptionsthatyoumay nd useful:
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--log-file= filename

Writesthecommentanyto filename .pid pidnumber Thisis helpful whenrunningvalgrind
onatreeof processeatonce,aseachprocesswritesto its own log le.

Reportshow mary timeseacherroroccurred Whenexecution nishes, all thereportsareprinted
out, sortedby theiroccurrenceounts.This makesit easyto seewhich errorshave occurredmost
frequently

--leak-check=yes
Searche$or memoryleakswhenthe programbeingtestedexits.

--error-limit=no flag

Disablesthe cutof for error reports(300 differenterrorsor 30000errorsin total—aftersup-
presseckrrorsareremoved).

Note

These cutoff limits are set in vg_include.h  and can be modi ed.

6.1.5. How to Read the valgrind Error Report
Hereis a sampleof outputfor atestprogram:

01 ==1353== Invalid read of size 4

02 ==1353== at O0x80484F6: print (valg_eg.c:7)

03 ==1353== by 0x8048561: main (valg_eg.c:16)

04 ==1353== by O0x4026D177: __libc_start_main (../libc-start.c :129)

05 ==1353== by O0x80483F1l: free@@GLIBC_2.0 (in /valg/a.out)

06 ==1353==  Address 0x40C9104C is O bytes after a block of size 40 malloc'ed
07 ==1353== at 0x40046824: malloc (vg_clientfuncs.c:100)

08 ==1353== by 0x8048524: main (valg_eg.c:12)

09 ==1353== by 0x4026D177: __libc_start_main (../libc-start.c :129)

10 ==1353== by O0x80483F1l: free@@GLIBC_2.0 (in /valg/a.out)

1353 is theprocesdD. Theremainingtext is describedelawv:

- 02: A readerroris atline 7, in the functionprint
« 03:Thefunctionprint isin thefunctionmain .

+ 04: The function main is called by the function __libc_start_main at line number129,in
.Jlibc-start.c .
- Thefunction__libc_start_main is calledby free@@GLIBC_2.0 in the le /valg/a.out

Theremainingtext describesmalloc  error
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6.2. Detecting Memory-Handling Problems with mud ap

mudflap is a gcc4 compileroption that detectsmemory-handlingoroblems.It works looking for
unsafesource-lgel pointeroperationsConstructsarereplacedvith expressionghatnormally evalu-
ateto thesamevalue,but includepartsthatreferto libmudflap  , themudflap runtime.To evaluate
memoryaccessesheruntimemaintainsa databasef valid memoryobjects.

Considetthis code:

int  a[10];
int  b[10];

int  main(void) {
return  a[11];

valgrind  detectsno error;the compilerallocatesnemoryfor a andb consecutiely, andanaccess
of a[11] will likely readb[1] .

However, if you compilethe codewith:
gccd -0 bug bug.c -g -fmudflap -Imudflap

Whenexecuted the programwill fail andmudflap printsawarning.

mudflap canalsoprintalist of memoryleaks;ustspecifythe-print-leaks option(asdescribedn
Section6.2.1.1Runtimeoptiong. However, mudflap doesnotdetectreadsof uninitializedmemory

Mudflap instrumentatiomndruntimecostsextratime andmemory At build time,thecompilerneeds
to procesgheinstrumentatiorcode.Whenrunning,it takestime to performthe checksandmemory
to representhe objectdatabaseThe behaior of the applicationhasa strongimpacton therun-time
slovdown, affectingthelookupcachehit rate theoverallnumberof checksandthenumberof objects
tracledin thedatabaseandtheir ratesof change.

Thesourcecodeof GCCwith mudflap  extensionsandof libmudflap , areavailableby anorymous
CVS. Seehttp://gcc.gnu.a@y for instructions.

6.2.1. Using Mud ap

Usingmudflap is easy If you have a single-threade@rogram,you build a mudflap -protectedoro-
gramby addingan extra compileroption (-fmudflap ) to objectsto be instrumentedandlink with
thesameoption,plusperhapsstatic . You mayrun sucha programby just startingit asusual.

If you have a multie-threadedprogram, use insteadthe -fmudflapth compiler option and the
-Imudflapth  library.

If you areinterestedn maximumperformancenstrumentatiorthat protectsonly againsterroneous
writes add the compiler option -fmudflapir . Their , which standsfor “ignore reads”, causes
the compilerto omit checkingof pointerreads.This automaticallyturns on the -ignore-reads
libmudflap  optionfor its suiteof interceptedibrary calls.

In the default con guration,a mudflap -protectedorogramwill print detailedviolation messageto
stderr . They aretricky to decodeat rst. Section6.2.2How to Readthe libmud ap Error Report
containsa samplemessagandits explanation.

6.2.1.1. Runtime options

libmudflap  obseresanervironmentvariableMUDFLAP_OPTION®&t programstartup,andextracts
alist of options.Includethestring-help in thatvariableto seeall theoptionsandtheirdefaultvalues
(asshavn in Section6.2.2Howto Readthelibmud ap Error Repor).
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6.2.1.1.1. Violation Handling

The-viol-  seriesof optionscontrol whatlibmudflap  shoulddo whenit determinesa violation
hasoccurred The-modeseries  controlswhetheribmudflap ~ shouldbeactve.

-viol-abort
Call abort(),requestinga coredumpandexit.

-viol-gdb
Createa GNU dehuggersessioron this suspende@rogram.Thedehiggerprocessnay examine
programdata,but it needso quit in orderfor the programto resume.

-viol-nop
Do nothing. The programmay continuewith the erroneousaccessThis may corruptits own
state,or libmudflap  's.(Thedefaultis “active”.)

-viol-segv
Generata SIGSEGV, which a programmay optto catch.

-mode-check
Normal checkingmodein which mudflap checksfor memoryviolations. (The default is “ac-
tive”.)

-mode-nop
Disable all main libmudflap functions. Since these calls are still tatulated if using
-collect-stats , but the lookup cacheis disabled this modeis usefulto counttotal number

of checled pointeraccesses.

-mode-populate
Act like every libmudflap ~ checksucceedsThis modemerelypopulateghe lookup cachebut
doesnot actually track ary objects.Performancemeasuredvith this modewould be a rough
upperboundof aninstrumentegrogramrunninganideallibomudflap  implementation.
-mode-violate

Triggeraviolation for every mainliomudflap  call. Thisis adualof -mode-populate , andis
perhapsisefulasadehuggingaid.

6.2.1.1.2. Extra checking and tracing with mud ap
A variety of optionsaddextra checkingandtracing:

-abbreviate
Abbreviate repeatedietailedprinting of the sametracked memoryobject.(The default is “ac-
tive”.)

-backtrace= N

Save or print N levels of stackbacktracanformationfor eachallocation,deallocationandvi-
olation. Turning this option off (-backtrace=0 ) resultsin a signi cant speedincrease(The
defaultis “4".)
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-check-initialization
Checkthatmemoryobjectson the heaphave beenwritten to beforethey areread.Section6.2.2
Howto Readthelibmud ap Error Reportexplainsaviolation messagelueto this check.
-collect-stats
Printa collectionof statisticsat programshutdevn. Thesestatisticsincludethe numberof calls
to thevariousmainlibmudflap ~ functions,andanassessmemf lookup-cacheuitilization.
-crumple-zone= N
Createextrainaccessibleegionsof N bytesbeforeandaftereachallocatedheapregion. Thisis
goodfor nding buggyassumptionsf contiguousnemoryallocation.(Thedefaultis “32".)
-free-queue-length= N
Defer an interceptedtree for N rounds,to make surethatimmediatelyfollowing malloc calls
will returnnev memory Thisis goodfor nding bugsin routinesmanipulatinglist or tree-like
structures(Thedefaultis “4".)
-internal-checking

Periodicallytraverseliomudflap  internalstructurego assertheabsencef corruption.

-persistent-count= N
Keepthe descriptionsof N recentlyvalid (but now deallocatedpbjectsaround,in casea later
violation may occurnearthem.This is usefulto help detug useof buffers afterthey arefreed.
(Thedefaultis “100".)

-print-leaks

At programshutdaevn, print alist of memoryobjectson the heapthathave notbeendeallocated.

-sigusrl-report
Handlesignal SIGUSR1 by printing the samesortof libomudflap ~ reportthatwill be printedat
shutdevn. Thisis usefulfor monitoringthelibmudflap  interactionf along-runningorogram.
-trace-calls
Printaline of text to stderrfor eachlibmudflap ~ function.

-verbose-trace

Add evenmoretracingof internallibmudflap ~ events.

-verbose-violations

Printdetailsof eachviolation, including nearbyrecentlyvalid objects (The defaultis “active”.)
-wipe-heap

Do the samefor heapobjectsbeingdeallocated.
-wipe-stack

Cleareachtracked stackobjectwhenit goesout of scope.This canbe usefulasa securityor
deluggingmeasure.
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6.2.1.1.3. mud ap Heuristics

libmudflap  containsseveral heuristicsthatit may usewhenit suspect& memoryacceswiolation.
Theseheuristicsareonly usefulwhenrunninga hybrid programthathassomeuninstrumentegarts.
Memory regions suspectedalid by heuristicsare given the specialguessstoragetype in the object
databasesothey do notinterferewith concreteobjectregistrationsin the samearea.

-heur-proc-map
On Linux systemsthe special le /proc/self/map containsa takular descriptionof all the
virtual memoryareasmappednto the runningprocessThis heuristiclooksfor a matchingrow
thatmay containthecurrentaccesslf this heuristicis enabled(roughlyspeaking)ibmudflap
will permitall accessethatthe raw operatingsystemkernelwould allow (thatis, not earna
SIGSEGV).

-heur-start-end

Permitaccesse® the staticallylinked text/data/bssreasof the program.

-heur-stack-bound
Permitaccessesvithin the currentstackarea.This is usefulif uninstrumentedunctionspass
localvariableaddresse® instrumentedunctionsthey call.

-heur-stdlib
Registerstandardibrary data(amgy, errno,stdin, ...). (Thedefaultis “active”.)

6.2.1.1.4. Tuning mud ap

Therearesomeotherparameterswvailableto tuneperformance-sensié behaiors of libmudflap
Picking better parameterghan default is a trial-and-errorprocessand should be undertakn only
if -collect-stats suggestsunreasonablymary cachemisses,or the applications working set
changesnuchfasteror slover thanthe defaultsaccommodate.

-ignore-reads

Ignorereadaccesseghatis, assumehatthey aregood).

-lc-shift=N
Setthelookup-cacheshift valueto N. N shouldbe justalittle smallerthanthe powver-of-2 align-
mentof thememoryobjectsin theworking set.

-timestamps

Track object lifetime timestamps (the default is “active”. Turning this option off
(-timestamps=0 ) resultsin asomespeedncrease(Thedefultis “active”.)

6.2.1.1.5. mud ap Introspection

libmudflap  providessomeadditionalservicesto applicationsor developerstrying to detug them.
Functionslisted in the mf-runtime.n  heademay be called from an application,or interactvely
from within adehuggingsession.

__mf_watch

Givena pointerandassize,libmudflap ~ will speciallymarkall objectsoverlappingthis range.
Whenaccesseth thefuture,aspecialviolationis signaledThisis similarto a GDB watchpoint.
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__mf_unwatch

Undotheabore marking.

__mf_report

Printareportjustlike the onepossiblyshavn at programshutdevn or uponreceiptof SIGUSRL

__mf_set_options

Parsea given string as if it were suppliedat startupin the MUDFLAP_OPTION®nironment
variable,to updateibmudflap  runtimeoptions.

6.2.2. How to Read the libmud ap Error Report
This sectionlooksata sampldibmudflap  violation message.

mudflap violation 3 (check/read): time=1049824033.102085 ptr=080c0cc8  size=1

This is the third violation taken by this program.It wasattemptingto reada single-byteobjectwith
basepointer0x080c0cc8The timestampcanbe decodedas 102 ms after Tue Apr 8 13:47:132003
via ctime.

pc=08063299 location="nbenchl.c:3077 (SetCompBit)’
nbench [0x8063299]
nbench [0x8062c59]
nbench(DoHuffman+0x4aa) [0x806124a]

The pointeracces®occurredat the given PCvaluein the instrumentegrogram,which is associated
with the le nbenchl.c atline 3077,within functionSetCompBit . (Thisdoesnotrequiredehugging
data.)Thefollowing linesprovide a few levels of stackbacktracenformation,includingPCvaluesin
squarebraclets,andsometimesnodule/functiomames.

Nearby object 1: checked region begins 8B into and ends 8B into

Therewas an objectnearthe accessedegion, andin fact the accesss entirely within the region,
referringto its byte #8.

mudflap object 080958b0: name='malloc  region'
bounds=[080c0cc0,080c2057] size=5016 area=heap check=1r/Ow liveness=1

This objectwascreatedoy themalloc  wrapperon theheap,andhasthegivenboundsandsize.The
checkpartindicatesthatit hasbeenreadonce(this currentaccess)put never written. The liveness
partrelatesto anassessmemtf how frequentlythis objecthasbeenaccessedecently

alloc  time=1049824033.100726 pc=4004e482
libmudflap.so.0(__real_malloc+0x142) [0x4004e482]
nbench(AllocateMemory+0x33) [0x806a153]
nbench(DoHuffman+0xd5) [0x8060e75]

Theallocationmomentof this objectis describechere by time andstackbacktracelf this objectwas
alsodeallocatedtherewould be a similar dealloc  clause lts absenceneanshatthis objectis still
alive, or generallylegal to access.

Nearby object 2: checked region begins 8B into and ends 8B into
mudflap object 080c2080: name='malloc  region'
bounds=[080c0cc0,080c2057] size=5016 area=heap check=306146r/lw liveness=4562
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alloc  time=1049824022.059740 pc=4004e482
libmudflap.so.0(__real_malloc+0x142) [0x4004e482]
nbench(AllocateMemory+0x33) [0x806a153]
nbench(DoHuffman+0xd5) [0x8060e75]

Anothernearbyobjectwaslocatedby libmudflap . Thisonetoowasamalloc region,andhappened
to be placedat the exactsameaddresslt wasfrequentlyaccessed.

dealloc  time=1049824027.761129 pc=4004e568
libmudflap.so.0(__real_free+0x88) [0x4004e568]
nbench(FreeMemory+0xdd) [0x806a41d]
nbench(DoHuffman+0x654) [0x80613f4]
nbench [0x8051496]

This objectwasdeallocatedtthe giventime, sothis objectmaynot belegally accessedrymore.
number of nearby objects: 2

This is a GCC“mudflap” memory-checked binary.
Mudflap is Copyright (C) 2002-2003 Free Software Foundation, Inc.

No morenearbyobjectshave beenfound. The conclusionSomecodeonline 30770f nbenchl.c is
readingaheap-allocatetlockthathasnotyetbeeninitialized by beingwritteninto. Thisis asituation
detectedy the-check-initialization libmudflap  option.

6.3. Best Programming Practices

This appendixprovidessomesuggestionaboutoptionsyou have whenyou createC/C++ programs.
Generallythesesuggestiongnableyou to reducethe risk of problemswith memoryallocation.For
moreinformation,seeChapter6 Detectingand PreventingApplicationMemoryProblems

6.3.1. General Suggestions

6.3.1.1. Limit Resour ce Usage

Applicationsthathave “runaway processesaremuchlike adenial-of-servicattack.Thus,it isagood
practiceto limit theamountof resourceshatapplicationseedwhile allowing themall theresources
they needto operateperfectly By usingthe setrlimit() interface,you canrestrictmemoryusage,
stacksize,andthenumberof le descriptors,le locks,POSIXmessaggueuesandpendingsignals.

It is dif cult to determineusablelimits; while you cantrackcallssuchasopen() andsocket() to
determinghelargestdescriptorin generalyou have to monitortheapplicationandits resourceusage.

6.3.1.2. Compile with _FORTIFY_SOURCE De ned (RHEL4)

Startingwith RedHat EnterpriseLinux 4, you cancompileprogramswith -D_FORTIFY_SOURCE=2
de ned (whenoptimizationis enabled)This macroperformstwo typesof tests:

 Functionsthatoperateon memoryblocksarechecled, if the sizeof thememoryblocksis known.
- Ignoredreturnvaluesfor functionsare agged whenthis shouldnothappen.
Thesesecuritycheckshave little or no costatruntime.
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6.3.1.3. Compile with Warnings Enabled

It is generallyagoodpracticeto compilewith warningsenabledTo enablewvarningsin gcc , addthese
compileroptions:

-Wall  -Wextra

Optionally you canchooseto have compilationfail whenawarningis emitted:

-Werror

However, somecode,suchasthatfrom generatedourcescannotbhe madeto compilewithouterrors.
In suchcaseg/ou shouldeditthe makefile  to disable-Werror for theappropriateles.

6.3.1.4. Use dmalloc

Thedmalloc library containsalternatve implementationsf themalloc()  functions.Programghat
link to this library performadditionaltestsatruntimeto detectmemoryleaks.

To use dmalloc , include dmalloc.h as the last header then link the resulting binary
with libdmalloc (or, for applicationsthat use threads,libdmallocth ). At runtime, set the
DMALLOC_OPTIONServironment variable. To determinethe value to use for the ervironment
variable,usethe dmalloc program.For example,to write the dehug outputto a le namedLOG
performinternalchecksevery 100thcall, andperformall possibletests,use:

dmalloc -1 LOG-i 100 high

Theprogramproduceslog le thatshavstheamountof memoryusedthenumberof call madeand
thememoryleaks.If memorycorruptionis detectedthe programstopsimmediately

6.3.2. Notes About C Functions

Usemalloc carefully

In thefollowing example:
struct  example “*ptr = (struct example *) malloc(sizeof(ptr));

theparametefor malloc  shouldbe sizeof(*ptr) instead.
You canusea macroin this situation:
#define  alloc(type) (type)  malloc(sizeof(*(type)));
Avoid char  *gets(char *s);
Avoid char *getwd(char  *buf);

Never usethesefunctions.gets()  storesinput from standardnputinto the buffer thats points
to. Suchinput could causea buffer over ow.

getwd() is similar; it storesthe pathof the currentdirectoryin the buffer thatbuf pointsto.
Againtheinputcanbearbitrarily large andcould causea buffer over ow.

Usablealternatves that have almostthe sameinterface—it which alsopassthe lengthof the
buffer—are:fgets()  andgetcwd()
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Avoid realpath()
Thisfunctionoperatemuchlike getcwd() . Insteaduse:
car *canonicalize_file_name(const char *)
The effect is the sameas that for realpath()  , but the resultis always returnedin a newly

allocatedbuffer.

Avoid sprintf() whenthe maximumbuffer sizeis unknavn

If the maximumbuffer sizeis unknavn, you would have to call snprintf() in aloop where
thefunctionis calledwith ever largerbuffers.

Instead,usethe int  asprintf(char ** strp, const char *fmt, ..); or the int
vasprintf(char ** strp, const char *fmt, va_list ap); function.Notethatyou

mustfreethebuffer afterit is nolongerneeded.

Be carefulusingscanf()

The %s and%[ formatspeci ersallow stringsfrom uncontrolledsourceswhich could be arbi-
trarily long.

You canspecifythatscanf()  allocatethe memoryrequiredby the parsedstring (thea modi er
in this example):

int  num

char *str
scanf("%d  %as", &num, &str);

Never userand_r()

The whole statethe pseudo-randonmumbergeneratorcan have is in the unsigned int the
parametepointsto; theseareonly 32 bits on Linux platforms.

A reasonablalternatve is random() .

Note

Other possibilities include /devirandom  and /deviurandom  when you require only small
amounts of randomness. /devirandom  provides high-quality data, but reading numbers from
this device will block if there are not enough random numbers left and if there are no events
that can be used to generate randomness. Calls to /dev/urandom  will never block.
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Performancéuningis oneof themostdif cult element®of aproductdevelopmentcycle. It requiresa
broadknowledgeof notonly the product,but alsothe products hardwareandsoftwareervironment.
Productshaving to meetstrict performanceriteria often interactdirectly with the hardware (specif-
ically hardwaredrivers)andthe kernel.Unfortunately asdevice driver developershave long known,
corventionalpro ling tools do not adequatelynonitorthe environmentalaspect®f a products per
formance.

To addresghe growing needfor ervironmentalperformanceuning, Red Hat EnterpriseLinux in-

cludesOPro le, a powerful, low-overheadsystempro ler that utilizes processehardware perfor

mancecountergo enablesystem-widepro ling of awide variety of CPU events,suchasthenumber
of clock cyclesthat the processoiis halted,the numberof instructionfetch missesthe numberof

L2 dataloadsor storesandmuchmore.Capableof pro ling ary application,sharedibrary, kernel,
or kernelmodulewithout recompilationjt runson a variety of hardwareplatforms,includingIntel's

PentiumandAMD' s Athlon processofamilies.

OPro le includesa kernel module, a daemonthat controls the runtime behaior of the kernel
module,andcommand-lingoolsto con gure/runthedaemorandto performdataanalysis For more
informationon usingthesecommand-line-onlytools, referto the documentatioravailable with Red
Hat EnterpriseLinux (in /usr/share/oprofile-* ) or the OProle project on sourcefoge
(http://opro le.sourcefaye.ng).

This chapterdescribedow to determinewhetherOPro le is installedon the systemandhow to use
OPro le to searchfor commonperformanceroblemsin code.In Section7.8 PerformanceTuning
with Eclipseyouwill learnhow to usethe OPro le plug-inthatcomeswith Eclipse(whichis partof
the RedHat DeveloperSuite).

' ; Note

Documentation for OPro le exists in the oprofile ~ package; To obtain a listing of the available docu-
mentation after installing Red Hat Enterprise Linux, issue the command:

rpm -qd oprofile

The kernel support for OPro le in Red Hat Enterprise Linux 3 is based on the backported code from
the 2.6 kernel. Therefore, if you refer to the OPro le documentation, keep in mind that features listed
as being 2.6-speci ¢ actually apply to the Red Hat Enterprise Linux kernel, even though the kernel
version is 2.4. Likewise, this means that features listed as being speci c to the 2.4 kernel do not apply
to the Red Hat Enterprise Linux kernel.

7.1. OPro le Installation

OPro le is closelytied to the Linux kernel and the processomrchitecture Currently OPro le on
Red Hat supportsthe processordisted in Table 7-1 The TIMER_INT is a fallback mechanisnfor
processorsvithout supportecperformancemonitoringhardvare. Useof the TIMER_INT mechanism
may alsobe seenon machineghathave problemswith theinterrupthandlinghardvare;for example,
laptopcomputers.

For the RedHat-suppliedkernelsonly, the SymmetricMulti-Processo(SMP) kernelshave OPro le
supportenabledTheuniprocessokernelsdo nothave OPro le supportenableecaussomeaptops
have problemswith OPro le. However, if the SMP kernelsrunson thelaptop,OPro le canbeused.
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First, checkto seethatappropriatd_inux kernelandOPro le packagesreinstalled:
#checking  oprofile installed

rpm -ga |grep oprofile

#checking  kernel

rom -ga |grep kernel

To useOPro le, the SMP kernelmustbe running.Verify ansmpkernelis runningwith:

#check which kernel is running
uname -a

If anSMPkernelis runningandOPro le is installed,you shouldbe ableto loadthe OPro le module
andsetuptheopro le le systemby runningthefollowing commandasroot:

opcontrol --init

You shouldbe ableto verify thattheopro le moduleis loadedwith the/sbin/lsmod ~ command.

Theopro le le systemshouldbe available as/dev/oprofile
shouldlook similar to thefollowing:

. The contentsof /dev/oprofile

enable stats

0 2 4 6 buffer
1 3 5 kernel_only

7 buffer_size

buffer_watershed cpu_type
cpu_buffer_size dump

The le /dev/oprofile/cpu_type containsastringto indicatethe processotypeopro le is going
to use.You canruncat /dev/oprofile/cpu_type to getthe string. Table7-1 lists the possible
stringsandthe numberof eventsthat can be monitoredconcurrentlyand the numberof numerical
directoriesyou shouldseein /dev/oprofile

Processor s cpu_type #counter s
PentiumPro i386/ppro 2

Pentiumll i386/pii 2

Pentiumlll i386/piii 2

Pentium4 (non-HT) | i386/p4 8

Pentium4 (HT) i386/p4-ht 4

Athlon i386/athlon 4

AMD64 x86-64/hammer 4

Itanium ia64/itanium 4

Itanium?2 ia64/itanium?2 4

TIMER_INT timer 1 (notusersettable)
IBM iseries timer 1 (notusersettable)
IBM pseries timer 1 (notusersettable)
IBM s390 timer 1 (notusersettable)

Table 7-1.OPro le Processors
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After the verifying thatthe OPro le moduleis installedandthe OPro le le systemis mountedthe
next stepis to con gure OPro le to collectdata.

7.2. OProle Con guration

The con guration of opro le consistsof indicating the kernel that is running and what eventsto
monitor For TIMER_INT (/dev/cpu_type"timer"), thereis no choiceon the eventsto monitoror the
rate.Thefollowing will setupthepro ling for the TIMER_INT event:

opcontrol --setup  --vmlinux=/boot/vmlinux-"uname -r

The Pentium,Athlon, AMD64, andia64 processorswhich have supportfor the performancemoni-
toring hardware,canbe setup in the sameway asthe TIMER_INT eventabove. In the default setup,
a time-basedevent setis selectedo produceabout2,000sampleper secondper processorEvents
and sampleratescan be setexplicitly. The following is an examplefor the Intel Pentium4 to get
time-basedneasurements:

opcontrol --setup  --vmlinux=/boot/vmlinux-'uname -r
--ctr0-event=GLOBAL_POWER_EVENTS  --ctrO-count=240000 --ctr0-unit-mask=1

This commandselectsthe currently running kernel, and the Pentium4 time-basedsamplingwith
a samplegeneratedvery 240,000clock cycles. Smallervaluesfor --ctrO-count producemore
frequentsampling;larger valuesproducelessfrequentsampling.For rarerevents,a lower countmay
beneededo geta sufcient numberof samplesThe --ctrO-unit-mask=1 optiontells opro le to
countclock cyclesonly whenthe processors unhalted.

Table7-2 lists processorandtime-basednetricsfor othercpu_typesTheop_help commandists
theeventsthatareavailableonmachineThe--setup  optioncause®pro le to storethecon guration

informationin /home/root/.oprofile/daemonrc , but it doesnot startthedaemon.
Processor -ctr0-e vent= --ctrO-unit-mask=
PentiumPro/P1I/PIII CPU_CLK_UNHALTED
Pentiumd (HT andnon-HT) | GLOBAL_POWER_EVENTS |1
Athlon/AMD64 CPU_CLK_UNHALTED
Itanium2 CPU_CYCLES
TIMER_INT (nothingto set)

Table 7-2. Time-basedevents

In somecasest is usefulto associatehe sampledor sharedibrarieswith the executablethat called
the sharedibrary. Adding the --separate=library optionto the opcontrolsetupline will cause
theopro le daemorto prependheapplicationexecutableto the nameandallow the analysistoolsto

determinewhich applicationexecutablehosesamplesareassociatedvith.

Onceopro le is con gured,thedaemoris startedwith:
opcontrol --start
Theendof theoutputfrom theopcontrol  --start ~ commandstateghefollowing:

Using log file  /var/lib/oprofile/oprofiled.log
Profiler running.

Checkthatopro le daemoris running:
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ps -aux|grep oprofiled
Thedaemorcanbe shutdown with:
opcontrol --shutdown

You canalsousethe GUI programoprof_start to controlandto con gure opro le.

7.3. Collecting And Analyzing Data

Once the daemonis running, OPro le will collect dataon all executablesrun on the machine.
You can run the code that you want to measure.OProle writes the proling data to
Ivarflib/oprofile/samples at its corvenience.To ensurethat all the currentpro ling datais
ushedto thesampleles beforeeachanalysisof pro ling data,you shouldtypein (asroot):

opcontrol --dump
Youcancheckfor sampleles in /var/lib/oprofile/samples . Eachexecutablghathassamples

shouldbe in that directory Eachsample lename is codedas the path to the executablewith "}"
replacing’/" andwith a"#" followed by the countemumberusedfor thatsamplele.

For this OProle tutorial, a FORTRAN Linpack benchmark was downloaded from
http://netliborg/berchmak/1000d. The programwassaved aslinpack1000d.f . The programwas
compiledwith thefollowing command:

g77 -g -0O3 linpack1000d.f -0 linpack1000d

To start with a clean slate we can run to sae the previously collected samples into
Ivar/lib/oprofile/samples/junk :

opcontrol --save=junk

OPro le automaticallycollectsdataon ary programthatrunswhile OPro le is operating.Thus,the
applicationis run normally:

Jlinpack1000d

7.4. Viewing the Overall System Prole

Oncethepro ling datais dumpedo thesampleles, youcanuseop_time to seewhich executables
arebeingrun andanalyzethedata.

op_time -r --counter 0 | more

Produces:

7310 76.3845 0.0000 /root/linpack1000d

882 9.2163 0.0000 /boot/vmlinux-2.4.21-1.1931.2.317.entsmp
691 7.2205 0.0000 /usr/lib/gcc-lib/i386-redhat-linux/3.2.3/f771
327 3.4169 0.0000 /bin/bash

85 0.8882  0.0000 /usr/bin/gdmgreeter

62 0.6479 0.0000 /usr/bin/Id

24 0.2508  0.0000 /usr/bin/as
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Notice thatthereare 7310sampledor /root/linpack1000d , the applicationexecutable Because
GLOBAL_POWER_EVEIsbeingmeasuredy counter0, shavs therelative amountof time thesystem
spentin the variousexecutablesOn the Pentium4 (and other processors)therearerestrictionson
which counterssanmeasurespeci ¢ events.Thus,you mayneedto usea counterotherthancounterO
to collectandanalyzedata.Thecommandp_help liststheavailableeventsandthesuitableregisters
for them.

7.5. Examining A Single Executab le's Pro le

In mostcasesa more detailedanalysisof an applicationexecutables desired.This requiresdelug-
ginginformationto maptheaddressem the programbackto thesourcecode.Thus,GCC's-g option
shouldbe usedwhenproducingexecutablesNote thatthe GCC option-g doesnot changethe exe-
cutablecode,it just addsthe mappinginformationneededy the deluggerto mapaddressebackto
line numbersMost RPMsare distributed without delugginginformationto save space so you will
notbeableto getdetailedpro ling informationfrom justtheRPM.RecentlytheRedHatbuild system
startedbuilding detuginfo RPMsfor eachnormalRPM. The OPro le suppliedby RedHat canread
theinformationinstalledby the deluginfo RPMsto allow bettercharacterizatiomf the executables
distributedin RPMs.

For theexamplelinpack100d  programyou can nd whereit spendsts time:

oprofpp  --counter 0 - -r /root/linpack1000d | more
Cpu type: P4 / Xeon
Cpu speed was (MHz estimation) : 2386.61

Counter 0 counted GLOBAL_POWER_EVENT&ents
(time  during which processor is not stopped)
with  a unit mask of 0x01

(count cycles when processor is active)
count 1193500

vma samples % symbol name
08048fa0 6591 90.1888 daxpy_
08048b68 470 6.43131 dgefa_
08049b64 152 2.07991 ran_
08049ce0 63 0.862069 matgen_
08049ddc 16 0.218938 idamax_
08049330 15 0.205255 dmxpy_

08049254 1 0.0136836 dscal_

You canseethatmostof thetime is spentin thedaxpy_ subroutineTo getthe detailedview of the
addressem the particularfunctionin the executable:

oprofpp  --counter 0 -s daxpy_ /root/linpack1000d | more
Cpu type: P4/ Xeon
Cpu speed was (MHz estimation) : 2386.61

Counter 0 counted GLOBAL_POWER_EVENT&ents
(time  during which processor is not stopped)
with a unit mask of 0x01

(count cycles when processor is active)
count 1193500

vma samples % symbol name
08048fa0 6591 100 daxpy_

08048fa0 1 0.0151722

08048fad 1 0.0151722

08048fb5 2 0.0303444

08048fc0 1 0.0151722

08048fc2 2 0.0303444

08048fc4 2 0.0303444

08048fca 1 0.0151722
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08048fd3 1 0.0151722
08048fd5 1 0.0151722
08048fd8 2 0.0303444
0804902e 1 0.0151722
080490b9 68 1.03171
080490bb 71 1.07723
080490be 25 0.379305
080490c1 1371 20.8011
080490c4 132 2.00273
080490c8 72 1.0924
080490ca 1460 22.1514
080490cc 143 2.16963
080490d1 92 1.39584
080490d4 1408 21.3625
080490d7 74 1.12274
080490d9 63 0.955849
080490dc 15 0.227583
080490df 1356 20.5735
080490e2 133 2.0179
080490e8 64 0.971021
080490ed 6 0.0910332

Thesesamplesanberelatedbackto the original sourcecodewith theop_to_source  command:
op_to_source  --source-dir Iroot  /root/linpack1000d

For each le usedto build the executablean equivalent le is annotatedvith the samplecountsfor
eachline. Thecreatedle alsohasinformationattheendof the le describingthe processoandthe
eventsthatthe countersmeasuredBelow is thedaxpy  subroutine  from the createdle. Notice
thatmostof the samplesarefor theinnerloop at the bottomof thefunction.

----daxpy----
2 0.027% : subroutine daxpy(n,da,dx,incx,dy,incy)
/* daxpy_ total: 6591 90.18% */
c
c constant times a vector plus a vector.
c uses unrolled loops for increments equal to one.
c jack dongarra, linpack, 3/11/78.
c

double precision dx(1),dy(1),da
integer i,incx,incy,ix,iy,m,mp1,n

: if(n.le.O)return
8 0.109% : if (da .eq. 0.0d0) return
4 0.054% : if(incx.eq.l.and.incy.eq.1)go to 20

code for unequal increments or equal
increments  not equal to 1

ix =1
iy =1
if(incx.It.0)ix
if(incy.It.0)iy
do 10 i = 1,n
dy(ly) = dy(iy) + da*dx(ix)
ix = ix + incx
: iy =iy + incy
3 0.041% : 10 continue
return

(-n+1)*incx
(-n+1)*incy
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c code for both increments equal to 1
c
c
c clean-up  loop
c
: 20 m = mod(n,4)
: ift m.eg. O0) go to 40
2 0.027% : do 30 i = 1m
13 0.177% : dy(i) = dy(i) + da*dx(i)
3 0.041% : 30 continue
: ifC n .t 4 ) return
: 40 mpl=m+ 1
3 0.041% : do 50 i = mpln4
1535 21.00% : dy(i) = dy() + da*dx(j)
1664 22.76% : dy(i + 1) =dy(i + 1) + da*dx(i + 1)
1643 22.48% dy(i + 2) =dy(i + 2) + da*dx(i + 2)
1508 20.63% : dy(i + 3) =dy(i + 3) + da*dx(i + 3)

203 2.777% : 50 continue
: return
....daxpy....

7.6. Optimizing Code

Thegeneraprocedurdor optimizationisto nd outwherethehotspotsn the codeareandrevisethe
codeto avoid thoseperformanceroblemsOptimizingrarely-executedcodedoedlittle to improve the
overall performanceFor the Intel PentiumPro, Pentiumll, andPentiumlll, CPU_CLOCK_UNHALTED
canbeusedto gettime-basedneasurementfor the Pentium4, the GLOBAL_POWER_EVENpPS8wide
time-basedneasurementd.he TIMER_INT providestime-basedamplingusinga periodicinterrupt
on processorsvithout supportperformancemonitoringhardware. You canreferto Table7-2 for the
eventsto monitor for time-basedsamplingon variousprocessorsThe hotspotscanbe checled for
commonperformanceproblems Both Intel and AMD have produceddocumentghat describetech-
niqueson how to optimizecodefor their processorsn muchgreaterdetail.

Hereis a short(andincomplete)ist of thingsto look for:

- Section7.6.1MemoryRefeencesAnd Data Cacte Misses
- Section7.6.2Unaligned/Rrtial MemoryAccesses

- Section7.6.3Branch Misprediction

+ Section7.6.4InstructionCace Misses

7.6.1. Memory References And Data Cache Misses

Processospeechasincreasedtamuchgreateratethanmemory-accesspeedAs aresult,eachdata
cachemissis relatively muchmoreexpensve on currentprocessorshanonolderprocessorsA cache
missthatrequiresaccesso mainmemoryon a3GHz Pentiumé4 costsontheorderof ahundredclock
cycles.To getgoodprocessoperformancethe cache-missateneedso be low. Table7-3 andTable
7-4 shav the processoeventsrelatedto memoryreferencesindcachemissesespectiely.
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‘ Processor event=
Processor event=
PentiumPro/PII/PIlI DATA_MEM_REFS
Pentium4 (HT andnon-HT) -
Athlon/AMD64 DATA_CACHE_ACCESSES
Itanium2 DATA_REFERENCES_SETO

DATA_REFERENCES_SET1

TIMER_INT (nothingavailable)

Table 7-3. Memory referenceevents

Processor event=

PentiumPro/PII/PIII DCU_MISS_OUTSANDING

Pentium4 (HT andnon-HT) BSQ_CACHE_REFERENCHnit-mask=0x10f
Athlon/AMD64 DATA_CACHE_MISSES

Itanium2 L1D_READ_MISSES

TIMER_INT (nothingavailable)

Table 7-4. Data CacheMiss Events

Similarly, you canlook for sectionsn the codewherethereis signi cant bustrafc. Thegoalis to
reducethe amountof bustrafc in theseproblemcodesectionsTable7-5 lists eventsfor sampling
busactvity.

Processor event=

PentiumPro/PII/PIII BUS_DRDY_CLOCKSunit-mask=0
Pentium4 (HT andnon-HT) FSB_DATA_ACTIVITY unit-mask=11
Athlon/AMD64 DATA_CACHE_REFILLS_F®M_SYSTEM
Itanium2 BUS_DATA_CYCLE

TIMER_INT (nothingavailable)

Table 7-5. SystemBus Traf ¢

7.6.2. Unaligned/P artial Memory Accesses

Somearchitecturesillov memoryaccesgo be unaligned.This canleadto datathatspanswo cache
linesandis moreexpensie to accesslf possible prganizedatastructurewith the elementswith the
strictestalignmentconstraintsat the beginning of the datastructure.

The Pentium4 hasforwarding logic to speedup load/storeand store/loadsequenced-owever, for
situationsvherea seriesof smallwritesaregroupedogethetto form largervalue for example writing
two 32-bitwordsto form a64-bitdouble thelogic will fail andthestoreswill have to completebefore
theloadcanbe startedIn a similar mannera smallload extractingdataout of a larger storecanstalll
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waiting for the larger storeto complete Thus,usingC unionsto accesgartsof largeritemscanhave
performanceenalties.

7.6.3. Branc h Misprediction

Much of the speedof currentprocessorss dueto the deeppipelinesrunning at high clock rates.
However, when a conditionalbranchis encounteredhe processomay be requiredto wait until a
valueis availableandthenext instructionto fetchandprocessanbedeterminedMost processoraow

have branchpredictioncircuitry allowing the processoto startexecutinginstructionson the expected
pathbeforethe outcomeof the branchinstructionis known. If the predictionis correct,a signi cant

improvementin performances obtainedbecauséhe pipelinesitsidle for lesstime. However, if the
branchpredictionis incorrect,the processomustnullify thework donefor theincorrectbranch.On

the Intel Pentiumlll a branchmispredictioncostsabout10 clock cycles.On newer processorsvith

deepepipelines thecostis evenhigher

Table7-6 shavs the performancemonitoringeventsfor samplingbranchesand Table7-7 shaws the
performancemonitoring eventsfor samplingbranchmispredictions Branchesdo not occur every
clock cycle; it is recommendhat you setthe branch-countntenal to be about1/5 of whatis used
time-basedsampling,for example, (processorlock rate)/10,000If the codehasgood branchpre-
diction behaior (lessthan10% of the branchesremispredicted)setthe counterintenal for branch
mispredictionto samerateusedfor branches.

With the exceptionof the HyperthreadedPentium4, OPro le canmonitor both branchesandbranch
mispredictsconcurrentlyCon gure OPro le to sampleon both branchesandbranchmispredictions,
thenanalyzethe sample les with oprofpp andop_to_source . Look for placeswherethereare
signi cantly morebranchmispredictioncomparedo the numberof branchesn thesamples.

Processor event=

PentiumPro/P1I/PIII BR_INST_RETIRED

Pentium4 (HT andnon-HT) RETIRED_BRANCH_TYPE.Init-mask=15
Athlon/AMD64 RETIRED_BRANCHES

Itanium2 BR_MISPRED_DERIL unit-mask=0
TIMER_INT (nothingavailable)

Table 7-6. Branches

Processor event=

PentiumPro/P1I/PIII BR_MISS_PRED_RETIRED

Pentium4 (HT andnon-HT) RETIRED_MISPRED_BRANCH_TYPE
unit-mask=15

Athlon/AMD64 RETIRED_BRANCHES_MISPREDICTED

Itanium2 BR_MISPRED_DERIL unit-mask=2path)

Itanium2 BR_MISPRED_DERIL unit-mask=3tamget)

TIMER_INT (nothingavailable)

Table 7-7.Branch Mispr edictions

Whencompiling, GCC attemptsto orderthe codeto help the static predictionof branchesforward
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branchesottaken (suchaserrorhandlingcode)andbackward branchegaken (suchasloops).How-

ever, GCC's static estimatef branches'relatve frequeng may be incorrect. GCC canuseinfor-

mationcollectedwith the -fprofile-arcs option. The -fprofile-arcs optioninstrumentshe
generatedodeto collectdataon how oftenvariousbranchesretakenthroughthe code.Theinstru-
mentedprogramis run with typical input. Whenthe programcompletesexecution,it writesthe data
outto.da les in thebuild directory The programis compileda secondime with the sameoptions,
exceptreplacingthe -fprofile-arcs with -fbranchprobabilities .GCCwill usethe.da les

to reorderthe basicblocksin functionsto helpthe staticprediction.Infrequentlyusedblocksof code
aremovedto the endfunctionto improve cacheperformance.

GCC can also eliminate branches(calls) by inlining functions. This occurs when the -03 or
-finline-functions optionsare usedto compile code. Inlining functionscan also reducethe
overheadbf functionprologueandepilogue.

7.6.4. Instruction Cache Misses

Theinstruction-cachenissratecanalsoin uence performanceExcessie cache-missatescouldbe
found by comparing“Instruction Fetch” (eventin Table 7-8) to “Instruction FetchMiss” (eventin
Table7-9). For microbenchmarkshis is unlikely to be a problem.However, for large programsthis
couldbeaconcern.

The Pentium4 doesnot have a traditionalinstructioncache;it hasa tracecachethat holdsdecoded
micro ops. Thereis an event that canbe usedto determinethe time that the tracecacheis in build
mode(decodinga singleinstructionsat a time andplacingthe micro opsin the tracecache)andthe
time the tracecacheis in deliver mode(providing up to threemicro opsper cycle to the execution
unit). A unit maskmustbe speci ed for the TC_DELIVER_MODEO indicatewhatto measurdor the
Pentium4.

Processor event=

PentiumPro/PII/PIII IFU_IFETCH

Pentium4 (non-HT) TC_DELIVER_MODEunit-mask=7
Athlon/AMD64 ICACHE_FETCHES

Itanium2 INST_DISPERSED

TIMER_INT (nothingavailable)

Table 7-8. Instruction Fetch

Processor

event=

PentiumPro/PII/PIII

IFU_IFETCH_MISS

Pentium4 (non-HT)

TC_DELIVER_MODEunit-mask=0x38

Athlon/AMD64 ICACHE_MISSES
Itanium2 L1l_FILLS
TIMER_INT (nothingavailable)

Table 7-9. Instruction Fetch Miss
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7.7. Cautions About OProle

OPro le is a usefultool, but thereare somelimitations that you shouldbe aware of when using
OPro le:

+ Useof sharedibraries:Samplegor codein sharedibrary arenot attributedto the particularappli-
cationunlessthe--separate=library optionis used.

- Performancemonitoringsamplesareinexact: Whena performance-monitoringegistertriggersa
sampletheinterruptis notprecisdike adivide by zeroexception.Dueto theout-of-orderexecution
of instructionby the processqrthe samples recordedon a nearbyinstruction.

+ Oprofpp misattritutesinlined functions' samplesoprofpp  usesa simpleaddressangemecha-
nismto determinavhichfunctionanaddresss in. Inline functionssamplesarenotattributedto the
inlined function, but ratherto the functiontheinline functionwasinsertednto.

« OPro le accumulateslatafrom runs: OPro le is a system-widepro le and expectsprocesseso
startup andshutdowvn multiple times.Thus,samplesrom multiple runswill accumulateYou can
usethecommandbpcontrol  --reset  to clearoutthesamples.

» Non-CPU-limited performance problems: OProle is oriented to nding problems with
CPU-limited processesOPro le doesnot identify processeghat are asleepbecausethey are
waiting on locks or for someothereventto occur suchaswaiting for an I/O device to nish an
operation.

7.8. Performance Tuning with Eclipse

For developerswho wantto usean integrateddevelopmentervironment,Red Hat Developer Suite
includesthe OPro le plug-in,which providesgraphicalOPro le toolsthatintegratecontrol,con gu-
ration,andanalysisinto the Eclipseworkbench.

The OPro le plug-in consistof two mainfunctionalareasthe con gurationandlaunchof the OPro-

le daemonandthe analysisof the collecteddata. Thesetasksare accomplishedvithin the Eclipse
workbenchvia commonEclipsework ows. ExperiencedEclipseuserswill have little troubleusing
the OPro le plug-ins.

7.8.1. Con guring the OProle Daemon with the Launc h Manager

; Note

In order to use the OPro le plug-ins, development machines must have OPro le support enabled
for the kernel. Without rebuilding a kernel, it suf ces to run the SMP kernel (even on UP machines),
which already contains support for OPro le .

TheEclipselaunchmanagecontrolsthe"launching“of theOPro le daemonin command-lingerms,
thelaunchmanagestoreshecommand-linergumentghatyouwantto useto startOPro le; youcan
storedifferentlaunchpro les underdifferentnames.

Thelauncherconsistsof several panesthatenableyou to specifygenericdaemon-con guratiorop-
tions, countercon guration, and an optional Eclipse CDT launchpro le to run whenthe daemon
is started.To accesghe Eclipselaunchmanagerclick Run  Run... The Eclipselaunchmanager
appears:
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Figure 7-1. The Launch Manager

To facilitate ne-grainedapplicationtuning,the Application Con guration paneenables/outo spec-
ify anEclipseC/C++launcherto runwhenthe daemorstartscollectingdata.

You specifygenericOPro le daemorruntimeoptionsvia the Pro ling Setup pane.You canenable
verboselogging, perapplicationsharedlibrary pro ling (which associatesharedlibrary samples
with theimagerunningthelibrary), andperapplicationkernelsample les (which associatekernel
samplesith theimagerunningcodein thekernel).

The launchers Con guration panelists the available countersin the system.Whenyou selecta
counter the panellists all eventsthat canbe collected,a descriptionof the event, and a table from
which you can chooseevent-speci ¢ options (unit masks).The countercan also be con gured to
pro le thekernel,userbinaries,or both. The eventsavailableon ary counteraredictatedby thetype
of processom the system.
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Figure 7-2.OPro le Launch Manager Con guration Panes

For moreinformation,seethe EventType Referencevailablein thedocumentatiomreaon the OPro-
le homepagéhttp://opro le.sourcefage.né/docs).

7.8.2. Data Analysis with the OProle Perspective

Whendatacollectionis complete(or evenwhile it is still running),dataanalysiscanbegin. You use
thePro ling perspectie andits views to navigateandview the collecteddata.Therearethreeviews
in the perspectie:

The SystemPro le view is the primary userinterface for the Pro ling perspectie. It lists all of
the pro ling sessiongcollectionsof samplesyor ary given collectedevent. Thesesessiondist the
collectedsampleinformationin the form of a hierarchicaltree, which lists the containingimages
(executablessharedibraries,kernel,andkernelmodules)andsymbolinformation(derived from the
executables minimal symboltablesnot from its detugginginformation).

Clicking on an elementin the SystemPro le view causesspeci ¢ sampledatato be displayedin
the Sampleview. The datadisplayedvariesdependingon which elementwasselectedn the System
Pro le view.

For example,selectinga sessiorin theview will displaycollectionstatisticsfor the entiresessiorin
the Sampleview: alist of imagesijncludingsharedibrariesandkernelmodules(if the daemonwas
appropriatelycon gured), sortedby the numberof total sample<ollectedin theimage.
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Figure 7-3. Viewing a session

Clicking on an image suchas /home/me/workspace/pi/pi in the SystemPro le view causes
the Sampleview to displaya summaryof samplescollectedin the image:how oftenandin which

symbolsthe eventcollectionoccurred(alsosortedby total samplecount).

Figure 7-4.Viewing an image le
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If theimagewascompiledwith dehugginginformation,the Sampleview will alsolist the symbols
sourcele andline numbeywhichcanbe openedn aneditorwith theclick of amousebutton.

Figure 7-5.Viewing a symbol and its source

Finally, the OPro le view displaysthe daemors log le so thatyou canmonitor the daemonfor
runtimestatusanderrorswithout disruptingyour work o w by openinga shellto view it.
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@ redhat
Chapter 8.

Analyzing Java Application Performance
Problems Using the IBM JVM

Dehlugging problemson a productionsener requiresbasicdehugging capabilitiestraditionally pro-
vided by GDB, but sadlylackingin the Java world. However, you canusethe IBM JVM diagnostics
to diagnosehe problem.

8.1. Problem Scenario
In this scenariahe following problemshave beenobsered:

« A Web applicationrunningin a productionervironmentis having periodic OutOfMemoryand
extremeCPUload problems.

- Theseneris notrespondingo HTTP requests.

« Runningps -ef shavs a coupleof Java processegout of several hundredprocessesn total)
consuming9% of CPUtime.

- Theproblemreoccurswith afrequeng of betweert and24 hours.
- Thereis, asyet, no knowvn procedurdo reproducehe problemon demand.
Thesearesomequestiongo answer:

+ Which Javathreadscorrespondo eachUNIX process?
- Canyougetastacktracefor every Jasa thread?

- Whichlocksareheld?Which arebeingwaitedon?

- Whatobjectsareallocated?

8.2. Diagnostic Tools

ThelBM JVM comeswith anumberof custom built-in toolsfor collectingtheinformationrequired
to answerthesequestionsUnlike the standardools in the Jasa Platform Debugging Architecture,
theselBM-speci ¢ facilitiesimposenearzeroperformanceverheadn the JVM, sothey canbeleft
permanentlyenabledon productionsystemsWhat is more, thesetools are free, quick, and easyto
use.

There is extensie documentationavailable from the IBM JVM diagnosisdocumentationsite
(http://www-106.ibm.com/delopeworks/javaljdk/diagnoss/index.html). What follows is a brief
overviev of someof thedetails.

8.2.1. Javadump

Thejavadump tool (which is alsoknown asJavacore ), producedext les thatcontaindiagnostic
informationrelatedto the JVM andtheapplicationrunningwithin. This facility is enabledy default.
A javadump canbe manuallytriggeredby sendingSIGQUIT to the root processof the JVM. This
doesnot stopthe JVM, butit createsadump le in the rst of thefollowing locationsthatis writable:

1. Thedirectoryspeci ed by the IBM_JAVACOREDIRenvironmentvariable.
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2.TheJVM's currentworking directory
3. Thedirectoryspeci ed by the TMPDIR environmentvariable.
4.The/tmp directory

A dump le will be generatedautomatically if a natve exception occursin the JVM. If
the IBM_JAVADUMP_OUTOFMEMORY ervironment variable is set, then a dump will
also be generatedwhen the heapspaceis exhausted.The le name will be of the form
javacore_|[pid].[time].txt

Someof theinformationincludedin thedump le includes:

« TheOSmemoryinformation(for example,from /proc/meminfo )
- Userresourcdimits

- Signalhandlers

- Environmentvariables

« OSmemorymaps(for example,from /proc/[pid)/maps )

- A list of all objectmonitorsbeingwaitedon

« A list of all systemlocks (andwhatthread,if ary, is holdingthem)
- Alist of all threadstheir Java namesandtheir UNIX procesdDs.
- A Jasastacktracefor eachthread

« A natve OSstacktracefor eachthread

- Alist of all classloaders

+ Alist of all loadedclasses.

Thisis all outputin awell-formattedtext les, which makesfor fairly easyhumanreadingandtrivial
Perlscripting.

8.2.2. Heapdump

The heapdump tool producedext les thatcontaina dumpof all objectscurrentlyallocatedon the
heapandalist of referencedetweerbjectsThisfacility is disabledby default, but canbeenabledy
settingthe environmentvariableBM_HEAP_DUMP=trueprior to startingthe JVM. Whenenabled,
aheapdump is generatectthe sametime asthejavadump , for examplewhenyou senda SIG_QUIT
signal.

The lename will be of theform heapdump_[pid].[time].txt .While the le isin plaintext, the
formatof this le is notdirectly interestingto humanshowever, whenit is processedvith the tool
heaproots , interestingnformationappears:

- Objectstable:alist of objectsin the heapsortedby size,addresspname subtreesize,andsoon.

- Typestable:alist of classewith objectsin theheapsortedby total size,instancecount,or name.
+ Gapstable:alist of free spacesn theheap.

+ Objectinfo: alist of referenceso andfrom anobject.

- Paths/routes:nds aroutebetweertwo objects(if oneexists).

8.2.3. JFormat

TheJFormat toolis a TUI/GUI for extractinganddisplayinginformationfrom JVM coredumps.To
enablecoredumps therearetwo thingsto do beforestartingthe JVM:

1. Remave ary resourcdimits by running:
ulimit -c unlimited
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2. Changeto awritabledirectory
Now to generatea coredump,simply sendtheroot process SIGABRT signal.

Becausehecoredumpis operating-systempeci ¢, you mustnow processt with thejextract  tool
to createa platform-independergoredump.

$JAVA_HOME/jre/bin/jextract path-to-native-core-dump
LaunchtheJFormat GUI:
$JAVA_HOME/bin/jformat -g

TheJFormat GUI providesmenusto extractmary kinds of usefulinformation.You will noticethat
thereis alot of overlapwith thejavadump andheapdump metrics.

8.3. Diagnosing the Problem

Having setthe IBM_HEAPDUMP=trueernvironmentvariableandrestartedhe seners,wait for the
performanceslovdown to reoccur(which indicatesthat the garbagecollectoris startingto thrash).
Whenit does,senda SIGQUIT to the root processwhich generates heapdump le about850 MB

in size.Thenloadthisinto the HeapRootsanalysisprogram:

java -jar  /tmp/HR205.jar heapdump3632.1083842645.txt

After parsingthe le, heaproots shavsafew basicstatisticsaboutthedump:

# Objects T 7,727,411
# Refs . 12,807,015
# Unresolved refs : 31

Heap usage : 315,413,344

The rst thing to do is to invoke the process command.This resohesall referencedetweenthe
objects detectgoots,andcalculatedotal sizemetricsperclassandsub-tree.

Pure roots ;174,088
which reach . 7,706,600

Artificial roots : 1,531

Softlinks followed : 16,014

Now, you arereadyto answersomeinterestingqueries.Look to seewhatthe biggesttreerootsare.
This was doneby runningthe dt command(Dump from roots, sort by total size). The command
promptsfor somevaluessuchasthe maximumdepthto print out andthe minimum size threshold,
thenit producesomethingsimilarto this:

<0> [270,167,808] 0x100a2ef8 [72] javal/lang/Thread
<1> [270,167,680] 0x10053c70 [168]
com/caucho/java/CompilingClassLoader
<2> [270,164,496] 0x10053d18 [168]
com/caucho/util/DirectoryClassLoader
- 14 children of 0x10053d18 too deep.

<2> {270,167,680} 0x10053c70 [168]
com/caucho/java/CompilingClassLoader

<2> <270,163,200 parent:0x10053d18> 0x10053dcO  [168]
com/caucho/java/CompilingClassLoader

<2> <270,163,200  parent:0x10053d18> 0x10053dc0 [168]

com/caucho/java/CompilingClassLoader
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- 13 children of 0x10053c70 filtered.
- 4 children of 0x100a2ef8 filtered.
<0> [5,234,712] 0x16a85b90 [447,296] array of java/lang/Object
- 111820 children of 0x16a85b90 filtered.

Unsurprisingly the root with highestmemoryconsumptioris the top level threadof the JVM. This
impliesthememoryleakis in theapplicationcode,solook for the biggestobjectin a packagevhose
namebeganwith thenameof theapplicationprovider (com/arsdigita/ in thisexample).Todothis,
usethe“Objectsdump,sortby total size”commandot com/arsdigita/ ). Again this promptsfor
somemoreoptional lters, but acceptinghedefaultsproduceslist of large objects:

Addr Size  Root-owner  Parent Total-size Name
N 0x284ffb48 256 0x100a2ef8  0x284ffc88 224,107,816

class com/arsdigita/templating/Templating

N 0x220d3458 96 0x100a2ef8  0x22bcOee8 4,585,520
com/arsdigita/london/theme/util/ThemeDevelopmentFil eManager
N Oxlcbc24b0 32 0x100a2ef8 0Oxlel8a5a8 2,460,464
com/arsdigita/templating/XSLTemplate

N 0x23180b28 80 0x100a2ef8  0x22bcOee8 2,164,688
com/arsdigita/london/search/RemoteSearcher

N 0x1bf215e0 56 0x100a2ef8 0x1bf2a850 1,844,152

N

N

N

N

com/arsdigita/persistence/Session

0x1bf2ab98 40 0x100a2ef8  0x1bf215e0 1,770,096
com/arsdigita/persistence/TransactionContext

Oxlaffda20 16 0x100a2ef8 0Oxlaa4d388 1,681,056
com/arsdigita/persistence/DataQuerylmpl$UnaliasMapp er
Oxlaffc508 96 0x100a2ef8  Oxlaffda20 1,681,040
com/arsdigita/persistence/DataAssociationCursorimpl

0x1a985ff0 56 0x100a2ef8 0x1a98e8e8 1,138,696
com/arsdigita/bebop/PageState

As you cansee the classobjectfor com.arsdigita.templating. Templating is takingup 224
MB of theheap A quicklook atthecodeshaws it hasa staticHashMapstoringXSLTemplateobjects
with nosizebounding.To con rm thisis the problem,gotbackto the“Dump from roots,sortby total
size” commandthis time startingthedisplayfrom the objectat addres©x284fb48:

<0> [224,107,816] 0x284ffb48  [256] class
com/arsdigita/templating/Templating
<1> [224,092,408] 0x28500840 [56] javaluti/HashMap

<2> [224,092,352] 0x1cdf9160 [1,552] array of
java/util/HashMap$Entry
<3> [4,288,800]  0x2dbfa500 [32] java/util/HashMap$Entry
<4> [3,216,568] 0x1bf5cc00 [32] java/util/HashMap$Entry
- 3 children of 0x1bf5cc00 too deep.
<4> [1,069,960]  0x2c824ca8 [32]

com/arsdigita/templating/XSLTemplate
- 4 children of 0x2c824ca8 too deep.
- 1 child of 0x2dbfa500 filtered.

<3> [3,216,584] 0x263c8ff8  [32] javalutil/HashMap$Entry

<4> [2,144,416] 0x3d00ade8 [32] java/util/HashMap$Entry
- 3 children of 0x3d00ade8 too deep.

<4> [1,069,912] 0x237796b0 [32]

com/arsdigita/templating/XSLTemplate
- 4 children of 0x237796b0 too deep.
- 1 child of 0x263c8ff8 filtered.

<3> [3,216,568] 0x19319d58 [32] javalutil/HashMap$Entry

<4> [2,144,400] 0x33ddd918 [32] javalutil/HashMap$Entry
- 3 children of 0x33ddd918 too deep.

<4> [1,069,912] 0x1864f950  [32]

com/arsdigita/templating/XSLTemplate
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- 4 children of 0x1864f950 too deep.

<1>  {224,107,816} 0x284ffb48  [256]
class com/arsdigita/templating/Templating
- 15 children of 0x284ffb48 filtered.
There were 362 objects expanded.

Fromthisit is clearthatthe problemis a hugeHashMapin the Templating

onehundredXSLTemplateobjects,eacharoundl MB in size.

8.4. Conclusions

If youimplementa staticcachein a sener, make surethatyou:

1. Benchmarkhe averagesizeof objectsin the cache.
2. Decidehow muchmemorycanbe setasideto it.

classcontainingaround

3. Usetheresultsfrom the above stepsto calculatea good maximumentry countfor the cache

beforeinvoking a purge algorithm.
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PerformanceAnal ysisScript

To learnhow to usethis script, seeSection2.1 BendmarkingUstilities. This scriptis availableonline
athttp://people.redhatom/mbém/.

#!/bin/sh
perfl.sh -

Copyright 2004 Red Hat Inc., Durham, North Carolina. All  Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the

"Software"), to deal in the Software without restriction, including
without  limitation on the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software,

and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice  (including the
next paragraph) shall be included in all copies or substantial
portions of the Software.

THE SOFTWARHS PROVIDED"AS 1IS", WITHOUT WARRANTYOF ANY KIND,
EXPRESSOR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEAND
NON-INFRINGEMENT. IN NO EVENT SHALL RED HAT AND/OR THEIR SUPPLIERS
BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHERLIABILITY, @~ WHETHERN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWAREOR THE USE OR OTHERDEALINGS IN THE
SOFTWARE.

HHFHFHFHHHFFHHF SRR

=

test x"$1" == x"™; then

echo "Usage: ./perfl.sh logfile-name>"
exit 1

fi

FILE=$1
ITER=10

if test -e $FILE; then
echo "WARNING: $FILE exists -- will NOT overwrite"
exit 1

fi

function log () {

d="date"
echo "$d: $1"
echo " ===" >> $FILE
echo "$d: $1" >> $FILE
if test x"$2" = x"™; then

shift

fi
$ >> $FILE 2>&1
}

function logi () {
d="date’
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printf "$d:  %-20.20s (PASS $1 of SITER)\n" $2

echo " ===" >> $FILE
printf "$d:  %-20.20s (PASS $1 of S$ITER)\n" $2 >> $FILE
shift
if test x"$2" = x™; then

shift

fi
$* >> $FILE 2>&1
}

function ccc () {
log $1 cat $1

function ccei () {
logi  $1 $2 cat $2

function note () {
echo "date™: (NOTE: $*)"

function banner () {

d="date’

echo " N

echo "===== $d: $* ====="

echo " ===" >> $FILE
echo "===== $d: $* =====" >> $FILE

}
banner "Start of Testing ($FILE)"

banner General System Information
log uname uname -a

log free

log df df -h

log mount

log Ismod

log lIspci Ispci -v

log dmidecode

log route route -n

log ifconfig

log "ip rule Is" ip rule Is
log "ip route Is" ip route Is
log iptables "iptables L -n v
log sysctl sysctl -a

ccc /proc/cpuinfo

ccc /proc/meminfo

ccc /proc/net/dev

ccc /proclinterrupts

ccc /proc/devices

ccc /proc/cmdline

ccc /proc/scsilscsi

ccc /etc/modules.conf

ccc /var/log/dmesg

banner Performance  Snapshot
log ps ps auxwww
log sar sar -A

let t="10*$ITER"
note "The following takes about $t seconds”
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log "vmstat" vmstat S$ITER 10

note "The following takes about $t
log ‘“iostat" jostat -k $ITER 10

note "Each pass takes 10 seconds"
for i in ‘seq 1 $ITER’; do
note ik PASS $i of S$ITER"
logi  $i uptime
logi  $i free
ccci $i /proc/interrupts
ccci  $i  /proc/stat
logi  $i ifconfig ifconfig -a
sleep 10
done

banner "End of Testing ($FILE)"

seconds”

99
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Additional Resour ces

Not all performanceuning informationthat you can nd on the Internetis effective or even safe.
However, youmay nd thefollowing resourceso be useful.

B.1. General Linux Tuning

See http://wwwredbooks.ibm.com/abstraiedp386L.htmIOpen for Tuning Red Hat Enterprise
Linuxon xSeriesServes.

Seehttp://perso.\@nadoo.fr/sebash.godad/ for informationon the sysstat  collectionof perfor
mancemonitoringutilities.

Seehttp://wwworeilly.com/catiog/linuxkernel2/index.html for UndeistandingtheLinux Kernel

Seehttp://wwwkegel.comfor the "c10k problem"pagein particular but the entire site hasuseful
tuninginformation.

Seehttp://linuxperf.nl.lirux.og/ for avery goodLinux-speci ¢ systentuningpage(in Dutch).

B.2. Shared Memory/Virtual Memory
Seehttp://ps-ax.com/shared-mem.htfat Tuning/tuneabléernel parametes.
Seehttp://surriel.com/letires/ols2003 for Towardsan O(1) VM.

B.3. NFS Tuning

Seehttp://nfs.sourcefge.net/n§-havto/performancehtml for information on tuning Linux kernel
(NFSin particular),andLinux, network, anddisk /O in general.

B.4. TCP Tuning
Seehttp://wwwpsc.edu/neterking/pef_tunehtml#Linux for asummaryof tcp tuninginformation.

Seehttp://mwwweb100.ag/ for the Web100project,which will provide the softwareandtools nec-
essarnyfor end-host$o automaticallyandtransparenthachiere high-bandwidthdatarates(100Mbps)
over high-performanceesearcmetworks.

B.5. mod_perl Tuning

Seehttp://perl.apache.gfgude/peformancehtml for themod_perlperformance-tuningocumenta-
tion.

B.6. Application Tuning

Seehttp://people.redhat.audreppe/optimtutl.ps.gzfor Optimizingwith gcc and glibc, a tutorial
on optimizing applicationsby using gcc and glibc features.t is meantfor somevhat experienced
programmers.
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Seehttp://people.redhat.comépperioptimtut2.ps.gzfor ApplicationOptimizationon Linux, ahands-
ontutorial thatis similar to Optimizingwith gccandglibc.

B.7. Samba Tuning Resour ces

Seehttp://k12linux.mesd.k12.ars/usingsambadppb_02.hinl for oneof thebetterresourcesor tun-
ing Sambalt is from the Using Sambabookfrom O'Reilly.

B.8. mod_pr oxy Tuning

Seehttp://wwwwebtechniques.conmhives/099805/kengédschal for anarticleonusingmod_proxy .
Seehttp://httpd.apacherg/docs/modmod_pray.html for themod_proxy homepage.
Seehttp://wwwzope.og/Members/rbaécaching for a descriptionof usingmod_proxywith Zope.
Seehttp://wwwsquid-cache.gr for the Squidhomepage.

B.9. OPro le Resources

- AMD Athlon ProcessorX86 CodeOptimizationGuide February2002, AMD Publication22007.
http://wwwamd.com/us-en/assets/tan_typewhite_pgpers_and tech_docs/2200 .pdf

« GCChomepageJuly 2003.http://gcc.gnu.a/

- |A-32 Intel® Architectue Optimization Refeence Manual 2003, Intel Order number248966-
009. ftp://dowvnload.intel.can/desgn/Pentum4/manuds/2489611.pdf For more information, see:
http://wwwintel.com/desigi#entum4/documenaton.htm

- Intel Itanium 2 ProcessorRefeenceManual for Softwae Developmentand Optimization June
2002,Intel Document251110-002http://wwwintel.com/designianium2/manals/251110.htm

- OPro le, http://opro le.sourcefaye.net
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