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Preface

This guidedescribeshow to determineif your systemhasperformanceproblemsand,if so,what to
tuneandwhatnot to tune.

Caution

While this guide contains information that is �eld-tested and proven, your unique environment will
require that you carefully consider the rami�cations of implementing the recommendations made
here. It is unlikely that anything catastrophic would occur, but it is always important to have your data
and systems backed up, and that you have an implementation reversal plan should the need arise.

1. Who this Manual is For
This manualcontainssectionsonsystemtuningandapplicationtuning:

• Theintendedaudiencefor thesystemtuningsectionis thesameasfor theRedHat courseRH401
RedHat EnterpriseDeploymentandSystemsManagement; that is, primarily upper-level or senior
systemadministrators.In additionto readingthismanual,you shouldalsotake theRedHatcourse
RH442RedHat EnterpriseSystemMonitoringandPerformanceTuning.

• Chapter1 Evidence-BasedPerformanceAnalysisand Tuning gives you a strategy for perfor-
mancetuning. Onceyou have determinedwherethe problemis, thenyou candeterminehow
to �x it—whetherthis requiresrecon�guredsoftware, new hardware, or modi�cations to the
application.

• Chapter2 SystemTuning Tools for Linux Servers introducesmany of the performancetuning
toolsthatareavailableanddescribeshow to usethemto improvetheperformanceof yoursystem
components.

• Chapter3 UnderstandingtheVirtual MemoryManagementSystemdescribesthevirtual memory
managementsystem.

• Chapter4 TuningLinuxServers describeshow to tunevariouscomponentsin your server.

• Chapter5 IncreasingPerformanceThroughSystemChangeslooksathardwareupgradesthatyou
couldconsider.

• AppendixA PerformanceAnalysisScriptis a performance-analysisscript thatyou may�nd use-
ful.

• Theapplication-tuningchaptersarefor any applicationdeveloper.

• Chapter6 Detecting and Preventing Application Memory Problemsdescribeshow to �nd
memory-handlingproblemsin applications.Thereis alsoa sectionon coding techniquesthat
canhelpavoid memoryproblemsin thefuture.

• Chapter7 Application Tuning with OPro�le describesusing OPro�le to tune an application.
Instructionsare given for both the stand-aloneOPro�le applicationand the EclipseOPro�le
plug-in.

• Chapter8 AnalyzingJavaApplicationPerformanceProblemsUsingtheIBM JVMis acasestudy
involving Java applicationperformanceproblems.

• AppendixB AdditionalResourceslists links to moreinformation.
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2. Document Conventions
Certainwordsin this manualarerepresentedin differentfonts,styles,andweights.This highlighting
indicatesthattheword is partof aspeci�c category. Thecategoriesincludethefollowing:

Courier font

Courierfont representscommands, file names and paths , andprompts .

Whenshown asbelow, it indicatescomputeroutput:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

bold Courier font

Bold Courierfont representstext thatyouareto type,suchas:xload -scale 2

italic Courier font

Italic Courierfont representsavariable,suchasaninstallationdirectory:install_dir /bin/

bold font

Bold font representsapplication programs, abuttonona graphicalapplicationinterface(OK),
or text found on a graphical interface.

Additionally, themanualusesdifferentstrategiesto draw your attentionto piecesof information.In
orderof how critical theinformationis to you, theseitemsaremarkedasfollows:

Note

Linux is case-sensitive: a rose is not a ROSE is not a rOsE.

Tip

The directory /usr/share/doc/ contains additional documentation for installed packages.

Impor tant

Modi�cations to the DHCP con�gur ation �le take effect when you restart the DHCP daemon.

Caution

Do not perform routine tasks as root—use a regular user account unless you need to use the root
account for system administration tasks.
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Warning

Be careful to remove only the listed partitions. Removing other partitions could result in data loss or
a corrupted system environment.

3. We Need Feedbac k
If you have thought of a way to make this manual better, submit a bug report against
the documentationcomponent of the product Red Hat Application Server in Bugzilla at:
http://bugzilla.redhat.com/bugzilla/

Whensubmittingabug report,besureto mentionthemanual's identi�er:

rhel-EN-3-PDF-RHI (2005-05-01T01:08)

If you have a suggestionfor improving thedocumentation,try to beasspeci�c aspossiblewhende-
scribingit. If youhavefoundanerror, pleaseincludethesectionnumberandsomeof thesurrounding
text sowecan�nd it easily.

If youhaveasupportquestion(for example,if youarenotsurehow to partitionyourharddrives),use
theonlinesupportsystemby registeringyourproductat: http://www.redhat.com/apps/activate/



iv Preface



Chapter 1.

Evidence-Based Performance Anal ysis and
Tuning

Youmaysee“performanceproblems”whendeploying anapplication.This manualdiscusseshow to
approachthediagnosisof systemperformanceissues,what areasto examine,andhow to tune(and
whennot to tune)systemsfor variousworkloads.

Schedulingpressuremaymakeyouinclinedto try to �x theproblembeforeyoudiagnosetheproblem.
Youmayhavea list of suggestionsbasedlooselyonknown operatingsystemproblemsor thegeneral
kind of applicationbeingused.For example,if you areusinganold RHEL AS 2.1 kernel,you may
considerupgrading;if you areusingJava, you might try settingsthathave beenusedfor otherJava
applications;if youareusingTCP/IP, youmaytry kernel-tuningparameters.

Theseinitial, off-the-cuff suggestionsneversolvetheproblem.

Real-world performanceproblemsarenot solvablein 5 minuteswith a shortlist of randomsugges-
tions. Instead,you muststepback,understandthe issues,andthenmake suggestionsthat have two
key qualities:

• Thesuggestionsarebasedonevidence.

• Thereis ametricthatcanbemeasuredbothbeforeandafterthechange.

1.1. Is the Performance Problem 5% or 50%?
Whenlooking at a performanceproblem,the �rst thing you mustdo is understandthe level of per-
formanceincreaserequired.You must also understandthe level of performanceincreasetypically
providedby varioustechnicalsolutions.

For example,binding IRQs to CPUson SMP systemsis standardoperatingprocedurefor high-
throughputinstallations,andthis is often the �rst suggestionfor “performanceproblems”on SMP
systems.However, aSambanetbenchstudyshowsthatjustenablingIRQ af�nity candecreaseperfor-
mance.Wouldyou behappy if the�rst thing someonesuggested,without understandingtheproblem
or taking any measurements,movedyour performanceby about-2%?IRQ af�nity is usefulfor ob-
taining the last5% performanceimprovement,but only after the restof thesystemis tuned—itwill
nothelpamachinethatis having troublepushingmorethan30Mbpsthrougha100baseTconnection.

Rule: Do not try 5%solutionswhenyouneeda 50%increasein performance.

1.1.1. Avoid Jumping to Conc lusions

It is commonto call all applicationdeployment issues“performanceproblems”,andto assumethat
the“performanceproblem”is reallyaLinux kernelissue.Thisis seldomthecase.Further, theremight
be two or moredifferentissuesthatareindependent,but thatappearto bea singleissue.Tacklethe
big issues�rst: a dozen“5% tweaks”will not �x thebrokenEthernetswitchto which themachineis
attached.

How doyouavoid jumpingto conclusions?Gatherevidence.
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1.2. Evidence-Based Anal ysis
Evidence-basedanalysisrequires:

1. Developingamodelof thesystemin whichyoudiagramall of thecomponents.

2. Planningwhattypeof evidenceyouneedto gather.

3. Gatheringevidencefrom therunningapplication.

4. Analyzingtheevidence.

1.2.1. Developing a Model

Constructamodelof thesystemyouwantto tune—includingall of thecomponents.Thismayrequire
separatediagramsfor eachsubsystem.

Figure1-1.BasicSystemDiagram

System Components

CPUMHz RHEL Version

RAM Bus

Disk Type SwapSize

H/W RAID S/W RAID

NFS NFSProtocol

NIC LAN

Onceyou have mappedthe system,calculatethe maximumtheoreticaldata�o ws. This will be the
baselineto whichyou will compareyourobservations.

1.2.2. Planning What Evidence to Gather

Yourgoalis to gatherevidencethatleadsyou to understandseveralbasicfacts:

• Why doyou think thereis aperformanceproblem?

Theanswermaybeobvious(for example,anapplicationcanprocess1000transactionspersecond
(tps) for long periods,but whenthe rategoesabove 2000tps, the machinehangs).However, in



Chapter 1. Evidence-BasedPerformanceAnalysis and Tuning 3

many cases,theansweris lessclear(for example,theapplicationratewas1000tpsunderanolder
Solaris®machineandis 2000tpsona new Linux machine,but doesnot “scale”).

• Whatis thescopeof theproblem?

Is theproblembeingexperiencedby a singleuser, or by all users?Doestheproblemappearonly
at certaintimesof the day, certaindaysof the week,or certaintimesof the year?If the onsetof
theproblemwassudden,wasit precededby any changeto thesystem(anupgradeto software,the
replacementof hardware,or theadditionof anew machineto thenetwork)?

• What metric canbe usedto measureperformancefrom onetestrun to another?Is this the right
metricfor theproblem?

If you areto successfullysolve a performanceproblem,you musthave a metricby which to judge
yourprogress.Obviousmetricsarethingssuchasbytespersecond,packetspersecond,or transac-
tionspersecond.

• Whatareyour goals?Whatis themeasureof success?

In thecaseof anapplicationthathasbeenportedfrom Solaristo Linux, you maybegettinggood
performanceunderLinux andwant only to rule out problemswith the Linux kernelthat may be
limiting scalability. (In casessuchas this, the applicationis usuallyhitting internalapplication-
relatedperformancebottlenecksthat werenever seenunderSolarisbecausethe transactionrate
wasnever high enoughto triggertheproblem).

1.2.3. Gathering Evidence from the Running Application

After determiningyour metricandspeci�c goals,thenext stepis to examinetherunningapplication.
This is oftendif�cult, especiallywhentheapplicationrunsonly in aproductionenvironment.

Oneof themaingoalsof your initial analysiswill beto ruleout commonproblems.With this goalin
mind,a low-impactscript(PerformanceAnalysisScript.sh ) is providedwith thisdocument(see
AppendixA PerformanceAnalysisScript) andonlineat http://people.redhat.com/mbehm/. This script
canbe run by handbefore,during,andafter the performanceevent (or you canmodify it to be run
every 30 minutesfrom cron ). Thescriptprovidesenoughinformationto rule out obviousproblems
with swapping,processsize,processcount,Ethernetbandwidthavailability, network errors,disk I/O
bandwidth,disk errors,andinterruptcounts.Alwaysobtainat leasttwo runsof any data-gathering
scriptssothatyoucancomparea “normal, loadedsystem”with thesystemwhenit is not performing
asexpected.

A completelist of all thethingsyou shouldlook for at this pointwould belarge.Initially, seeif there
arecommonproblemsthatmayhavebeenoverlooked:

• Performancealwaysdegradeswhenthesystemstartsswapping.

• Network performancecanbepoordueto badhardwareor abadnegotiation.

• Commonapplicationserrors that will result in poor Linux performanceinclude suchthings as
polling for I/O insteadof usingpoll/select(or usingthesecallswith azerotimeout!).

1.2.4. Anal yzing the Evidence

After youhavetherun-timeresultsin hand,youwill understandtheproblem,thegoal,theapplication,
andtheenvironment.

First, performinformal calculations(basedon theperformancelogs—perhapstheoutputof a script
or of sar(1) or sa1 ) to ensurethatthegoalsarerealistic:

• Is theresuf�cient capacity:is thereenoughmemoryto prevent swapping?Are thereenoughCPU
cyclesto do therequiredcomputationsin therequiredamountof time?



4 Chapter 1. Evidence-BasedPerformanceAnalysis and Tuning

The vmstat utility will show how many processesare in the run queue.If more processesare
waiting to run (“ r ” under “procs ”) than the machinehasCPUs,then the systemis probably
CPU bound.Note that this doesnot necessarilymeanit is runningat maximumpotentialcapac-
ity—programmingerrorsthat wasteCPU cycles on uselesswork will causea systemto appear
CPU bound,but small changesin programmingtechniquemay be ableto improve performance
dramatically.

• Is theresuf�cient bandwidth:is thereenoughmemory, PCI, network, anddisk I/O bandwidthto
servicethenumberandsizeof transactionsrequiredto achieve thegoals?

If thevmstat utility shows many processesin theblockedstatistic(“b” under“procs ”), thenthe
systemmaybeI/O bound. This couldbebecauseof slow disksor slow Ethernetcards.It could
alsobebecausevery fastcardshavenotbeenplacedona64-bitbus.CheckthenegotiatedEthernet
rateandcomputethenumberof bits throughput.You canusuallyassume5MBpsfor 10baseT, 80-
90Bpsfor 100baseT, and300-1000Mbpsfor 1000baseT, dependingon cards,PCI bus width and
speed,anddrivers.

• Are you usinghardware thatenablesfastperformance,suchasSCSIdrivesratherthanIDE disk
drives?

Second,determinewhatsortof improvementyouneed:

• Doesthesystemappearto behighly tuned?

If so,now is thetime to make a list of “performancetweaks”thatyoupredictwill helpeke out the
remaining5-10%of theperformancerequested.Makesurethatyoumakeonly onechangeatatime
andre-runtheperformancemetricsto provideevidencethatyour tweakhelped.Many tweakshave
well documentedperformance“gains” in the -5% to 5% range—make certainyou do not make
thingsworsefor yourparticularworkload.

• Doesthe systemor applicationcrash,hang,or requirea 50-100%improvementin performance?
This is the casewhereapplyingsmall performancetweaksfails dramatically. However, RedHat
providessomeoptions:

• You can take the Red Hat courseon systemmonitoring and performancetuning, RH442
(http://www.redhat.com/training/architect/courses/rh442.html).

• YoucanengageRedHat consultingserviceshttp://www.redhat.com/services/focus/hpc/).

• Con�rm thatyou arerunningthelatestupdateto your operatingsystem.RedHat updates�x bugs
thatcanaffect performance,soif thesystemis anold installation,run up2date .

Third, checktheperformancelogsfor obvioussystem-level problems:

• Is the systemswapping?Most productionsystemsareimplementedto avoid swapping,so this is
unusual.

• Are therenetworking or otherissuesthatmayhave beenoverlooked?(for example,arethereany
errorsreportedin ifconfig ?)

• Are someresourcelimits beingexceeded?Look especiallyat thenumberof open�le descriptors,
thenumberof processes,andthenumberof processeslinkedwith libpthread (thesewerelimited
in variouswaysin AS2.1,for example).

Try installingandrunningdklimits , which is describedin Section2.2System-MonitoringUtili-
ties.

• Are somesystemcomponentsundertheir limits? SeeSection5.1 Can You UpgradeYour Hard-
ware?.



Chapter 1. Evidence-BasedPerformanceAnalysis and Tuning 5

• Make surenothingsuspiciousis in /var/log/messages . This may includeharddisk or other
hardwareerrorsthathave beenoverlooked.

• Is thereany evidenceof any known kernel-implementationissue?Thesearerare,but large enter-
priseinstallationsmayuncover them.

• Are thereany binary-onlymodulesloadedin thekernel,andarethereany known issueswith them?
Justpointingto the�rst binary-onlymoduleyou noticequali�es asa randomanswer—unlessyou
have evidencethatthatparticularmodulecausesaproblem.

Fourth, check the performancelogs (from the PerformanceAnalysisScript.sh script (see
Appendix A PerformanceAnalysisScript), from your customscript, or from sar(1) for obvious
application-level problems:

• Is theapplicationusing100%of theCPU?Why?That is, is theapplicationreally doingwork, or
did someoneimplementacall to poll(2) incorrectly?

• Is thememoryfootprintgrowing without bound?Is this by designor by accident?

• For portedapplications,doestheapplicationtake advantageof, or rely on,a feature(or implemen-
tationartifact) that is not availableonLinux?

• Is the applicationmakinguseof a featurethat works well underSolaristhat doesnot work well
underLinux (for example,streams,certainusesof AI/O, threadsin AS2.1)?

1.2.5. Summariz e Findings and Propose an Experiment

After gatheringandanalyzingtheevidenceyouhave,prove yourassertionsby performinganexperi-
mentandmeasuringachangein themetricyouhave previously identi�ed.

Experimentsshouldchangeone thing at a time. This is often dif�cult, especiallywhen testingon
productionsystems.However, if youchangemorethanonevariable,youwill notknow whichchange
providedanimprovement(andyou will missthepossibilitythatonechangemakesa positive impact
thatwascanceledout by anotherchange).Thisis extremelyimportant.

1.3. Evidence-Based Tuning
Systemtuning shouldnever be performedwithout experimentalevidencethat the tunedparameters
have a positive impacton systemperformance.Sometime,this evidencecanbegatheredsimply by
gettingametricfor arun,changingaparameter, andgettingametricfor asecondrun.This is therare
case,however.

Themorecommoncaseis that,withoutchanginganything,themetricyouaremeasuringwill have5-
10%variationin it. Therefore,if you make a smalltuningchangethatis known to generallyproduce
a -5% to 5% performancechange,doing a pair of runs is worthless. (In this case,a seriesof runs
beforeandafter thetuningchangeandappropriatestatisticaltechniques(for example,ANOVA) can
demonstratea difference.Further, suchsmallchangesarelikely to bedominatedby otherfactorsand
arenotworth theeffort to make.)

If youareunableto demonstratethata tuningchangemakesameasurabledifferencein performance,
then do not make the change. Modern Linux kernelsare designedto be self-tuning,and random
changesyoumakecouldimpacttheeffectsof automatictuningasthesystemrunsfor longperiodsof
time.

Performancetuning is not without risks. If themachineis usedfor morethanonetask,you maybe
inadvertentlydegradingthe performanceof anotherapplication(for example,you may increaseI/O
throughputbut severelydegradeinteractivity).
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Chapter 2.

System Tuning Tools for Lin ux Servers

This chapterdescribessomeusefultoolsandutilities.

2.1. Benc hmarking Utilities
A goodsetof benchmarkingutilities is very helpful in doing system-tuningwork. It is impossible
to duplicate"real-world" situations,but that is not really the goal of a good benchmark.A good
benchmarktypically tries to measuretheperformanceof oneparticularthing very accurately. If you
understandwhatthebenchmarksaredoing,they canbevery usefultools.

Someusefulbenchmarkingtoolsarelistedbelow. Note that they have someoverlapin functionality
with thetoolsdescribedlaterin this chapter.

LMbench

LMbench is asuiteof simple,portablebenchmarksthatmeasurebandwidth(memoryoperations
andTCP)aswell aslatency.

Seehttp://www.bitmover.com/lmbench/for details.

Bonnie

Bonnie is autility for testingdriver performance.Its only drawbackis it sometimesrequiresthe
useof hugedatasetson large-memorymachinesto getusefulresults.

Bonnie (http://www.textuality.com/bonnie/) hasbeenaroundforever, and the numbersit pro-
ducesaremeaningfulto many people.Thus,it is a goodtool for producinginformationto share
with others.

Bonnie producesthefollowing measures:

• Block Reads/Writes:In thesetests,bonnie triesto reada �le it hasalreadywritten in blocks
of 8 KB at a time. It doesnot do anything usefulwith the datait reads,it just readsa block
of datain, thenreadsthenext block in whenthat is done.This givessomesortof indication
how fastthe operatingsystemis at sequentialdisk reads.Keepin mind that this is a regular
�le readthroughthe�le system;no AsyncI/O andno Raw Disk I/O is beingdonehere.As a
result,donottry to comparetheseresultsto thedisk-readresultsfrom somethinglike IOMeter
underWindows NT. They aretestingtwo totally separatethings(IOMeterusesRaw I/O and
AsyncI/O underNT to get its speed,which totally bypassesall the �le systemlayerentirely
andtestsonly the speedof the disksandcontroller).By going throughthe �le system,you
get a closer-to-real-life metric asyou seejust how fasta normalapplicationcanexpect the
operatingsystemto beableto feedit data.Most applicationsarenot AsyncI/O andRaw I/O
awareandwill not beableto musterthenumbersthat IOMeterwould suggest.For example,
MicrosoftWordunderWindowsNT doesnot useRaw I/O andAsyncI/O, sothenumbersyou
get from bonnie would bea closerapproximationthanarethenumbersfrom IOMeterasto
how fastNT couldsupplya large�le to Microsoft Word.Thesameis truefor writes.

• Character Reads/Writes:In thesetests,bonnie writesto, or readsfrom, the�le onebyteat
atimeusingeithergetc or putc . Thistestsonly thespeedof your libc library (ashow thelibc
library implementsthebufferingof thesesingle-byterequestsandhow ef�cient it is outsideof
thatdeterminesthespeedof this test).Underlinux, the speedof putc/getcis alsodrastically
affectedby whetheror not you usethe threadsafeversion.When using glibc-2.0 or later,
usingtheputc_unlocked() andgetc_unlocked() routinesgreatlyimprove performance
on thesetests.
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• Rewrites: In this test,bonnie readsan8 KB chunkof data,modi�es onebyte, thenwrites
that8k chunkbackto theoriginal �le. This tendsto stressthe�le-systemcodequiteheavily.
The�le systemhasto continuallyupdatedatablockson thedisk or re-allocateblockson the
disk,etc.It alsostresseshow well theoperatingsystemcachesdata.This would mostclosely
approximatewhatasmallerSQLdatabasewould belike duringupdatephases.(bonnie does
not evenbegin to tell you anything aboutdatabases,suchasOracle,thatwant to have access
to plain,raw devicesandto havenooperatingsysteminterventionin their read/writepatterns;
it mimicsonly smallerdatabasesthatutilize plain �les to storeinformationin.)

• Random Seeks:This providesa reasonabletestasto how well your operatingsystemorders
the requestsit gets.This testrandomlyseeksinto the �le thatwaswritten andreadsa small
blockof data.Themoreof theseyoucancompletepersecond,thefasteryouroperatingsystem
is goingto bewhenperformingrealwork. Sincethebiggestbottleneckto harddisksis not the
actualdisk throughput,but insteadis thedisk-seektimes,betternumbersherewill meanbetter
performanceoverall.This is especiallytruein multi-userenvironments.

There is also a somewhat newer version of bonnie that is called bonnie++
(http://www.coker.com.au/bonnie++/) that�x esa few bugs,andincludesextra tests.

dkftpbench

An ftp benchmarkingutility that is designedto simulatereal-world ftp usage(large numberof
clients,throttleconnectionsto modemspeeds,etc.).It alsoincludestheusefuldklimits utility.

dkftpbench is availablefrom DanKegel's page(http://www.kegel.com/dkftpbench/).

2.1.1. Web Server Benc hmarking Tools

Youmightwantto applybenchmarkingto high-traf�c websitesor whenyouhaveanunexpectedload
spike (for example,a virus is �ooding yourserverswith bogusrequests).

autobench

autobench is a simplePerlscriptfor automatingtheprocessof benchmarkingawebserver (or
for conductinga comparative testof two differentwebservers).Thescript is a wrapperaround
httperf. Autobench runs httperf a numberof times againsteachhost, increasingthe number
of requestedconnectionsper secondon eachiteration,and extracts the signi�cant datafrom
the httperf output,delivering a CSV or TSV format �le which canbe importeddirectly into a
spreadsheetfor analysis/graphing.

For more informationon autobench , seehttp://www.xenoclast.org/autobench/. To download,
go to: http://www.xenoclast.org/autobench/downloads

http_load

http_load is anice,simplehttpbenchmarkingapplicationthatdoesintegrity checking,parallel
requests,and simple statistics.http_load generatesa load basedoff a test �le of URLs to
access,soit is �e xible.

http_load is availablefrom ACME Labs(http://www.acme.com/software/http_load/).

httperf

httperf is a popularwebserver benchmarktool. It providesa �e xible facility for generating
variousHTTP workloadsandfor measuringserver performance.The focusof httperf is not
onimplementingoneparticularbenchmarkbut onproviding arobust,high-performancetool that
facilitatestheconstructionof bothmicro-andmacro-level benchmarks.Thethreedistinguishing
characteristicsof httperf are its robustness,which includesthe ability to generateandsus-
tain server overload,supportfor the HTTP/1.1protocol,andits extensibility to new workload
generatorsandperformancemeasurements.
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For information,seehttp://www.hpl.hp.com/personal/David_Mosberger/httperf.html To down-
load,go to ftp://ftp.hpl.hp.com/pub/httperf/

WebStone

WebStone is a highly-con�gurableclient-server benchmarkfor HTTP servers.It makesHTTP
1.0GET requestsfor speci�c pagesonawebserver andmeasuresthethroughputandlatency of
eachHTTP transfer. By default, only statisticaldataarereturned,but you canrequestdatafor
eachtransaction.WebStonealsoreportstransactionfailures("ConnectionRefused")errors.

For moreinformation,seehttp://www.mindcraft.com/webstone/

2.2. System-Monitoring Utilities
Many system-monitoringutilities report the systemload.A heavily loadedsystemwill have a load
averagethat is greaterthan two times the numberof CPUs.Note that high loadsmay indicatea
machinethatis CPU-bound,but it canalsoindicatememory-boundor I/O-boundsystems.

Thesesystem-monitoringutilities have someoverlapin functionalitywith thetoolsdescribedin Sec-
tion 2.1BenchmarkingUtilities.

xload

xload providesa graphicalview of thesystemload.Of course,this requiresthatyou run theX
Window system.
xload -scale 2

uptime

If you arenot runningtheX Window system,you canseea snapshotof theloadaveragefor the
previous1, 5, and15-minuteperiodsby usinguptime :
uptime

Thisprovidesinformationsimilar to thefollowing:
9:10:01 up 120 days, 0 min, 9 users, load average: 9.23, 0.96, 0.00

Thevaluefor users is thenumberof interactive login sessionson thesystem.Theloadaverage
is thenumberof processesthat arewaiting to run or have beenblocked while waiting for I/O.
Uniprocessormachinesshouldgive valuesaround1.00;multi-processormachinesmight run up
to 10 timesthatrate.

vmstat

vmstat , which is partof theprocps package,providesinformationaboutvirtual memory.

Hereis asamplevmstat outputfrom a lightly usedserver:
procs memory swap io system cpu

r b swpd free buff cache si so bi bo in cs us sy id wa
0 0 300492 16872 391760 436980 0 1 0 1 1 0 0 0 1 1

And hereis somesampleoutputfrom aheavily usedserver:
procs memory swap io system cpu

r b swpd free buff cache si so bi bo in cs us sy id wa
16 0 2360 264400 96672 9400 0 0 0 1 53 24 3 1 96 1
24 0 2360 257284 96672 9400 0 0 0 6 3063 17713 64 36 0 1
15 0 2360 250024 96672 9400 0 0 0 3 3039 16811 66 34 0 1

Themostinterestingnumberhereis the �rst one,“ r ”, in theprocs (processes)section;this is
thenumberof theprocessthatareon therun queue.This valueshows how many processesare
readyto be executed,but cannotbe ran at the momentbecauseotherprocessesneedto �nish.
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For lightly loadedsystems,this shouldbesomethinglessthantwo to four timesthenumberof
processors(so,lessthan8 onadual-processormachine).

Theothermainprocs valueis b (blockedprocesses).If avalueregularlyappearsin thiscolumn,
thesystemis waiting ondiskaccessor network access.

In theswap area,si in thenumberof KB of memoryswappedin andso in thenumberof KB
of memoryswappedout.

Otherinterestingvaluesincludethe"system"numbersfor in andcs . Thein valueis thenumber
of interruptspersecondasystemis getting.A systemdoingalot of network or diskI/O will have
high valueshere,asinterruptsaregeneratedevery time somethingis reador written to thedisk
or network.

Thecs valueis the numberof context switchespersecond.A context switch occurswhenthe
kernelhasto remove the informationstoredin the processor's registersfor the currentprocess
and replaceit with the context information for a processthat hasjust preemptedthe current
process.It is actually much more complicatedthan that, but that is the basicidea.Excessive
context switchesarebad,asit takesa fairly largenumberof cyclesto performa context switch.
Consequently, if youaredoinglotsof context switches,youarespendingall your timechanging
jobsandnotactuallydoingany work.

vmstat -s provides a list of statisticsincluding "IO-wait cpu ticks", "pagespagedin", and
"pagespagedout".

Chapter1 Evidence-BasedPerformanceAnalysisandTuninghasanexampleof usingvmstat
(Section1.2.4AnalyzingtheEvidence).

ps

Theps displaysasnapshotof thecurrentprocesses.Considerusingtheseoptions:
ps -eo pid,%cpu,vsz,args,wchan

This shows every process,their pid, % of cpu,memorysize,name,andwhat syscallthey are
currentlyexecuting.

A basicform of thecommandis:
ps aux

To view aparticularprocessover time:
watch --interval= interval "ps auxw | grep pid "

To view all processesin treeform:
pstree

Parameter Show for every process:

args Commandname

%cpu Percentageof CPUusage

comm Nameof theexecutable

cmaj�t Numberof majorpagefaultsfor theprocessandall its children

cmin�t Numberof minorpagefaultsfor theprocessandall its children

cmdline Commandthatis running

maj�t Numberof majorpagefaults

min�t Numberof minorpagefaults

pid Processidenti�er

pstree View all processesin treeform
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Parameter Show for every process:

rss Residentsetsizein KB

vsz Memorysize(alsowrittenvsize )

wchan Thesyscallcurrentlyexecuting

Table 2-1.SelectedParametersfor ps

top

The top commanddisplaysthe processesthat arecurrentlyusingthe mostprocessortime. In
effect, this is ps run every 5 seconds.Usethes (secure)andd x (durationseconds ) options
to monitoroperations.
top sd 10

Youcanalsosortby thetitles of thecolumns;for example,by theSIZE of theapplications.

Notethat top mayexecuteoftenenoughto in�uence theloadaverage.

vtad

vtad is a rule-basedperformancemonitoringsystemfor Linux servers.It monitorsthesystem's
performanceandmakesrecommendationsfor tuningbasedonrulesets. Rulesetsaresuggestions
for performancecon�guration.For example:

• Thecon�guredmaximumsharedmemoryshouldbe25%of thephysicalmemory.

• Thecon�guredmaximumnumberof �les shouldbeone-quarterthenumberof inodes.

• The numberof available local portsshouldbe 10,000(or up to 28,000on serversthat have
many proxy server connections).

See:http://sourceforge.net/projects/vtad/

dklimits

A simpleutility to checktheactuallynumberof �le descriptorsavailable,ephemeralportsavail-
able,andpoll() -ablesockets.Be warnedthat it can take a while to run if therearea large
numberof �le descriptorsavailable,asit will try to openthatmany �les, andthenunlink them.

This is partof thedkftpbench package(http://www.kegel.com/dkftpbench/).

PerformanceAnalysisScript

PerformanceAnalysisScript.sh is a low-impactscriptthatis providedin AppendixA Per-
formanceAnalysisScriptandonlineat http://people.redhat.com/mbehm/.You canrun this script
by handbefore,during,andaftertheperformanceevent,or youcanmodify it to runperiodically
from cron . Thescriptprovidesenoughinformationto ruleoutobviousproblemswith swapping,
processsize,processcount,Ethernetbandwidthavailability, network errors,disk I/O bandwidth,
diskerrors,andinterruptcounts.Alwaysobtainat leasttwo runsof any data-gatheringscriptsso
thatyou cancomparea “normal, loadedsystem”,with thesystemwhenit is not performingas
expected.

2.3. Kernel Monitoring Utilities

strace

strace collectsinformationaboutkernelsystemcallsandsignalsof thecommandfollowing it
on thecommandline; thiscanproducea lot of outputandmoredetail thandesired.
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Thelower impact"-c" optioncountsthenumberof timesthateachkind of systemcall is invoked,
thetotal time spentfor eachsystemcall, andtheaveragetime persystemcall.

Thedefault is for strace to print out theinformation.

To generateausableamountof datafrom theprocesswith pid 27692andsendthatto a�le called
strace_output.txt , enter:
strace -c -p 27692 -o strace_output.txt

readprofile

readprofile readsanddisplaysthetime-basedsampledatacollectedby thepro�ler built into
thekernel.Thepro�ling is enabledasakernelbootoption,“profile=2 ” (the“2” indicatesthat
eachbin in thekernelhistogramis 22, 4, bytesin size).readprofile providesinformationonly
on thekernel;it will not provide informationon themodulesor theuser-spacecode.

ipcs

ipcs lists theinterprocesscommunicationmechanismsincludingshared-memoryregions,mes-
sagequeues,andsemaphores.

2.4. Disk Benc hmarking and Monitoring Utilities

dbench

dbench is agooddisk-I/Obenchmarkingutility. It is designedto simulatethedisk I/O loadof a
systemwhenrunningtheNetBenchbenchmarksuite;it seemsto doanexcellentjob.

Dbenchis availableat theSambaftp siteandmirrors(ftp://ftp.samba.org/pub/tridge/dbench/).

IOzone

A �le-system benchmarktool thatgeneratesandmeasuresa varietyof �le operations.IOzone
is usefulfor performinga broad�le-systemanalysis.Thebenchmarktests�le I/O performance
for the following operations:read,write, re-read,re-write, readbackwards,readstrided,fread,
fwrite, randomread,pread,mmap,aio_read,andaio_write.

Seethe IOzone site(http://www.iozone.org/).

tiobench

A multithread disk I/O benchmarkingutility that does a good job at stressingthe disks.
tiobench comeswith someusefulscriptsfor generatingreportsandgraphs.

Seethe tiobench site(http://sourceforge.net/projects/tiobench).

dt (datatest)

dt is avery gooddisk/scsitestprogram;it performsdisk I/O, processcreation,asyncI/O, etc.It
is not reallyabenchmarkprogram;it is moreof adata-integrity testingprogram.However, it can
alsobeusedto benchmarkthingsasoneof the intendedrolesof this programis to helppeople
tunetheirdriversoncethey have veri�ed thatthedriver is reliable.

dt is availableat: http://www.bit-net.com/~rmiller/dt.html

iostat

iostat -d shows the disk performancein transactionsper second,and well as statisticson
block readsandwrites.

Theexamplethatfollows givestheresultsfrom thecommandthatmonitorsthedisk at2-second
intervalsfor threesamplings:
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$ iostat -d 2 3

Linux 2.4.20-18.9smp (perftest.redhat.com) 09/28/2004

Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 1.07 2.01 15.95 5904202 46798960

Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 0.00 0.00 0.00 0 0

Device: tps Blk_read/s Blk_wrtn/s Blk_read Blk_wrtn
dev3-0 2.00 0.00 64.00 0 128

Theinitial valuesarethetotal numberof blocksreadandwritten sincethelastboot.Thesubse-
quentvaluesarethereadsandwritessincethatreport;thesevery low valuesindicatea machine
thatis largely idle.

To getextendedstatistics,usethe-x [ device ] argument:
iostat -x

For furtherinformation,seeSection4.4.4Disk I/O Elevators.

Note

When disk device drivers actually controlled the movement of the read/write heads on the disk
drive, it was easy for utilities, such as iostat , to calculate metrics for a device. For example, the
access times for a disk drive could be calculated based on the amount of time it took to service
a request. Modern disk controllers are much more advanced and perform many optimizations,
so it becomes much more dif�cult to obtain granular performance metrics.

vmstat

vmstat , which is part of the procps package,providesuseful informationwhendiagnosing
diskperformanceproblems.

Hereis asampleof vmstat output:
procs memory swap io system cpu

r b w swpd free buff cache si so bi bo in cs us sy id
1 0 0 0 9200 31856 34612 0 1 992 861 140 122 2 1 1

Thebi (blocksin) andbo (blocksout) valuesaretheareasto watchfor disk I/O.

Other�elds aredescribedin Section2.2System-MonitoringUtilities.

2.5. Memor y Monitoring Utilities
Thesesystem-loadmonitoringutilities have someoverlap in functionality with the tools described
elsewherein this chapter. See,for example,thedescriptionof vmstat in Section2.1 Benchmarking
Utilities andtop in Section2.2System-MonitoringUtilities.

free

/usr/bin/free liststheamountof memoryandswapspacein thesystem,aswell asthebuffers
andcacheusedby thekernel.

total used free shared buffers cached
Mem: 512688 501828 10860 0 91552 152664
-/+ buffers/cache: 257612 255076
Swap: 1638620 250692 1387928
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If morethanhalf theswapspaceis beingused,addmoreswapspace.

pmap

pmap takespid numbersasinputandproducesa listing of thememorymapfor theprocess.This
memorymapincludesinformationaboutwhethertheregionsis read,write, or executable.Each
entrylists thestartingaddressandthesizeof theregion.

pmap wasintroducedwith RHEL 3.

sar (SystemActivity Report)

sar enablesyou to get real-timeinformationaboutsystemresourceusage.It displaysactivity
recordsthatareautomaticallystoredin thesystem-activity data�le (/var/log/sa/sa DDwhere
DDis thedate).

To gatherdataaboutmemoryusage,usethefollowing options:

-n option

Displaysnetwork statistics.option can be DEV (for basicstatistics),EDEV(for errors),
SOCK(for socket statistics),or FULL (for all statistics).

-q

Queuelengthandloadaverages.

For example:
sar -q 5 2
Linux 2.4.9-e.16 (example.org) 04/04/2005
03:19:34 PM runq-sz plist-sz ldavg-1 ldavg-5
03:19:39 PM 2 97 0.13 0.40
03:19:44 PM 2 98 0.15 0.40

-r

Memory-usagestatistics.

-R

Rateof changeof memoryusage.

-s and-e

Startandendtimes.

For example:
sar -s 12:00:00 -e 12:15:00
12:00:00 PM CPU %user %nice %system %idle
12:10:00 PM all 2.29 0.13 0.40 97.18
12:20:00 PM all 1.25 0.17 0.07 98.51

-W

Swap-pagestatistics.

Forexample,to displaytherateof changeof memoryusageat5secondintervalsfor threereports:
sar -R 5 3
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mprof

mprof (Memory Pro�ler and Leak Detector) (http://www.software-facilities.com/devel-
software/mprof.php)is anotherutility you can use to obtain memory pro�ling information.

2.6. Network Monitoring Utilities
Thesenetwork monitoring utilities have someoverlap in functionality with the tools describedin
Section2.1BenchmarkingUtilities.

netstat

If you areprimarily concernedwith network servers,thenetstat commandcanoftenbevery
useful. It can show statusof all incoming and outgoingsockets, which can give very handy
informationaboutthestatusof anetwork server.

Oneof themoreusefuloptionsis:
netstat -pa

The“ -p ” optiontells it to try to determinewhatprogramhasthesocketopen,whichis oftenvery
usefulinformation.For example,saysomeoneNMAPs their systemandwantsto know what is
usingport666.Runningnetstat -pa will show youits statusandwhatis runningonthatTCP
port.

Anotherusefuloptionis:
netstat -i

The“ -i ” optiondisplaysnetwork statisticsaboutsentandreceived packets.Largenumbersof
errorsor droppedpacketscanindicatecongestionor hardwareproblems.

A complex, but useful,invocationis:
netstat -a -n|grep -E "^(tcp)"| cut -c 68-|sort|uniq -c|sort -n

Theoutputshows asortedlist of how many socketsarein eachconnectionstate.For example:
9 LISTEN

21 ESTABLISHED

ttcp

TTCPisabasicnetwork speedtester. It reallyonly pumpsdatafrom onesideof aTCP/IPnetwork
socket to anotherasfastaspossible.Thenumbersthisgivesarereally justabaseguidelineasto
how well your TCPstackcan�ll theparticularpipeit is talking through,but it is moreaccurate
thantrying to estimatewith ftp or otherprotocols.

On modernmachines,the bottleneckusually is not the CPU, so thosemeasurementsbecome
lessuseful.However, this is a usefulmeansof testingreliability: TTCP generatesa lot of TCP
packetallocations/deallocations andnetwork cardinterrupts,soit is usefulin determiningif your
Ethernetcarddriver is reliableor if it might breakunderheavy loads.

See:http://www.pcausa.com/Utilities/pcattcp.htm

netperf

NetPerf is a benchmarkthatyou canuseto measuretheperformanceof many differenttypes
of networking. It providestestsfor bothunidirectionalthroughput,andend-to-endlatency. The
environmentscurrentlymeasurableby NetPerf include:TCPandUDPvia BSDSockets,DLPI,
Unix DomainSockets,ForeATM API, andHiPPI.

For moreinformation,seehttp://www.netperf.org/netperf/NetperfPage.html. To download,go to
ftp://ftp.sgi.com/sgi/src/netperf/
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NetPIPE

NetPIPE is atool thatvisuallyrepresentsthenetwork performanceunderavarietyof conditions.
It combinesthebestqualitiesof TTCPandNetPerf .

pchar

pchar is a tool to characterizethebandwidth,latency, andlossof links alonganend-to-endpath
throughtheInternet.

For moreinformation,seehttp://www.kitchenlab.org/www/bmah/Software/pchar/.

2.7. Tools for Improving Application Performance

Note

If your application uses NPTL, also see Section 2.7.2 Tools for NPTL.

hoard (libhoard )

Hoard is a fast,scalableandmemory-ef�cient allocatorfor multiprocessors.It is a drop-in re-
placementfor theC andC++ memoryroutines.

Hoard solvestheheapcontentionproblemcausedwhenmultiple threadscall dynamicmemory-
allocationfunctionssuchasmalloc() andfree() (or new anddelete ). Hoard candramati-
cally improve theperformanceof multithreadedprogramsrunningonmultiprocessors.

For moreinformation,see:http://www.cs.umass.edu/~emery/hoard/

oprofile

OProfile collectsdataon all the runningexecutablesand the kernel. It is useful to identify
hot spotswheretheprocessorspendssigni�cant amountsof time.OPro�le canalsousetheper-
formancemonitoringhardwareon processorsto identify which processorresourcesarelimiting
performance;for example,cacheandbranchpredictionhardware.

SeeChapter7 ApplicationTuningwith OPro�le .

/usr/bin/gprof

Usercodecanbecompiledandlinkedwith "-pg" to enablepro�ling. This instrumentsthecode
to recordfunction calls so that gprof canbuild a call graphthat usestime-basedsamplingto
indicatewheretheprogramspendstime. The gprof supportin RHEL is not threadsafe,does
notdumpdatauntil theprogramexits, anddoesnot recordinformationaboutsharedlibraries.

/usr/bin/gcov

gcov readstheinformationgeneratedby programscompiledwith GCC's "-ftest-coverage"and
"-fpro�le-arcs" options.Whenthe compiledprogramis run, datais collectedon which basic
blocksin theprogramareexecutedandthenumberof timesthey areexecuted.gcov mapsthat
informationbackto thesourcecodeandindicatesthenumberof timesthatspeci�c lines in the
sourcecodeareexecuted.

/usr/bin/sprof

The loaderincludedin glibc allows pro�ling of a sharedlibrary. For example,to pro�le the
sharedlibc library for thedu commandandwrite thedataout to a �le xyz , type:
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LD_PROFILE=libc.so.6 du

To analyzethedata:
sprof libc.so.6 libc.so.6.profile|more

/usr/bin/ltrace

ltrace interceptscalls to sharedlibrary routinesandprints out a traceof the sharedlibrary
routinesexecuted.This instrumentationcansigni�cantly slow theexecutionof theprogram.

2.7.1. Pointer -Use Errors

Many pointer-useerrorsrelateto heapallocation.Writing pasttheendof a heapobject,or accessing
a pointer after a free , can sometimesbe detectedwith nothingmore than a library that replaces
thestandardlibrary's heapfunctions(malloc , free , etc.).This sectionexaminesprogramsthatcan
detectsucherrors.

ElectricFence

ElectricFenceC memorydebugginglibrary (http://linux.maruhn.com/sec/electricfence.html) is
a utility you canuseto obtainmoredetailedstatisticsregardingmemoryusageby individual
programs.It canalsomanageheapobjectsthatabut inaccessiblevirtual memorypages.A buffer
overruntherecausesan instantsegmentationfault. Somelibrariesprovide a protectedpadding
areaaroundbuffers.Thispaddingis �lled with codethatcanbeperiodicallycheckedfor changes,
soprogramerrorscanbedetectedat acoarsergranularity.

Youlink theElectricFencelibrary in atcompiletimeandit warnsyouof possibleproblems,such
asfreeingmemorythatdoesnotexist.

ElectricFencehasanumberof limitations:

• It usesmmap() to allocatememory. mmap() canallocatememoryonly in pageunits,which
canquickly exhausttheavailableaddressspaceon32-bit platforms.

• It canperformaccesschecksonly in onedirection—eitheraboveor below theallocatedbuffer.
Youmaywantto run theprogramtwice: oncewith EF_PROTECT_BELOWoff andoncewith it
on.

• If the addressis only slightly wrong and the block is alignedat the top of the page,some
accessesbeyond the top of the object might go unnoticedif the object size andalignment
requirea few �ll bytes.

• If the addressis wrong by morethanonepagesize,the accessmight be beyond the guard
pageswith PROT_NONEaccesscreatedby thelibrary; consequently, it might succeed.

Bounded-pointersGCCExtension

The bounded-pointersGCC extension (http://gcc.gnu.org/projects/bp/main.html) addresses
pointererrorsby replacingsimplepointerswith a three-word structthatalsocontainsthe legal
boundsfor that pointer. This changesthe systemABI, making it necessaryto recompilethe
entireapplication.Theboundsarecomputeduponassignmentfrom theaddress-ofoperator, and
constructedfor systemcallswithin aninstrumentedversionof thestandardlibrary. Eachuseof
the pointer is quickly checked againstits own bounds,and the application abortsupon a
violation. Becausethereis no databaseof live objects,an instrumentedprogramcanoffer no
extra informationto helpdebug theproblem.

gcc-checker Extension

Thegcc-checkerextension(http://www-ala.doc.ic.ac.uk/~phjk/BoundsChecking.html) addresses
pointererrorsby mappingall pointer-manipulationoperationsandall variablelifetime scopesto
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calls into a runtimelibrary. In this scheme,the instrumentationis heavy-weight,but thepointer
representationin memoryremainsABI-compatible.It may be possibleto detectthe momenta
pointerbecomesinvalid (say, througha badassignmentor increment),beforeit is ever usedto
accessmemory.

StackGuard GCC Extension

TheStackGuardGCCextension(http://immunix.org/stackguard.html) addressesstack-smashing
attacksvia buffer overruns.It doesthis by instrumentinga functionto rearrangeits stackframe,
so that arraysareplacedaway from vulnerablevaluessuchasreturnaddresses.Furtherguard
paddingis addedaroundarraysandis checkedbeforeafunctionreturns.This is light-weightand
reasonablyeffective, but providesno generalprotectionfor pointererrorsor debuggingassis-
tance.

Purify

ThePurifypackage(http://www.rational.com/products/purify_unix/) isawell-known proprietary
packagefor detectingmemoryerrors.Purify works by batch instrumentationof object �les,
reverse-engineeringpatternsin objectcodethat representcompiledpointeroperations,andre-
placingthemwith amixtureof inline codeandcallsinto a runtimelibrary.

Mudflap

Mudflap is a pointer-use-checkingtechnologybasedon compile-timeinstrumentation.It trans-
parentlyaddsprotective codeto a variety of potentially unsafeC/C++ constructsthat detect
actualerroneoususesat runtime.It candetectNULL pointerdereferencing,runningoff theends
of buffers andstrings,andleakingmemory. Mud�ap hasheuristicsthat allow somedegreeof
checkingevenif only asubsetof aprogram's objectmodulesareinstrumented.

Mudflap is describedin detailin Chapter6 DetectingandPreventingApplicationMemoryProb-
lems.

valgrind

Valgrind executesyour programin a virtual machine,keepingtrack of the memoryblocks
thathavebeenallocated,initialized,andfreed.It simulatesevery instructionaprogramexecutes,
which revealserrorsnot only in an application,but also in all supportingdynamically-linked
(.so-format ) libraries, including the GNU C library, the X client libraries,Qt (if you work
with KDE), andsoon.

Valgrind is describedin detail in Chapter6 Detectingand PreventingApplication Memory
Problems.

2.7.2. Tools for NPTL

NPTL TestandTraceProject

TheNPTL TestandTraceProjectaimsto improve theNPTL library. Althoughthegroupis just
underway, youmaywantto monitortheir progressat http://nptl.bullopensource.org/home.php.

NPTL TraceTool

NPTL TraceTool providesamechanismto tracetheNPTL Library asunobtrusively aspossible
for theapplicationdynamics.Thepost-mortemanalysisallowsmeasurements(of contensionand
otherissues)to give youanunderstandingof hangsor bugs.

Seehttp://sourceforge.net/projects/nptltracetool/.
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Tip

See also Section 3.1.5 Kernel Threads.
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Chapter 3.

Under standing the Vir tual Memor y Management
System

Oneof themostimportantaspectsof anoperatingsystemis theVirtual MemoryManagementsystem.
Virtual Memory (VM) allows anoperatingsystemto performmany of its advancedfunctions,such
asprocessisolation, �le caching,andswapping.As such,it is imperative that you understandthe
functionsandtunableparametersof anoperatingsystem's virtual memorymanagerso that optimal
performancefor agivenworkloadcanbeachieved.

This chapterprovidesa generaloverview of how a VM works,speci�cally theVM implementedin
RedHat EnterpriseLinux 3. TheVM maychangebetweenreleases;however, with a well-grounded
understandingof thegeneralmechanicsof a VM, it is fairly easyto convert your knowledgeof VM
tuningto anotherVM asthesamegeneralprincipleswill apply. Thedocumentationfor agivenkernel
(includingits speci�c tunableparameters),canbefoundin thecorrespondingkernelsourcetreein the
�le /usr/src/ linux_kernel /Documentation/sysctl/vm.txt .

3.1. Vir tual Memor y Terminology
To properly understandhow a Virtual Memory managerdoesits job, it helpsto understandwhat
componentscomprisea VM. While the low level detailsof a VM are overwhelmingfor most, a
high level view is nonethelesshelpful in understandinghow a VM systemworks,andhow it canbe
optimizedfor variousworkloads.A high level overview of the componentsthat make up a Virtual
Memorymanageris presentedin Figure3-1
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3.1.1. What Comprises a VM

Figure3-1.High Level Overview Of VM Subsystem

While aVM is actuallyfarmorecomplicatedthanillustratedin Figure3-1, thehigh-level functionof
thesystemis accurate.Thefollowing sectionsdescribeeachof thelistedcomponentsin theVM.

3.1.2. Memor y Management Unit (MMU)

The Memory ManagementUnit (MMU) is the hardwarebasethat make a Virtual Memory system
possible.TheMMU allows softwareto referencephysicalmemoryby aliasedaddresses,quiteoften
more than one. It accomplishesthis throughthe useof pages and page tables. The MMU usesa
sectionof memoryto translatevirtual addressesinto physicaladdressesvia a seriesof tablelookups.
Variousprocessorarchitecturesperformthis functionin slightly differentways,but in general,Figure
3-2 illustrateshow a translationis performedfrom avirtual addressto aphysicaladdress.
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Figure3-2. Illustration of a Virtual-to-Physical Memory Translation

Eachtablelookupprovidesa pointerto the baseof the next table,aswell asa setof extra bits that
provide auxiliary dataregardingthat pageor set of pages.This information typically includesthe
currentpagestatus,accessprivileges,andsize.A separateportionof thevirtual addressbeingaccessed
providesanindex into eachtablein thelookupprocess.The�nal tableprovidesa pointerto thestart
of the physicalpagecorrespondingto the virtual addressin RAM, while the last �eld in thevirtual
addressselectstheactualword in thepagebeingaccessed.Any oneof thetablelookupsduring this
translation,may direct the lookupoperationto terminateanddrive the operatingsystemto perform
anotheraction.Someof theseactionsaresomewhatobservableat a systemlevel, andhave common
namesor references.

SegmentationViolation

A userspaceprocessrequestsavirtualaddress,andduringthetranslationthekernelis interrupted
andinformedthattherequestedtranslationhasresultedin apagethatit hasnotallocated,or that
theprocessdoesnothavepermissionto access.Thekernelrespondsby signalingtheprocessthat
it hasattemptedto accessaninvalid memoryregion,afterwhich it is terminated.

Swappedout

During a translationof an addressfrom a userspaceprocess,the kernel was interruptedand
informed that the pagetable entry lists the pageas accessible,but not presentin RAM. The
kernel interpretsthis to meanthat the requestedaddressis in a pagethat hasbeenswappedto
disk. The userprocessrequestingthe addressis put to sleepandan I/O operationis startedto
retrieve thepage.

3.1.3. Zoned Bud dy Allocator

TheZonedBuddyAllocator is responsiblefor themanagementof pageallocationsto theentiresys-
tem.Thiscodemanageslistsof physicallycontiguouspagesandmapstheminto theMMU pagetables
to provide otherkernelsubsystemswith valid physicaladdressrangeswhenthekernelrequeststhem
(Physicalto Virtual Addressmappingis handledby ahigherlayerof theVM andis collapsedinto the
kernelsubsystemsblockof Figure3-1.
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ThenameBuddyAllocator is derivedfrom thealgorithmthis subsystemusesto maintainit freepage
lists. All physicalpagesin RAM arecatalogedby the buddy allocatorandgroupedinto lists. Each
list representsclustersof 2n pages,wheren is incrementedin eachlist. Thereis a list of singlepages,
a list of 2 pageclusters,a list of 4 pagecluster, andsoon. Whena requestcomesin for anamount
of memory, that value is roundedup to the nearestpower of 2. An entry is thenremoved from the
appropriatelist, registeredin the pagetablesof the MMU, anda correspondingphysicaladdressis
returnedto thecaller, which is thenmappedinto avirtual addressfor kerneluse.If noentriesexist on
therequestedlist, anentryfrom thenext list up is brokeninto two separateclusters,and1 is returned
to thecallerwhile theotheris addedto thenext list down. Whenanallocationis returnedto thebuddy
allocator, the reverseprocesshappens.The allocationis returnedto the requisitelist, andthe list is
thenexaminedto determineif alargerclustercanbemadefrom theexistingentriesonthelist thatwas
justupdated.Thisalgorithmis advantageousin thatit automaticallyreturnspagesto thehighestorder
freelist possible. That is to say, asallocationsarereturnedto thefreepool, they automaticallyform
larger clusters,so thatwhena needarisesfor a large amountof physicallycontiguousmemory(for
example,for aDMA operation),it is morelikely thattherequestcanbesatis�ed.Notethatthebuddy
allocatorallocatesmemoryin pagemultiplesonly. Othersubsystemsareresponsiblefor �ner grained
control over allocationsize.For more informationregardingthe �ner detailsof a buddy allocator,
referto Bovet andCesati's UnderstandingtheLinuxKernel.

NotethattheBuddyAllocator alsomanagesmemoryzones, whichde�ne poolsof memorythathave
differentpurposes.Currentlythereare threememorypoolsfor which the buddy allocatormanages
access:

DMA

This zoneconsistsof the �rst 16 MB of RAM, from which legacy devicesallocateto perform
directmemoryoperations.

NORMAL

This zoneencompassesmemoryaddressesfrom 16 MB to 1 GB1 andis usedby thekernelfor
internaldatastructures,aswell asothersystemanduserspaceallocations.

HIGHMEM

This zoneincludesall memoryabove 1 GB andis usedexclusively for systemallocations(�le
systembuffers,userspaceallocations,etc).

3.1.4. Slab Allocator

The SlabAllocator providesa moreusablefront end to the Buddy Allocator for thosesectionsof
thekernelthatrequirememoryin sizesthataremore�e xible thanthestandard4 KB page.TheSlab
Allocator allows otherkernelcomponentsto createcachesof memoryobjectsof a given size.The
SlabAllocator is responsiblefor placingasmany of the caches'objectson a pageaspossibleand
monitoringwhich objectsarefree andwhich areallocated.Whenallocationsarerequestedandno
moreareavailable,the SlabAllocator requestsmorepagesfrom the Buddy Allocator to satisfythe
request.Thisallows kernelcomponentsto usememoryin amuchsimplerway. Thiswaycomponents
thatmake useof many smallportionsof memoryarenot requiredto individually implementmemory
managementcodesothattoomany pagesarenotwasted.2

1. Thehugememkernelextendsthiszoneto 3.9GB of space.
2. TheSlabAllocatormayallocateonly from theDMA andNORMAL zones.
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3.1.5. Kernel Threads

The last componentin the VM subsystemare the active tasks:kscand , kswapd , kupdated , and
bdflush . Thesetasksareresponsiblefor therecovery andmanagementof in-usememory. All pages
of memoryhave anassociatedstate(for moreinfo on thememorystatemachine,seeSection3.2The
Life of A Page).

Freshlyallocatedmemoryinitially enterstheactivestate.As thepagesitsin RAM, it is periodically
visited by the kscand task, which marks the pageas being inactive. If the pageis subsequently
accessedagainby a taskother thankscand , it is returnedto the active state.If a pageis modi�ed
duringits allocationit is additionallymarkedasbeingdirty. Thekswapd taskscanpagesperiodically
in muchthesameway, exceptthatwhenit �nds apagethatis inactive, kswapd considersthepageto
beacandidateto bereturnedto thefreepoolof pagesfor laterallocation.If kswapd selectsapagefor
freeing,it examinesits dirty bit. In theevent thedirty bit is set,it locksthepage,andinitiatesa disk
I/O operationto move thepageto swapspaceon theharddrive.WhentheI/O operationis complete,
kswapd modi�es the pagetableentry to indicatethat the pagehasbeenmigratedto disk, unlocks
thepage,andplacesit backon thefreelist, makingit availablefor furtherallocations.In generalthe
active tasksin the kernelrelatingto VM usageareresponsiblefor attemptingto move pagesout of
RAM. Periodicallythey examineRAM, trying to identify andfree inactive memorysothat it canbe
put to otherusesin thesystem.

3.1.5.1. NPTL Threading Librar y

The NPTL ThreadingLibrary was introducedin Red Hat EnterpriseLinux 3. If you have seena
reductionin performanceafteranupgradeto RHEL 3, it may be that your applicationdoesnot use
NPTL effectively.

3.1.5.1.1. Explaining LD_ASSUME_KERNEL

LD_ASSUME_KERNELsetsthekernelABI thattheapplicationexpects.

LD_ASSUME_KERNELis handledby the dynamic linker, but the behavior of a speci�c value of
LD_ASSUME_KERNELis not hardcodedin thedynamiclinker.

Every DSO(DynamicSharedObject,alsoknown asa sharedlibrary) cantell thedynamiclinker in
glibc which minimumoperatingsystemABI versionis needed.Notethatdynamiclinkersotherthan
glibc's donothave this feature.TheinformationabouttheminimumoperatingsystemABI versionis
encodedin anELFnotesectionusuallynamed.note.ABI-tag . Thisnotesectionmustbereferenced
by a PT_NOTEentryin theDSO's programheader.

To examinethe contentof a DSO's note section,usethe readelf programfrom elfutils (the
versionfrom binutils is inadequate).On a Red Hat system,the binary is called eu-readelf .
Usingit onaFedoraCore2 systemshows thefollowing:

$ eu-readelf -n /lib/tls/libc-2.3.3.so

Note segment of 32 bytes at offset 0x174:
Owner Data size Type
GNU 16 VERSION

OS: Linux, ABI: 2.4.20

This meansthe /lib/tls/libc-2.3.3.so DSOrequiresat leastOSABI version2.4.20.

The speci�c ABI versionrequirementson a RHL9, andFedoraCore1 and2 systemareasfollows
(notethatthis impliesIA-32 is thearchitecture):

• DSOsin /lib/tls needABI version2.4.20.

• DSOsin /lib/i686 needABI version2.4.1.

• DSOsin /lib needABI version2.2.5.
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This means:

• LD_ASSUME_KERNELsupportsonly versions2.2.5andlater.

• Versionsfrom 2.2.5to 2.4.0will usetheDSOsin /lib

• Versionsfrom 2.4.1to 2.4.19will usetheDSOsin /lib/i686

• Versions2.4.20andnewer will usetheDSOsin /lib/tls .

For theRedHat releases,this layoutwaschosento provide themaximumamountof backwardcom-
patibility for applicationsthatviolatethethreadingspeci�cationsor useimplementationartifacts(cor-
rectlywrittenapplicationswill have noproblems).

You mustensurethat programmersuseexplicit threadstacksizeswhencreatingnew threads.For
example,to causeall threadstacksto be64kby default,use:

ulimit -s 64

Thisalsosetsthemainthread'sstack(thethreadcreatedby thekernel)to alsohavethissizelimitation.
This is usuallyacceptable.

3.1.6. Components that Use the VM

It is worth mentioningtheremainingcomponentsthatsit on topof theVM subsystem.Thesecompo-
nentsactively usetheVM to acquirememoryandpresentsit to users,providing theoverall “feel” of
thesystem:

Network Stack

The Network Stackis responsiblefor the managementof network buffers beingreceived and
sentout of thevariousnetwork interfacesin asystem.

StandardC Library

Via varioussystemcalls, thestandardC library managespagesof virtual memoryandpresents
userapplicationswith anAPI allowing �ne-grainedmemorycontrol.

Virtual File System

TheVirtual �le systembuffersdatafrom disksfor morerapid �le access,andholdspagescon-
taining�le datathathasbeenmemory-mappedby anapplication.

3.2. The Lif e of A Page
All of thememorymanagedby theVM is labeledby astate. Thesestateshelplet theVM know what
to do with a givenpageundervariouscircumstances.Dependenton thecurrentneedsof thesystem,
theVM maytransferpagesfrom onestateto thenext, accordingto thestatemachinediagrammedin
Figure3-3:
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Figure3-3.BasicCon�guration

Using thesestates,the VM candeterminewhat is beingdonewith a pageby the systemat a given
time andwhatactionstheVM maytake on thepage.Thestatesthathave particularmeaningsareas
follows:

FREE

All pagesavailablefor allocationbegin in thisstate.This indicatesto theVM thatthepageis not
beingusedfor any purposeandis availablefor allocation.

ACTIVE

Pagesthathave beenallocatedfrom theBuddyAllocator enterthis state.It indicatesto theVM
thatthepagehasbeenallocatedandis actively in useby thekernelor auserprocess.

INACTIVE DIRTY

Thestateindicatesthatthepagehasfalleninto disuseby theentity thatallocatedit, andassuch
is a candidatefor removal from mainmemory. Thekscandtaskperiodicallysweepsthroughall
the pagesin memory, taking noteof the amountof time the pagehasbeenin memorysinceit
waslastaccessed.If kscand�nds thata pagehasbeenaccessedsinceit lastvisitedthepage,it
incrementsthepagesagecounter;otherwise,it decrementsthatcounter. If kscand happenson
apagethathasits agecounteratzero,thenthepageis movedto theinactive dirty state.Pagesin
theinactive dirty statearekeptin a list of pagesto belaundered.
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INACTIVE LAUNDERED

This is an interim statein which thosepagesthat have beenselectedfor removal from main
memoryenterwhile their contentsarebeingmovedto disk.Only pagesthatwerein theinactive
dirty stateenterthis state.Whenthe disk I/O operationis completethe pageis moved to the
inactive cleanstate,whereit maybedeallocated,or overwrittenfor anotherpurpose.If, during
thedisk operation,thepageis accessed,thepageis movedbackinto theactive state.

INACTIVE CLEAN

Pagesin thisstatehavebeenlaundered.Thismeansthatthecontentsof thepagearein syncwith
thebackingdataon disk. As such,they maybedeallocatedby theVM or overwrittenfor other
purposes.

3.3. Tuning the VM
Now that thepictureof theVM mechanismis suf�ciently illustrated,how is it adjustedto �t certain
workloads?Thereare two methodsfor changingtunableparametersin the Linux VM. The �rst is
thesysctl interface.Thesysctlinterfaceis a programmingorientedinterfacethatenablessoftware
programsto directly modify varioustunableparameters.Thesysctl interfaceis exportedto system
administratorsvia thesysctl utility, whichenablesanadministratorto specifyavaluefor any of the
tunableVM parameterson thecommandline, asin thefollowing example:

sysctl -w vm.max_map_count=65535

The sysctl utility also supportsthe useof the /etc/sysctl.conf con�guration �le, in which
all the desirablechangesto a VM canbe recordedfor a systemand restoredafter a restartof the
operatingsystem,makingthis accessmethodsuitablefor long term changesto a systemVM. The
�le is straightforward in its layout,usingsimplekey-valuepairswith commentsfor clarity, asin the
following example:

#Adjust the min and max read-ahead for files
vm.max-readahead=64
vm.min-readahead=32

#turn on memory over-commit
vm.overcommit_memory=2

#bump up the percentage of memory in use to activate bdflush
vm.bdflush="40 500 0 0 500 3000 60 20 0"

The secondmethodof modifying VM tunableparametersis via the proc �le system.This method
exportsevery groupof VM tunablesasa �le, accessiblevia all thecommonLinux utilities usedfor
modify �le contents.The VM tunablesareavailable in the directory /proc/sys/vm , andaremost
commonlyreadandmodi�ed usingtheLinux cat andecho utilities, asin thefollowing example:

# cat kswapd
512 32 8

echo 511 31 7 > /proc/sys/vm/kswapd

# cat kswapd
511 31 7

The proc �le systeminterface is a convenientmethodfor making adjustmentsto the VM while
attemptingto isolatethepeakperformanceof a system.For convenience,the following sectionslist
theVM tunableparametersasthe�lenamesthey areexportedasin /proc/sys/vm . Pleasenotethat
unlessotherwisestated,thesetunablesapplyto theRHEL32.4.21-4kernel.
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3.3.1. bd�ush

Thebdflush �le containsnineparameters,of whichsix aretunable.Theseparametersaffect therate
at which pagesin thebuffer cache3 arefreedandreturnedto disk.By adjustingthevariousvaluesin
this �le, asystemcanbetunedto achieve betterperformancein environmentswherelargeamountsof
�le I/O areperformed.Thefollowing parametersarede�ned in theorderthey appearin the�le.

Parameter Description

nfract Thepercentageof dirty pagesin thebuffer cacherequiredto activate
thebd�ush task

ndirty Themaximumnumberof dirty pagesin thebuffer cacheto write to
disk in eachbd�ush execution

reserved1 Reservedfor futureuse

reserved2 Reservedfor futureuse

interval Thenumberof jif �es to delaybetweenbd�ush iterations

age_buffer Thetime for anormalbuffer to agebeforeit is consideredfor �ushing
backto disk

nfract_sync Thepercentageof dirty pagesin thebuffer cacherequiredto causethe
tasksthataredirtying pagesof memoryto startwriting thosepagesto
disk themselves,slowing thedirtying process

nfract_stop_bd�ush Thepercentageof dirty pagesin buffer cacherequiredto allow bd�ush
to returnto idle state

reserved3 Reservedfor futureuse

Generally, systemsthat requiremore free memoryfor applicationallocationwill want to set these
valueshigher(exceptfor theagebuffer, whichwouldbemovedlower),sothat�le datais sentto disk
morefrequently, andin greatervolume,thusfreeingup pagesof RAM for applicationuse.This of
coursecomesat theexpenseof CPUcycles,asthesystemprocessorspendsmoretime moving data
to disk, and lesstime runningapplications.Conversely, systemsthat arerequiredto performlarge
amountsof I/O would want to do the oppositeto thesevalues,allowing moreRAM to be usedto
cachedisk �le, sothat�le accessis faster.

3.3.2. dcac he_priority

This �le controlsthe biasof the priority for cachingdirectorycontents.Whenthe systemis under
stress,it will selectively reducethesizeof various�le systemcachesin aneffort to reclaimmemory.
By adjustingthis value up, memoryreclamationbias is shifted away from the dirent 4 cache.By
reducingthisamount,biasis shiftedtowardreclaimingdirentmemory. Thisis notaparticularlyuseful
tuningparameter, but it canbehelpful in maintainingthe interactive responsetime on anotherwise
heavily loadedsystem.If youexperienceintolerabledelaysin communicatingwith yoursystemwhen
it is busyperformingotherwork, increasingthis parametermayhelpyou.

3. Thesubsetof pagecachethatstores�les in memory
4. A direntis a DIRectoryENTry. Directoryentriescontaininformationaboutthe�les in thosedirectoriesand

arecachedin thekernelto speeddiskaccess.They caneitheraccountfor performancegains(if thesamedirectory

is accessedmany timesover) or a performancedetriment(if many differentdirectoriesareaccessed,resultingin

largememoryallocations).
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3.3.3. hug etlb_pool

This �le is responsiblefor recordingthe numberof megabytesusedfor `huge' pages.Hugepages
are just like regular pagesin the VM, only they arean orderof magnitudelarger.5 Hugepagesare
both bene�cial anddetrimentalto a system.They arehelpful in that eachhugepagetakesonly one
setof entriesin theVM pagetables,which allows for a higherdegreeof virtual addresscachingin
the TLB6 anda requisiteperformanceimprovement.On the downside,they arevery large andcan
bewastefulof memoryresourcesfor thoseapplicationsthatdo not needlarge amountsof memory.
Someapplications,however, do requirelargeamountsof memoryandif they arewritten to beaware
of them,canmake gooduseof hugepages.If a systemrunsapplicationsthat requirelarge amounts
of memoryandis awareof this feature,thenit is advantageousto increasethis valueto an amount
satisfactoryto thatapplicationor setof applications.

3.3.4. inactive_c lean_per cent

This control speci�estheminimumpercentageof pagesin eachpagezonethatmustbein theclean
or launderedstate.If any zonedropsbelow this threshold,andthesystemis underpressurefor more
memory, thenthatzonewill begin having its inactive dirty pageslaundered.Notethat this control is
only availableon the2.4.21-5ELkernelsforward.Raisingthevaluefor thecorrespondingzonethat
is memorystarved will causepagesto be pagedout morequickly, eliminatingmemorystarvation,
at theexpenseof CPUclock cycles.Lowering this numberwill allow moredatato remainin RAM,
increasingthesystemperformance,but at therisk of memorystarvation.

3.3.5. kswapd

While this setof parameterspreviously de�ned how frequentlyandin whatvolumea systemmoved
non-buffer cachepagesto disk, in RedHat EnterpriseLinux 3, thesecontrolsareunused.

3.3.6. max_map_count

This �le allows for therestrictionof thenumberof VMAs (Virtual MemoryAreas)thata particular
processcanown. A Virtual MemoryArea is a contiguousareaof virtual addressspace.Theseareas
arecreatedduring the life of the processwhenthe programattemptsto memorymapa �le, link to
a sharedmemorysegment,or simply allocatesheapspace.Tuning this value limits the amountof
theseVMA's that a processcanown. Limiting the amountof VMA's a processcanown can lead
to problematicapplicationbehavior, asthe systemwill returnout of memoryerrorswhena process
reachesits VMA limit, but canfreeuplowmemfor otherkerneluses.If yoursystemis runninglow on
memoryin theZONE_NORMALzone,thenloweringthis valuewill helpfreeupmemoryfor kernel
use.

3.3.7. max-readahead

This tunableaffectshow earlytheLinux VFS (Virtual File System)will fetchthenext block of a �le
from memory. File readaheadvaluesaredeterminedon a per �le basisin the VFS andareadjusted
basedon thebehavior of theapplicationaccessingthe�le. Anytime thecurrentpositionbeingreadin
a �le plusthecurrentreadaheadvalueresultsin the �le pointerpointingto thenext block in the�le,
thatblock will befetchedfrom disk.By raisingthis value,theLinux kernelwill allow thereadahead
value to grow larger, resultingin moreblocksbeingprefetchedfrom disks that predictablyaccess
�les in uniform linear fashion.This canresult in performanceimprovements,but canalsoresult in

5. Notealsothathugepagesarenot swappable
6. TranslationLook-asideBuffer: A device thatcachesvirtual addresstranslationsfor fasterlookups
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excess(andoftenunnecessary)memoryusage.Loweringthisvaluehastheoppositeaffect.By forcing
readaheadsto belessaggressive, memorymaybeconservedat apotentialperformanceimpact.

3.3.8. min-readahead

Likemax-readahead,min-readaheadplacesa�oor onthereadaheadvalue.Raisingthisnumberforces
a �les readaheadvalue to be unconditionallyhigher, which canbring aboutperformanceimprove-
ments,providedthatall �le accessin thesystemis predictablylinearfrom thestartto theendof a�le.
This of courseresultsin highermemoryusagefrom thepagecache.Conversely, lowering this value,
allows thekernelto conserve pagecachememory, at apotentialperformancecost.

3.3.9. overcommit_memor y

The overcommit_memory setsthe generalkernel policy toward grantingmemoryallocations.If
the valuein this �le is 0, thenthe kernelwill checkto seeif thereis enoughmemoryfree to grant
a memoryrequestto a malloc call from an application.If thereis enoughmemory, the requestis
granted.Otherwiseit is deniedandanerrorcodeis returnedto theapplication.If the settingin this
�le is 1, the kernelwill allow all memoryallocations,regardlessof the currentmemoryallocation
state.If thevalueis setto 2, thenthekernelwill grantallocationsabove theamountof physicalRAM
andswapin thesystem,asde�ned by theovercommit_ratio value(de�ned below). Enablingthis
featurecanbe somewhat helpful in environmentsthat allocatelarge amountsof memoryexpecting
worst-casescenarios,but donot useit all.

3.3.10. overcommit_ratio

This tunablede�nes the amountby which the kernelwill overextend its memoryresources,in the
eventthatovercommit_memoryis setto thevalue2. Thevaluein this �le representsapercentagethat
will beaddedto theamountof actualRAM in asystemwhenconsideringwhetherto grantaparticular
memoryrequest.For instance,if this valuewassetto 50, thenthekernelwould treata systemwith
1GB of RAM and1GB of swap asa systemwith 2.5GB of allocatablememorywhenconsidering
weatherto grantamallocrequestfrom anapplication.Thegeneralformulafor this tunableis:

memory_{allocatable}= (sizeof_{swap} + (sizeof_{ram}* overcommit_{ratio}))

Usetheseprevioustwo parameterswith caution.Enablingmemoryovercommitcancreatesigni�cant
performancegainsat little cost,but only if yourapplicationsaresuitedto its use.If your applications
useall of thememorythey allocate,memoryovercommitcanleadto shortperformancegainsfollowed
by longlatenciesasyourapplicationsareswappedout to disk frequentlywhenthey mustcompetefor
oversubscribedRAM. Alsoensurethatyouhaveatleastenoughswapspaceto covertheoverallocation
of RAM (meaningthat your swap spaceshouldbe at leastbig enoughto handlethe percentageof
overcommit,in additionto theregular50percentof RAM thatis normallyrecommended).

3.3.11. pagecache

Thepagecache �le adjuststheamountof RAM thatcanbeusedby thepagecache.Thepagecache
holdsvariouspiecesof data,suchasopen�les from disk, memorymapped�les andpagesof ex-
ecutableprograms.Modifying the valuesin this �le dictateshow muchof memoryis usedfor this
purpose.

Parameter Description

min Theminimumamountof memoryto reserve for pagecacheuse
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Parameter Description

borrow kswapdbalancesthereclaimingof pagecachepagesandprocessmemoryto reach
thispercentageof pagecachepages

max If morememorythanthispercentageis takenby thepagecache,kswapdwill evict
pagesonly from thepagecache.Oncetheamountof memoryin pagecacheis
below this threshold,thenkswapdwill againallow itself to moveprocesspagesto
swap.

Adjusting thesevaluesupward allows more programsand cached�les to stay in memorylonger,
therebyallowing applicationsto executemore quickly. On memorystarved systemshowever, this
may lead to applicationdelays,as processesmust wait for memoryto becomeavailable.Moving
thesevaluesdownward swapsprocessesandotherdisk-backed dataout morequickly, allowing for
otherprocessesto obtainmemorymoreeasily, increasingexecutionspeed.For mostworkloadsthe
automatictuningworks�ne. However, if your workloadsuffersfrom excessive swappinganda large
cache,youmaywantto reducethevaluesuntil theswappingproblemgoesaway.

3.3.12. page-cluster

Thekernelwill attemptto readmultiple pagesfrom disk on a pagefault, in orderto avoid excessive
seekson theharddrive. This parameterde�nes thenumberof pagesthekernelwill try to readfrom
memoryduring eachpagefault. The value is interpretedas2^page-clusterpagesfor eachpagefault. A
pagefault is encounteredevery time a virtual memoryaddressis accessedfor which thereis not
yet a correspondingphysicalpageassigned,or for which thecorrespondingphysicalpagehasbeen
swappedto disk. If the memoryaddresshasbeenrequestedin a valid way (that is, the application
containstheaddressin its virtual memorymap).thenthekernelwill associatea pageof RAM with
theaddress,or retrieve thepagefrom diskandplaceit backin RAM, andrestarttheapplicationfrom
whereit left off. By increasingthe page-clustervalue,pagessubsequentto the requestedpagewill
also be retrieved, meaningthat if the workload of a particularsystemaccessesdatain RAM in a
linearfashion,increasingthisparametercanprovidesigni�cant performancegains(muchlike the�le
read-aheadparametersdescribedearlier).Of courseif yourworkloadaccessesdatadiscreetlyin many
separateareasof memory, thenthis canjustaseasilycauseperformancedegradation.

To view thepagefault activity for aprocess,use:

ps -o minflt,majflt pid

Whereminflt (minor pagefault) indicatesthat the virtual memorysystemallocateda new page
framefor theprocessandmajflt (majorpagefault) indicatesthatthekernelblockedprocesseswhile
it readthecontentsof thepagefrom disk. (Major pagefaultsaremore'expensive' thanminor page
faults.)
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Warnings

• This chapter suggests parameter tuning changes you can make to improve the performance of
particular subsystems. Some of these parameter changes might improve that particular kind of
workload, but it might also degrade performance in other areas. The only way you can �nd out if
a change improves or degrades the performance of the subsystem and of the total system is by
taking careful measurements before and after the change. If the effect of the change cannot be
measured, it should not be made permanent.

As these changes are non-standard and can affect other kinds of workloads, they should be noted
and included in any Support-related interactions with Red Hat.

• If the changes you make to entries under /proc or /sys render your system unbootable or un-
usable, you should be able to remedy the problem by booting into either single-user mode or
emergency mode. See the Red Hat Enterprise Linux Step By Step Guide for details about booting
into single-user mode.

If yoursystemis encounteringperformance,memory, or scalabilityissues,thereareseveralsuggested
techniquesto analyzeandinvestigatetheproblem.

Isolatetheproblemto thedatabaseor applicationservices.The top commandis usefulfor this pur-
pose.If thereis high CPUusageon theapplicationservicesrelative to thedatabaseservices,or vice
versa,thenyouhave anareato focuson.

• If theproblemis with thedatabaseserver, turnondevelopersupportandidentify redundantor slow
queries.Oncethesequeriesare identi�ed, caching,denormalization,query optimization,and/or
creatingindexesshouldimprove performance.

Databaseserverstypically bene�t from any tuning you cando (or upgradesyou canperform)on
thedisk I/O. SeeSection4.2DiskTuning.

• If the problem is with the application server, system pro�ling is recommended.To
isolate application bottlenecks or memory usage, use a pro�ler such as OptimizeIt
(http://www.borland.com/optimizeit/) or JProbe(http://java.quest.com/jprobe/).

If thereappearsto be memorypressure,turning on verboselogging for garbagecollectioncanbe
helpful. EachJVM hasa differentway to turn on verbosegarbagecollection.With the IBM JVM,
startyourserver with:

java -verbose:gc

This logsall garbagecollectionactivity to your server log �le.

Impor tant

Once the issue in question has been resolved, be sure to turn off options such as developer support
and verbose logging. Excess logging can be the cause of very noticeable performance problems.
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4.1. Reducing System Load
Youcandeterminewhichprocessesareloadingthesystemby usingps andtop (whicharedescribed
in Section2.2 System-MonitoringUtilities). You may be ableto usethis informationto reducethe
systemload:

• If thereareprogramsthatcanberunduringoff-peaktimes,usecron to reschedulethem.

• If theprogramscanberun onadifferentserver, move them.

• If theprogramsarenot critical, userenice to raisetheir nicevalueandthusreducetheir priority.

Nice valuesrangefrom 19 (the lowestpriority) to -20 (the highestpriority); the default is 0. To
reducethepriority to 10of a runningprogramwith apid of 8435,use:
renice 10 8435

If this provesto bebene�cial, in thefuturestarttheprogramwith nice :
nice -n 10 program_name

4.1.1. Avoiding Swapping

Thegraphicbelow shows thedifferencein speedbetweenRAM anddiskaccess;notethatthescaleis
logarithmic.

Figure4-1.Data accesstime in cycles

If you have run the tools in Section2.5 MemoryMonitoring Utilities andseethat your systemis
usingswapspaceheavily, you shouldseeif you canaddRAM. Section5.1 CanYou UpgradeYour
Hardware?describesthelimits of eachversionof RedHat EnterpriseLinux.

If youmustuseswapspace,therearewaysto improve swapperformance:

• Placeswapareason the lowest-numberedpartitionson fastdisksspreadacrosstwo or morecon-
trollers.(It maybewastefulto dedicatea wholedisk to swap,soyou canusetheremainderof the
disk for infrequentlyusedstorage.)

• Assignhigherpriority to the fastestdisks.If you have multiple disks,set the swap partitionson
eachdisk to thesamepriority by usingthepri optionfor themount command.This stripesswap
spaceacrossthediskslike a RAID array, thusimproving performance.

• If youhaveanimmediateneedfor extraswapspacebut havenoavailablepartitions,youcansetup
a temporaryswap�le on a lightly-useddisk.However, usethepri commandto prioritize thetrue
swappartitionsover theslower swap�le:
/dev/sda1 swap swap pri= 3 0 0
/dev/sdb1 swap swap pri= 3 0 0
/dev/sdc1 swap swap pri= 3 0 0
/dev/swapfile swap swap pri= 1 0 0
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Tip

If a swap space must be on a busy disk, locate it as close to the busy partition as possible. This
reduces the seek time for the drive head and reduces swap latency.

4.1.1.1. Tuning Parameter s that Aff ect Swapping

A page fault occurswhenever thekernelneedsto accessa pageof datathatis not currentlyavailable
in thecurrentprocess'residentmemory. Page fault latencyis thetime requiredto movedatafrom the
harddrive into RAM. Thereareseveralparametersyoucantuneto optimizepagingperformance:

• /proc/sys/vm/page-cluster setsthenumberof pagesthekernelreadsperpagefault. Increas-
ing thisvaluereducesthecostof head-seektime.

• /proc/sys/vm/pagetable-cache setstheminimumandmaximumnumberof pagesof mem-
ory thatareusedperprocessorfor pagetablecaches.On SMPsystems,thisenableseachprocessor
to dopagetablecacheswithout having akernelmemorylock.

• For Linux versionsprior to= RedHat EnterpriseLinux 3, /proc/sys/vm/kswapd containsthe
valuesthatthekswapd kernelthreadusesfor swapping:

• tries_base is the maximumnumberof pagesto be freed in a cycle. The value shouldbe
divisibleby 4 or 8. Increasingthisnumbereffectively increasestheswapbandwidth.Thisshould
belargeenoughto makethewritesef�cient withoutoverloadingthediskqueue.Experimentwith
thisvaluewhile thesystemis pagingto �nd theoptimumvalue.

• tries_min is the minimum numberof timesthe kernelswap threadtries to free somepages.
Thisattemptsto ensurethatsomepagesarefreedevenwhenthethreadis calledwith aminimum
priority.

• swap_cluster is thenumberof pagesthekernel-swapthreadwritesin acycle.This shouldbe
largeenoughto minimizeheadseekswithout �ooding therequestqueue.

4.1.2. ptys and ttys

In olderversionsof RedHat Linux, thenumberof ptysandttys couldsometimesbea limiting factor
for login serversanddatabaseservers.This is lesslikely to beaproblemin RedHatEnterpriseLinux.
However, if you want to testwhetheryour systemis beingslowed by pty/tty limits, be aware that
modifying thesevaluesrequiresakernelrecompile,which invalidatesyour supportagreement.

4.2. Disk Tuning

Tip

Before you begin tuning, wherever possible spread the load for I/O as evenly as possible across the
available disk drives; if one drive is busier than the other drives in a system, that drive will most likely
be the bottleneck for applications.

Placing different �les on different disks can also help performance. For example:
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• Place the mail spool directory on a separate device, if a system's primary role is that of a
mailserver.

• For a system with a large number of interactive users, place the home directories for different users
on different disk drives.

• Use separate disks for the operating system, the data, and the log �les .

Systemperformanceoften dependsheavily on disk input/outputperformance,so it is critical that
you ensurethedisk I/O subsystemperformsasef�ciently aspossible.In particular, it is importantto
satisfyreadrequestsquickly astheseblockotherprocessesanddirectlyaffect theuser'sperceptionof
thesystem's performance.Sometoolsthatyou canuseto monitordisk performancearedescribedin
Section2.4Disk BenchmarkingandMonitoringUtilities.

SystemsthathaveanI/O bottleneckatthedisktypically havehighdiskanddisk-controllerutilization,
low network utilization,andpossiblylow CPUutilization.

Of course,fasterdrives improve performance,so you shouldchooseSCSI over IDE/EIDE disks.
Within agivendrive type,thereis a roughlylinearimprovementin performancebasedondiskspeed.
Comparinga 15,000rpm drive to a 7,200rpm oneshows that the fasterdrive haslessthanhalf the
latency andseektime,andprovidesalmosttwice thetotal throughput.

Note

Red Hat Enterprise Linux does not currently support iSCSI.

Fibre Channel, a fast, expensive alternative to SCSI, is not discussed in this document.

Whatever typeof disksyouhave,youcantunethemfor betterperformance.For example,mostmod-
ern disk controllershave built-in cachethat canbe usedto speedup both readandwrite accesses.
Becausewrite cachingcanleadto datalossor corruptionin theeventof apower failure,somemanu-
facturersmayshiptheirdiskdriveswith write cachingdisabled.Turningonwrite cachingcansignif-
icantlyboostdiskperformance,albeitat somerisk.

4.2.1. SCSI Tuning

SCSItuningis highly dependenton theparticularSCSIcardsanddrivesin question.Themosteffec-
tive variablewhenit comesto SCSIcardperformanceis tagged-commandqueueing.

Tagged-commandqueuing(TCQ)canimprovediskperformanceby allowing thethediskcontrollerto
re-orderI/O requestsin sucha way thathead-seekmovementis minimized.Therequestsaretagged
with an identi�er by the disk controllerso that the blocks requestedfor a particularI/O operation
canbereturnedin thepropersequencefor theorderin which they werereceived.This parameteris
typically passedasanargumentto thekernelat systemboot time.For certainapplications,you may
wish to limit thequeuedepth(numberof commandsthatcanbequeuedup).

For theAdaptecaic7xxxseriescards(2940's,7890's,*160's,etc.),thiscanbeenabledwith amodule
optionsuchas:

aic7xxx=tag_info:{{0,0,0,0,0,0,0}}

This enablesthedefault tagged-commandqueuingon the�rst device,on the�rst four SCSIIDs.

To settheTCQ depthto 64:

• To setthedepthtemporarily, use:
insmod aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}
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• To make this thedefault onRHEL 3, addthefollowing line to /etc/modules.conf :
options aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

• To make this thedefault onRHEL 4, addthefollowing line to /etc/modprobe.conf :
options aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

Alternatively, addthefollowing line to the“kernel” line in /boot/grub/grub.conf :

aic7xxxaic7xxx=tag_info:{{0,0,64,0,0,0,0}}

Checkthedriver documentationfor yourparticularSCSImodulesfor moreinformation.

Tip

To understand the output provided by the modinfo command, install the documentation for your
device drivers:

• For RHEL 3, and earlier, this information is provided, along with the kernel source code, in the
kernel-source package.

Another source of information is the �les in /usr/src/linux-2.4 /D ocu menta tio n.

• For RHEL 4, this information is provided in the kernel-doc package.

4.2.2. Read-ahead

Read-aheadis the practiceof readingmultiple blocksof data,anticipatingthat having readblock
A, thenext mostlikely requestwill beblocksB, C, andsoon. Cachingasyet unrequestedpagesin
memorymeansthatthekernelcansatisfyrequestsfor thatdatamorequickly while reducingtheload
on thediskcontroller.

Thedefaultnumberof pagesto read-aheadis controlledby /proc/sys/vm/min-readahead .When
theread-aheadalgorithmsucceeds(thatis, thecacheddatais actuallysearched),themin-readahead
valueis doubleduntil it reachesthevaluestoredin /proc/sys/vm/max-readahead .

Of course,theseperformanceincreasesdo not occurwhenrequestsare for randomdataor for the
samedatacontinuously. In thesesituations,the read-aheadalgorithmturnsitself off; therefore,you
can increaseperformanceif you areable to changerandomaccesspatternsinto sequentialaccess
patterns.

Note

The 2.6 kernels used in RHEL 4 and Fedora use the “blockdev ” command to set the number of
pages to read-ahead. The /proc entries are no longer there.

4.2.3. File System Fragmentation

Disk fragmentationcanbe a seriousproblemfor some�lesystems,but but normally is not an issue
for theext2/ext3 �lesystems.

Whenextendinga �le, the ext2/ext3 �lesystem will try to get a new block for the �le nearthe last
block thatwasallocatedfor the �le. If a freeblock cannotbe foundnearthe last-allocatedblock for
the �le, anattemptwill bemadeto geta freeblock from thesameblock group.Becausetheblocks
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in theblock grouparelocatedcloseto eachother, any headmovementresultingfrom fragmentation
shouldbesmall.

Fragmentationbecomesmuchmorelikely asadiskpartitionbecomescloseto full andthe�lesystem
devicedrivershave to resortto placingdatablocksfor �les in differentblockgroups.Keepareserved
blockcountof a few percentto preventthepossibilityof seriousfragmentation.

4.2.4. Tuning the ext2 File System

The ext2 �le systemdefaults to a block sizeof 1024.If you areservingmainly large �les, you can
changethissizeto 2048or 4096to reducethenumberof seeksfor data.However, if youhavesmaller
�les in thefuture,thenew settingwill resultin wastedspace.

Notethatchangingtheblocksizerequiresthatyourebuild thepartition(ordrive) in question;therefore
youmustbackupyourdatabeforeyou rebuild thepartition.Therebuild commandis:

/sbin/mke2fs /dev/ partition /dev/hda7 -b newsize

4.2.5. Tuning the ext3 File System

Theext3 �le systemis essentiallyanenhancedversionof theext2 �le systemthatprovidesstronger
dataintegrity in theevent thatanuncleansystemshutdown occurs.Despitewriting somedatamore
thanonce,in mostcasesext3 hasa higherthroughputthanext2 becauseext3's journalingoptimizes
harddrive headmotion.Youcanchoosefrom threejournalingmodesto optimizespeed,but doingso
meanstrade-offs with regardsto dataintegrity.

It is easyto changefrom ext2 to ext3 to gain thebene�ts of a robust journaling�le systemwithout
reformatting.

For applicationsthat requirethe bestpossibleperformancefrom ext3, you shouldusean external
journalpartition.Thepartitionshouldbelocatedonadevice with similaror betterperformancechar-
acteristicsthanthedevice thatcontainsthe�lesystem.Also, thejournalpartitionmustbecreatedwith
thesameblock sizeasthatusedby the�lesystemit is journaling.(Notethattheexternaljournalwill
utilize theentirepartition.)

Thefollowing commandcreatesa journaldevice to beusedfor a �lesystemwith a 4 KiB blocksize:

mke2fs -b 4096 -O journal_dev /dev/sdc1

Thefollowing commandassociatesthis journalwith a �lesystem:

mke2fs -b 4096 -J device=/dev/sdc1 /dev/sda1

Youcanspecifyotherjournaloptionsusingthe-J optionfor mke2fs or tune2fs .

Tip

Every time a �le is read or written, an access timestamp is updated for that �le , which entails a
read and write for the metadata for that �le . On a busy �lesystem, this can cause a large number of
writes. This effect is magni�ed on ext3 and other �lesystems that journal metadata, as the access
timestamps must be written to the on-disk journal as well. To improve performance, you can disable
the writing of that metadata. However, this will break tmpwatch , which uses access times to determine
if �les in temporary directories need to be removed. To learn more, refer to Section 4.9.4 Reduce Disk
Writes with noatime.
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4.2.6. Creating a Software RAID Device

Note

This section includes a summary of software RAID con�gur ation. You can �nd more detailed
information elsewhere, such as in the Software-RAID-HOWTO paper for 2.4 kernels
(http://en.tldp.org/HOWTO/Software-RAID-HOWTO.html), as well as in the documentation and man
pages for the raidtools package.

A faster, more expensive alternative to a software RAID is a hardware RAID. See Section 5.2 Adding
a Hardware RAID for details.

Dependingon the array, the disks used,andthe controller, you may want to try a softwareRAID
(RedundantArrays of Inexpensive Disks).You will seeexcellentsoftwareRAID performanceon a
modernCPUthathasa fastdisk controller.

Theeasiestway to con�gure softwareRAID device is to do it duringtheRedHat Linux installation.
If you usethe GUI installer, thereareoptionsin the disk-partitionscreento createan “md” (meta-
device), which is Linux terminologyfor a softwareRAID partition.You needto make partitionson
eachof the drives of type “Linux RAID”, andthenafter creatingall thesepartitions,createa new
partition,(for example,/test ), andselectmd asits type.Thenyou canselectall thepartitionsthat
shouldbe part of it, aswell as the RAID type. For pureperformance,RAID 0 is the bestchoice;
however, thereis no redundancy in this level.

Tip

If you are setting up a RAID 5 array and have the option to specify the parity algorithm, “left-
symmetric”, the default under RHEL, is the best choice for large reads.

Figure4-2.RAID Trade-offs
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Note

Note that by default, you are limited to 27 drives in an MD device, so your application may be limited
by that. However, if the drives are fast enough, you should be able to achieve >100 MB/s consistently.

4.2.6.1. Software RAID Tuning

To getthebestperformance,haveadedicatedcontrollerfor eachdisk in thearray, andmake surethat
thecontrollerbushassuf�cient bandwidth.

Whencon�guring your RAID device, you cansetthechunk-size . This is theminimumamountof
datawritten to a disk in a singleoperation.For a RAID 5 device, thechunksizeshouldbe(thesize
of a typical I/O operation)dividedby (thenumberof disks- 1). Typical valuesfor thechunksizeare
between32KB and128KB,andaredivisible by 4KB (thelargestlikely �le systemblocksize).

Tip

File system block size effects performance: large blocks are faster, but store small �les inef�ciently;
small blocks use disk space ef�ciently , but are slower.

If youareusinganext2 or ext3 �le systemonyourRAID device,setthestride optionto thenumber
of �le-systemblocksin achunk.For example,if thechunkis 32KB andthe�le-systemblock is 4KB,
thestridevalueshouldbe8:

/sbin/mke2fs -b 4096 stride=8 /dev/md0

4.2.6.2. How Partition Position Aff ects Drive Performance

Thepositionof apartitionon aharddrive hasperformanceimplications.Partitionsstoredat thevery
outer edgeof a drive tend to be signi�cantly fasterthan thoseon the inside.A good benchmark-
ing trick is to useRAID acrossseveral drives,but only usea very small partition on the outsideof
thedisk. This give both consistentperformance,andthe bestperformance.On mostmoderndrives,
or leastdrives using ZCAV (ZonedConstantAngular Velocity), this tendsto be sectorswith the
lowest address(that is, the �rst partitions).To seethe differencesillustrated,seethe ZCAV page
(http://www.coker.com.au/bonnie++/zcav/).

4.2.7. Use a Red Hat Global File System (GFS)

If you have a large groupof servers,considerusinga RedHat Global File System(GFS).RedHat
GFShelpsRedHatEnterpriseLinux serversachieve high I/O throughputfor demandingapplications
in database,�le, andcomputeserving.Youcanscaleperformanceincrementallyfor hundredsof Red
HatEnterpriseLinux serversusingRedHat GFSandstorageareanetworks(SANs)constructedwith
iSCSIor FibreChannel.

GFS performsbest in an environment with few, large �les and little contention.The larger the
reads/writesandthemoreindependenceeachnodein theclusterhas,thebettertheperformance.

For moreinformation,seehttp://www.redhat.com/software/rha/gfs/.



Chapter 4. Tuning Linux Servers 41

4.3. Vir tual Memor y System Tuning
This sectiondescribeshow to applytheinformationfrom Chapter3 UnderstandingtheVirtual Mem-
ory ManagementSystemto someexampleworkloadsand the varioustuning parametersthat may
improve systemperformance.

4.3.1. File (IMAP, Web, etc.) Servers

This workloadis gearedtowardsperforminga large amountof I/O to andfrom the local disk, thus
bene�ting from anadjustmentallowing more�les to bemaintainedin RAM. ThiswouldspeedupI/O
by cachingmore�les in RAM andeliminatingthe needto wait for disk I/O to complete.A simple
changeto sysctl.conf asfollows usuallybene�tsthisworkload:

#increase the amount of RAM pagecache is allowed to use
#before we start moving it back to disk
vm.pagecache="10 40 100"

4.3.2. General Compute Server With Many Active Users

This workloadis a very generalkind of con�guration. It involvesmany active userswho will likely
runmany processes,all of whichmayor maynot beCPUintensive or I/O intensive or acombination
thereof.As thedefaultVM con�gurationattemptsto �nd abalancebetweenI/O andprocessmemory
usage,it may bebestto leave mostcon�guration settingsalonein this case.However, this environ-
mentwill alsolikely containmany smallprocesses,which regardlessof workload,consumememory
resources,particularly lowmem. It may help, therefore,to tune the VM to conserve low memory
resourceswhenpossible:

#lower pagecache max to avoid using up all memory with cache
vm.pagecache="10 25 50"

#lower max_readahead to reduce the amount of unneeded IO
vm.max-readahead=16

SeeSection3.3.11pagecachefor details.

4.3.3. Non-interactive (Batc h) Computing Server

A batchcomputingserver is usually the exact oppositeof a �le server. Applicationsrun without
humaninteraction,andthey commonlyperformvery little I/O. Thenumberof processesrunningon
the systemcanbevery closelycontrolled.Consequentlythis systemshouldbe tunedexclusively to
allow for maximumthroughput:

#Reduce the amount of pagecache normally allowed
vm.pagecache="1 10 100"

#do not worry about conserving lowmem; not that many processes
vm.max_map_count=128000

#increase overcommit; non-interactive processes can sleep
vm.overcommit=2

vm.overcommit_ratio=75
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4.4. Kernel Tuning

Note

You can learn about the features in the Red Hat Linux 2.4 kernel at:
http://www.redhat.com/software/rhel/kernel26/

The SYSV interprocesscommunicationmechanismsallow programsto exchangeinformationwith
eachothervia shareddatastructuresin memory. YoucantuneSYSV mechanismsby usingentriesin
/proc/sys/kernel :

• /proc/sys/kernel/sem controls:

• Themaximumnumberof semaphorespersemaphoresarray

• Themaximumnumberof semaphoresin theentiresystem

• Themaximumnumberof allowedoperationspersemaphoresystemcall

• Themaximumnumberof semaphorearrays.

• /proc/sys/kernel/msgmnb is themaximumnumberof bytesin asinglemessagequeue.

• /proc/sys/kernel/msgmni is themaximumnumberof messagequeueidenti�ers.

• /proc/sys/kernel/msgmax is themaximumsizeof amessagethatcanbepassedbetweenpro-
cesses.Notethatthis memorycannotbeswapped.

• /proc/sys/kernel/shmmni is themaximumnumberof shared-memorysegmentsin thesystem.

• /proc/sys/kernel/shmall is thetotal amountof sharedmemory, in pages,thatthesystemcan
useat onetime.Thisshouldbeat leastSHMMAX/PAGE_SIZE.

• /proc/sys/kernel/shmmax is themaximumsizeof asharedmemorysegment.Thekernelsup-
portssharedmemorysegmentsup to 4 GB-1.

4.4.1. Kernel Tuning Tool

Thereare a variety of ways to view andchangekernel parameters—bothwith the graphicalKer-
nel Tuning tool andfrom thecommandline. The Kernel Tuning tool hastheadvantageof making
the tunablesystemvaluesobvious. If you preferto usethe commandline, you can�nd the tunable
parametersby looking in the/proc and/proc/sys/ �les.

• To make changesusingtheKernel Tuning graphicalinterface,runasroot:
/usr/bin/redhat-config-proc

TheKernel Tuning tool appears:
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Figure 4-3.Kernel Tuning Tool

Thetext boxat thebottomof theKernel Tuning tool offerssuggestionsfor improving performance
of sometypesof application,suchasOracle.

• To view kernelparametersettingsfrom thecommandline, usecat or /sbin/sysctl :
cat /proc/sys/kernel/shmmax

or
/sbin/sysctl kernel.shmmax

• To changekernelparametersettingsfor the currentsessionfrom the commandline, useecho or
/sbin/sysctl :
echo 33554430 > /proc/sys/kernel/shmmax

or
/sbin/sysctl -w kernel.shmmax=33554430

Of theseoptions,/sbin/sysctl is preferredbecauseit checksthevalidity of thecommandbefore
makingthechange.This lessensthechanceof miscon�gurationcausedby aninputerror.

• To make achangethatwill beusedafterthenext reboot,edit the /etc/sysctl.conf �le:
kernel.shmmax = 33554430

To make this changetake effect beforethenext reboot,usethefollowing command:
/sbin/sysctl -p

Note

You use the sysctl command to tune entries under /proc/sys in a running kernel without re-
booting. However, changes made in this way do not persist across reboots. To make a setting take
effect at boot, con�gure the settings in the �le /etc/sysctl.conf , which is read by sysctl early
in the boot process.

To view the current values of all sysctl parameters, use:

sysctl -a

4.4.2. Flushing Old Pages with pd�ush (RHEL 4) and kupdated (RHEL 3)

As memoryis a �nite resource,thekernelmust�ush backto disk thepagesthathavebeendirtiedbut
areno longerbeingusedby a process.Themechanismsfor doingthisonRHEL 4 is bdflush .
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Old pagesare�ushed by adifferentmethod.Themechanismsfor doingthis onRHEL 4 is pdflush ;
onRHEL 3 it is kupdated .

4.4.3. Setting bd�ush for Server Operation (RHEL 3)

Someof thedefault kernelparametersfor systemperformancearegearedmoretowardsworkstation
performancethanto �le server andlargedisk-I/O typesof operations.Themostimportantof theseis
thebdflush valuein /proc/sys/vm/bdflush .

The bdflush threadis woken up whenthe kernelneedsadditionalbuffers but cannot�nd enough
freememoryto allocatethebuffers,or whentheappropriatesysrequestkey is pressed.

Both bdflush and kupdated can be tunedwith the vm.bdflush sysctl. The �le containsnine
settings:

nfract

Percentageof thebuffer cachethatmustbedirty to activatebdflush .

ndirty

Maximumnumberof dirty blocksto write outperwake-cycle.

Setting3

Unused.

Setting4

Unused.

interval

Delay, in jif �es, betweenkupdated �ushes.

age_buffer

Timefor normalbuffer to agebeforebeing�ushed.

nfract_sync

Percentageof thebuffer cachethatcanbedirty beforebdflush beginssynchronousbehavior.

nfract_stop

Percentageof thedirty buffer cacheat which bdflush stops.

Setting9

Unused.

The /usr/src/linux-2.4/Documentation/sysctl/vm.txt �le documentsthesein detail.

Parameter Minim um Default Maxim um

nfract 0 50 100

ndirty 1 500 50000

unused 0 0 20000

unused 0 0 20000
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Parameter Minim um Default Maxim um

interval 0 5*HZ 10000*HZ

age_buffer 1*HZ 30*HZ 10000*HZ

nfract_sync 0 80 100

nfract_stop 0 50 100

unused 0 0 0

Table 4-1.vm.bdflush Settings

A goodsetof valuesfor a large�le server is:

echo 100 5000 640 2560 150 30000 5000 1884 2 > /proc/sys/vm/bdflush

4.4.4. Disk I/O Elevator s

On systemsthatareconsistentlydoinga largeamountof disk I/O, tuning thedisk I/O elevatorsmay
beuseful.Thisis a2.4kernelfeaturethatallowssomecontrolover latency vs.throughputby changing
thewaydisk I/O elevatorsoperate.

This worksby changinghow long theI/O schedulerwill let a requestsit in thequeuebeforeit hasto
behandled.Becausethe I/O schedulercancollapsesomerequeststogether, having a lot of itemsin
thequeuemeansmorecanbecoalesced,whichcanincreasethroughput.

Changingthemaximumlatency onitemsin thequeueallowsyouto tradediskI/O latency for through-
put,andvice versa.

Thetool /sbin/elvtune (partof util-linux) enablesyou to changethesemaximumlatency values.
Lowervaluesmeanslesslatency, but alsolessthroughput.Thevaluescanbesetfor thereadandwrite
queuesseparately.

To determinewhatthecurrentsettingsare,issue:

/sbin/elvtune /dev/ hda1

substitutingthe appropriatedevice of course.Default valuesare4096for read,8192for writes on
Ext3systems.

To setnew valuesof 2000for readand4000for write, use:

/sbin/elvtune -r 2000 -w 4000 /dev/hda1

Note that thesevaluesare examplesonly, and are not recommendedtuning values—thosevalues
dependonyour situation.However, readvaluesshouldbehalf of write values.

If you make changesthatyouwantto have afterthenext reboot,addthe /sbin/elvtune command
to the /etc/rc.d/rc.local �le.

Theunitsof thesevaluesarebasically“sectorsof writesbeforereadsareallowed.” Thekernelattempts
to do all reads,thenall writes,etc. in an attemptto prevent disk I/O modeswitching,which canbe
slow; thisenablesyou to alterhow long it waitsbeforeswitching.

Monitor theoutputof iostat -d -x device to getan ideaof theeffectivenessof thesechanges.
Theavgrq-sz andavgqu-sz values(averagesizeof requestandaveragequeuelength)shouldbe
affectedby theseelevator changes.(Seethemanpagefor iostat for moreinformation.)Lowering
thelatency shouldcausetheavgrq-sz to go down, for example.

Seethe elvtune man pagefor more information.Someinformation from when this featurewas
introducedis alsoat Lwn.net(http://lwn.net/2000/1123/kernel.php3).



46 Chapter 4. Tuning Linux Servers

Tip

If you are running RHEL 3 on a desktop (not on a server), the following command can speed up
desktop responsiveness:

elvtune -r 8 -w 8 /dev/hda

4.4.5. File Descriptor Limits

OpenTCPsocketsandsomeapplicationsareproneto openinga largenumberof �le descriptors.The
default numberof available�le descriptorsis 1024,but this may needto be increased.To view the
currentlyallowedopen�les for auser, enter:

ulimit -a

Thesystemreturnsoutputsimilar to thefollowing:

core file size (blocks, -c) 0
data seg size (kbytes, -d) unlimited
file size (blocks, -f) unlimited
max locked memory (kbytes, -l) unlimited
max memory size (kbytes, -m) unlimited
open files (-n) 1024
pipe size (512 bytes, -p) 8
stack size (kbytes, -s) 8192
cpu time (seconds, -t) unlimited
max user processes (-u) 4091
virtual memory (kbytes, -v) unlimited

The theoreticallimit is roughly a million �le descriptors,however the practicallimit is much less.
When increasing�le limit descriptors,you may want to simply doublethe value. If you needto
increasethedefault valueof 1024,increasethevalueto 2048�rst. If youneedto increaseit again,try
4096,etc.

Note thateachresourcehasa hardanda soft limit. Thehardlimit representsthe maximumvaluea
soft limit may have, andthe soft limit representsthe limit beingactively enforcedon the systemat
thattime.Hardlimits canbeloweredby all users,but not raised,andsoft limits cannotbesethigher
thanhardlimits. Only root mayraisehardlimits.

For example:

echo 128000 > /proc/sys/fs/inode-max
echo 2048 > /proc/sys/fs/file-max

andasroot:

ulimit -n 2048

Note

On 2.4 kernels, the inode-max entry is no longer needed.

Youprobablywantto addtheseto /etc/rc.d/rc.local sothey getsetoneachboot.
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There are other ways to make thesechangespersist after reboots.For example, you can use
/etc/sysctl.conf and/etc/security/limits.conf to setandsave thesevalues.

Tom hard rss 13000
@faculty hard rss 25000

Example4-1.SettingLimits for UserTom and Group faculty

If you geterrorsof thevariety“Unableto open�le descriptor,” you de�nitely needto increasethese
values.

Youcanexaminethecontentsof /proc/sys/fs/file-nr to determinethenumberof allocated�le
handles,thenumberof �le handlescurrentlybeingused,andthemaxnumberof �le handles.

4.5. Network Interface Card Tuning

Warning

In almost all circumstances, Network Interface Cards auto-negotiate the correct speed and mode. If
you force the card to run at a certain speed or mode, you must be absolutely certain the device at
the other end of the connection has the same parameters; otherwise the connection will not work or
will work very slowly.

Most benchmarksbene�t greatlywhenthenetwork interfacecards(NICs) in usearewell supported,
with awell-writtendriver. Examplesof suchcardsincludeeepro100,tulip, relatively new 3Comcards,
andAceNICandSyskonnectgigabitcards.

Makingsurethecardsarerunningin full-duplex modeis alsoveryoftencritical to benchmarkperfor-
mance.Dependingon thenetworking hardwareused,someof thecardsmaynot autosenseproperly
andmaynot run full duplex by default.

Many cardsincludemoduleoptionsthatcanbeusedto force thecardsinto full-duplex mode.Some
examplesfor commoncardsinclude:

alias eth0 eepro100
options eepro100 full_duplex=1
alias eth1 tulip
options tulip full_duplex=1

4.5.1. Network Interface Con�guration

Youmustsettheframesizeto matchall systemsontheLAN or VLAN. This is thedefault unlessyou
areusingjumboframes(9,000-byteframes).

Othercharacteristicslike modeandframesize just needto matchthe hub, switch, or routerat the
otherendof thelink.

4.5.2. Ethernet Channel Bonding

If your machinehastwo network interfacecards,you canusethe Ethernetbondingdriver to bond
theminto a singlevirtual interface.The driver will thenalternatebetweencardswhensendingand
receiving packetson thevirtual interface.
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• On RHEL 3, youcon�gure thevirtual interfacein /etc/modules.conf :
alias bond0 bonding
options bond0 mode=5 miimon=100 use_carrier=0

• On RHEL 4, youcon�gure thevirtual interfacein /etc/modprobe.conf :
alias bond0 bonding
options bond0 mode=5 miimon=100 use_carrier=0

wheremode=5 is theload-balancingmode,miimon is thenumberof millisecondsbetweenchecksof
eachinterfacefor their link status,use_carrier speci�eshow thelink is checked:use1 to specify
the net_if_carrier_ok() function, or 0 to specify that the driver supportsonly mii-tool or
ethtool .

Note

Neither /sbin/mii-tool nor /sbin/ethtool has support for all Linux drivers. Try using ethtool
�rst; if that does not work, try mii-tool .

Eachinterfacealsorequiresacon�guration�le in /etc/sysconfig/network-scripts/ :

DEVICE=bond0
IPADDR=192.168.0.1
NETMASK=255.255.255.0
GATEWAY=192.168.0.254
ONBOOT=yes
BOOTPROTO=none

Example4-2. ifcfg-bond0

DEVICE=eth0
MASTER=bond0
SLAVE=yes
ONBOOT=yes
BOOTPROTO=none

Example4-3. ifcfg-eth0

DEVICE=eth1
MASTER=bond0
SLAVE=yes
ONBOOT=yes
BOOTPROTO=none

Example4-4. ifcfg-eth1
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4.6. TCP Tuning
For serversthatareservinguphugenumbersof concurrentsessions,therearesomeTCPoptionsthat
shouldprobablybeenabled.With alargenumberof clientsmakingserver requests,its notuncommon
for theserver to have 20000or moreopensockets.

In orderto optimizeTCPperformancefor thissituation,try tuningthefollowing parameters:

echo 1024 65000 > /proc/sys/net/ipv4/ip_local_port_range

This enablesmorelocal portsto be available.Generallythis is not an issue,but in a benchmarking
scenarioyou oftenneedmoreportsavailable.A commonexampleis clientsrunningab, http_load,
or similar software.

In the caseof �re walls or serversdoing NAT or masquerading,you may not be ableto usethe full
port rangethisway, becauseof theneedfor highportsfor usein NAT.

Increasingtheamountof memoryassociatedwith socket bufferscanoften improve performance.In
particular, NFSserversandApachesystemsthathave largebufferscon�guredcanbene�t from this.

echo 262143 > /proc/sys/net/core/rmem_max
echo 262143 > /proc/sys/net/core/rmem_default

This will increasethe amountof memory available for socket input queues.The corresponding
wmem_*valuesdo thesamefor outputqueues.

Note

With 2.4.x kernels, these values “autotune” fairly well, so some people suggest instead just changing
the values in:

/proc/sys/net/ip v4/ tcp _r mem
/proc/sys/net/ip v4/ tcp _wmem

There are three values here, “min, default, and max.” These reduce the amount of work the TCP
stack has to do, so it is often helpful in this situation.

echo 0 > /proc/sys/net/ipv4 /t cp_ sac k
echo 0 > /proc/sys/net/ipv4 /t cp_ tim es tamps

Tip

Be sure to also see LMbench, the TCP benchmarking utility described in Section 2.1 Benchmarking
Utilities, and TTCPand NetPerf , which are described in Section 2.6 Network Monitoring Utilities.

4.6.1. When a CPU is Overloaded by TCP

It is possibleto optimizethenetwork beyondthecapabilityof theCPUto handlethenetwork traf�c.
In thissituation,therearestepsyoucantake:

• Reduceor of�oad theTCP/IPoverhead.
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Oneway to reduceTCP/IPoverheadis to replaceTCPwith UDP (UserDatagramProtocol).Note
thatwhile UDPis potentiallyfasterbecauseof reducedoverheads,it is lessreliable:messagesmay
belost,duplicated,or receivedoutof order.

Anotheroption is to reducethenumberof TCPpacketsby employing network cardsthatsupport
jumboframes(9,000-byteframes).Thiscanprovide agreatincreasein thetransmissionrate.

• Reducecontext switchingby usinginterruptcoalescenceor by of�oading packet checksums.

TheCPUlearnsaboutthearrival of datapacketsfrom interrupts.If interruptsarrive morequickly
than the CPU can processthem, the CPU entersa “li velock” state.Interrupt coalescenceis the
groupingof multiple packetsinto a singleinterrupt.While this techniqueis effective, it canmake
TCPmeasurementsinaccurate.

The checksumis a numberthat is calculatedfrom the datapacket andattachedto the endof the
packet. By comparingthe checksumto the data,datacorruptioncanbe detected.Typically this
checkis performedon theCPU; however, somenetwork cardscanperformthis operation,which
freestheCPUto performothertasks.

4.7. NFS Tuning
BeforeperformingNFS tuning, ensurethat TCP performanceis satisfactory (seeSection4.6 TCP
Tuning).

ThebasicNFS-tuningstepsinclude:

• Try using NFSv3 if you arecurrentlyusing NFSv2.Therecanbe very signi�cant performance
increaseswith this change.

Note

TCP is recommended for NFSv3 and required for NFSv4. NFSv4 is in 2.6 kernels only (RHEL 4
and Fedora).

• Increasingthe readwrite block size. This is donewith the rsize and wsize mount options.
They needto the mount optionsusedby the NFS clients.Valuesof 4096 and 8192 reportedly
increase performancesubstantially. However, see the notes in the NFS Tuning HOWTO
(http://nfs.sourceforge.net/nfs-howto/performance.html) for informationaboutexperimentingand
measuringthe performanceimplications.The limits on theseare8192for NFSv2and32768for
NFSv3

• Anotherapproachis to increasethenumberof nfsdthreadsrunning.You canincreasethenumber
of nfs daemonsby settingthevalueof RPCNFSDCOUNTin /etc/sysconfig/nfs . Thebestway
to determineif you needthis is to experiment.TheHOWTO mentionsa way to determinethread
usage,but thatdoesnot seemsupportedin all kernels.

• Anothergoodtool for gettingsomehandleon NFS server performanceis nfsstat . This utility
readstheinformationin /proc/net/rpc/nfs[d] anddisplaysit in asomewhatreadableformat.
Someinformationintendedfor tuningSolaris,but usefulfor its descriptionof thenfsstatformat,is
here:http://www.princeton.edu/~unix/Solaris/troubleshoot/nfsstat.html.

4.7.1. Tuning NFS Buff er Sizes

BusyNFSserversmaygetimprovedperformancefrom increasingthebuffer sizes:

sysctl -w net.core.rmem_default=262144
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sysctl -w net.core.rmem_max=262144
sysctl -w net.ipv4.ipfrag_high_thresh=524288
sysctl -w net.ipv4.ipfrag_low_thresh=262144

4.7.2. NFS over UDP

Someusersof NFS over UDP report that setting larger socket buffer sizesin /etc/sysctl can
improve performance:

net.core.rmem_max=262143
net.core.wmem_max=262143
net.core.rmem_default=262143
net.core.wmem_default=262143

Tip

By default, NFS uses UDP. However, TCP may be preferable over WAN connections or in other
high-loss networks.

If you do use TCP in an environment that has high packet loss, you could adjust the
net.ipv4.tcp_syn _re tri es parameter. The net.ipv4.tcp_syn_r et rie s parameter speci�es the
maximum number of SYN packets to send to try to establish a TCP connection. The default is 5; the
maximum is 255. The default value corresponds to a connection time of approximately 180 seconds.

4.8. Java Tuning
If thereappearsto be memorypressure,turning on verboselogging for garbagecollectioncanbe
helpful. EachJVM hasa differentway to turn on verbosegarbagecollection.With the IBM JVM,
startyourserver with:

java -verbose:gc

This logsall garbagecollectionactivity to your server log �le.

Therearemany otherdiagnostictoolsyoucanuse,includingthefollowing:

JProbeSuite

A completeperformancetoolkit for Java codetuning. JProbehelpsyou diagnoseandresolve
performancebottlenecks,memoryleaks,excessive garbagecollection,threadingissues,andcov-
eragede�cienciesin yourJ2EEandJ2SEapplications.

SeeJProbe(http://java.quest.com/jprobe/)

Optimizeit

Borland®OptimizeitEnterpriseSuite6 enablesyouto isolateandresolveperformanceproblems
in J2EEapplications.It containsmemoryandCPUpro�ling, aswell asthreadandcodecoverage
analysis.Youcantrackperformancebottlenecksfrom theJDBC,JMS,JNDI, JSP, andEJBlevel
to theexactline of sourcecode.

SeeOptimizeit(http://www.borland.com/optimizeit/).
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For an exampleof Java tuning, seeChapter8 AnalyzingJava Application PerformanceProblems
UsingtheIBM JVM.

4.9. Apac he Con�guration
Beforeyoubegin tuningApache,youneedto establishbenchmarksfor yoursystem.Youmayusethe
toolsdescribedin Section2.1.1WebServerBenchmarkingTools.

You needto measurethethroughput(theamountof work a systemcanperformin a periodof time)
andlatency (theamountof time thesystemtakesto respondto a request)for staticpages,dynamic
content,andif appropriate,securecontent.

In a well-tunedsystem,staticpagesstressthe network, dynamiccontentmakesuseof the system's
RAM, andsecurecontentusestheCPU.For all typesof content,memoryis the �rst or secondmost
importantsystemcharacteristic.Wheneverpossible,haveenoughRAM to minimizethechanceof the
kernelhaving to accesstheswappartitionwhenApacheis running.

4.9.1. Con�guring Apac he for Benc hmark Scores

Startmany initial daemonsin orderto getgoodbenchmarkscores:

#######
MinSpareServers 20
MaxSpareServers 80
StartServers 32

# this can be higher if Apache is recompiled
MaxClients 256

MaxRequestsPerChild 10000

Note

Starting a massive number of httpd processes is really a benchmark hack. In most real-world cases,
setting a high number for max servers and a sane spare server setting will be more than adequate. It
is just the instant on load that benchmarks typically generate that the StartServers helps with.

TheMaxRequestPerChild shouldbeincreasedif youaresurethatyourhttpdprocessesdonot leak
memory. Settingthis valueto 0 will causetheprocessesto never reacha limit.

Oneof thebestresourceson tuning thesevalues,especiallyfor applicationservers,is themod_perl
performancetuningdocumentationhttp://perl.apache.org/guide/performance.html).

4.9.2. Compiling Apac he 2.0 for Your Envir onment

You can compile Apache to disable features that you do not use in your environment.
See the Modules enabled by default section of the configure man page
(http://httpd.apache.org/docs-2.0/programs/con�gure.html). If therearefeaturesthatyou do not use,
seehttp://httpd.apache.org/docs-2.0/install .html to learnhow to compileApache.



Chapter 4. Tuning Linux Servers 53

4.9.3. Increasing the Number of Availab le File Handles

To increasethe numberof pagesthat Apachecan serve concurrently, increasethe numberof �le
handles.To determinethecurrentsetting,enter:

/sbin/sysctl fs.file-max

To increasethenumberof �le handlesto 256,000,enter:

/sbin/sysctl -w fs.file-max=256000

4.9.4. Reduce Disk Writes with noatime

For pure�le server applicationssuchaswebserversandSambaservers,disabletheatime optionon
thelocal �le system.Thisdisablesupdatingtheatime valuefor the�le, which indicatesthelasttime
a �le wasaccessed.Becausethis informationis notveryusefulin thissituation,andcausesextradisk
writes,it is typically disabled.To do this, justedit /etc/fstab andaddnoatime asa mountoption
for thelocal �le system.

For example:

/dev/sdb3 /test ext3 noatime 1 2

Notes

Turning off atime updates breaks tmpwatch , which uses access times to determine whether or not
to remove temporary directories.

This technique cannot be used on NFS-mounted �le systems.

Incremental backups require information normally provided by atime ; by setting noatime , incremen-
tal backups become full backups.

4.9.5. ListenBac klog

Oneof themostfrustratingthingfor auserof awebsite,is to get"connectionrefused"errormessages.
With Apache,the commoncauseof this is for the numberof concurrentconnectionsto exceedthe
numberof availablehttpdprocessesthatareavailableto handleconnections.

TheApacheListenBacklog parameterletsyouspecifywhatbacklogparameteris setto listen() .
By default onLinux, this canbeashigh as128.

Increasingthis allows a limited numberof HTTPDsto handleaburstof attemptedconnections.

4.9.6. Using Static Content Servers

If the serversareservinglots of static �les (images,videos,PDFs,etc.),a commonapproachis to
serve these�les off a dedicatedserver. This couldbea very light Apachesetup,or any many cases,
somethinglike thttpd,boa,khttpd,or TUX. In somecasesit is possibleto run thestaticserver on the
sameserver, addressedvia adifferenthostname.
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For purelystaticcontent,someof thesmaller, morelightweightwebserverscanoffer very goodper-
formance.They arenotnearlyaspowerful or as�e xible asApache,but for veryspeci�c performance-
crucialtasks,they canbevery useful.

• Boa:http://www.boa.org/

• thttpd:http://www.acme.com/software/thttpd/

• mathopd:http://mathop.diva.nl

If youneedevenmoreextremewebserver performance,youprobablywantto take a look atTUX.

4.9.7. Proxy Usage

For serversthatareservingdynamiccontent,or sslcontent,a betterapproachis to employ a reverse-
proxy. Typically, thiswoulddonewith eitherApache'smod_proxy , or Squid.Therecanbeseveralad-
vantagesfrom this typeof con�guration,includingcontentcaching,loadbalancing,andtheprospect
of moving slow connectionsto lighter-weightservers.

The easiestapproachis probablyto usemod_proxy andthe "ProxyPass"directive to passcontent
to anotherserver. mod_proxysupportsa degreeof cachingthat canoffer a signi�cant performance
boost.But anotheradvantageis thatsincetheproxyserverandthewebserverarelikely to haveavery
fast interconnect,the web server canquickly serve up large content,freeingup anApacheprocess,
while theproxyslowly feedsout thecontentto clients.Thiscanbefurtherenhancedby increasingthe
amountof socket-buffer memorythatis availablefor thekernel.SeeSection4.6TCPTuning.

4.9.8. Samba Tuning

Sambais an Open Source/FreeSoftware suite that provides seamless�le and print servicesto
SMB/CIFSclients.

Sambaperformanceshouldberoughly75%of ftp performance.If youareseelessperformance,there
area numberof tweaksyou cantry to improve Samba's performanceover thedefault. Thedefault is
bestfor general-purpose�le sharing,but for extremeuses,thereareacoupleof options.

The�rst optionis to rebuild it with mmapsupport.In caseswhereyou areservingup a largenumber
of small�les, thisseemsto beparticularlyuseful.Youjustneedto add--with-mmap to thecon�gure
line.

Youalsowantto make surethefollowing optionsareenabledin the /etc/samba/smb.conf �le:

read raw = no
write raw = no
read prediction = true
level2 oplocks = true

Tip

While the above settings are reasonable rules-of-thumb, test the performance of the read raw = no
and write raw = no settings in your environment.

In somecircumstancesyou may want to changethe socket options setting.By default, TCP
bufferscharacterssothatlargerpacketsaretransmitted,ratherthansinglecharacters.To insteadsend
packetsimmediately, set:
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socket options = TCP_NODELAY

On aLAN, you canset:

socket options = IPTOS_LOWDELAYTCP_NODELAY

On aWAN, youcanset:

socket options = IPTOS_THROUGHPUTTCP_NODELAY

If your system's disk accessandnetwork accessspeedsaresimilar, you cansetthe read size pa-
rameterto enabletheserver to begin readingthedatabeforetheentirepacket hasbeenreceived:

read size = 32768

Notes

You can reduce time-consuming disk writes by disabling updates to �le' s atime value (which indicates
the last time the �le was accessed). See Section 4.9.4 Reduce Disk Writes with noatime.

Also, ensure that logging is set no higher than 2 to avoid excessive logging.

4.9.9. OpenLD AP Tuning

Lightweight Directory AccessProtocol(LDAP) is a setof openprotocolsusedto accesscentrally
storedinformationover a network. It is basedon theX.500standardfor directorysharing,but is less
complex andresourceintensive.

The most important tuning aspectfor OpenLDAP is decidingwhich attributes you want to build
indexeson.

Somesamplevalues:

cachesize 10000
dbcachesize 100000
sizelimit 10000
loglevel 0
dbcacheNoWsync

index cn,uid
index uidnumber
index gid
index gidnumber
index mail

If you addthoseparametersto /etc/openldap/slapd.conf beforeenteringthe informationinto
thedatabase,they will all getindexedandperformancewill increase.



56 Chapter 4. Tuning Linux Servers



Chapter 5.

Increasing Performance Through System
Chang es

Thegreatestchangeto theRedHatEnterpriseLinux operatingsystem(in termsof performance)is the
NPTL threadinglibrary (which appearedin RedHat EnterpriseLinux 3). Othersigni�cant changes
includehardwaresupport—suchasthe CPU type andspeed,andthe amountof memoryandother
systemresourcesthataresupported.

This chapterlooks at changesyou canmake to your systembeyond the con�guration changesdis-
cussedpreviously.

• Upgradingyoursystemhardware.

• AddingahardwareRAID device.

5.1. Can You Upgrade Your Hardware?
Youmaybeableto increaseperformanceby:

• UpgradingtheCPU.If yourapplicationis single-threaded,youmaygetbetterperformancefrom a
very fastCPUthanfrom amultiple-CPUsystem.

• Having morethanoneCPU.Note,however, thataddingmoreprocessorsmaynothelpif themem-
ory bandwidthis the limitation. This maybeanissuefor someof Intel machinesthathave all the
processorson thesamememorybus.

• Increasingtheamountof RAM in yoursystem.If youhaveruntheutilities describedin Section2.5
MemoryMonitoringUtilities anddiscoveredthatyoursystemis swapping,youshouldaddRAM.

The table that follows shows, whereknown, the limits for the numberof CPUsandthe amountof
RAM. For example,if your applicationwould bene�t from runningon a server with morethantwo
CPUs,youmustrunRHEL AS.To learnaboutlimits for variousprocessorsandsubsystems,seeTable
5-2.

Red Hat Enterprise Lin ux Product: AS ES WS Desktop

Maximummemorysupported -a 32-bit systems:
8GB; 64-bit
systems:16GB

- 4GB

MaximumCPUssupported - 2 2 1

Notes:
a. Entriesmarked'-' have upper-limits de�ned by hardware,software,or architectural
capabilities.

Table 5-1.Potential RAM Upgradesand Additional CPUs

Notes

A CPU chip containing hyper-threaded processing elements is counted as a single CPU. Similarly,
multi-core processors are also counted as a single CPU.
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If you add memory, make sure that the memory is of a type that is compatible with the kernel.

Some motherboards support memory interleaving; this is similar in concept to disk striping. Mem-
ory interleaving increases bandwidth by enabling simultaneous access to multiple chunks of mem-
ory. With memory interleaving, having eight 128MB memory modules will be faster than having two
512MB memory modules

For updated information, see http://www.redhat.com/software/rhel/comparison/.

5.1.1. Red Hat Enterprise Lin ux 3 System Limits

The following table lists some Red Hat Enterprise Linux 3 supported system and
software limits. As further testing is completed, this table will be updated here:
http://www.redhat.com/software/rhel/con�guration/.

These minimum and maximum system con�guration limits identify the technical capabilities
of the Red Hat Enterprise Linux technology. Please note that speci�c products, such as
Red Hat Enterprise Linux WS and ES, support limited con�gurations as noted here:
http://www.redhat.com/software/rhel/comparison/.

Characteristic Minim um Maxim um Comments

X86 Memory: 256MB 64GB Maximumvarieswith chosenkernel;
RedHatEnterpriseLinux ES
supportsup to 8GB

X86 CPUs: 1 (300MHz,
i686)

16 16physicalCPUsor 8
HyperthreadedCPUs;AMD K6
(i586) is notsupported,RedHat
EnterpriseLinux WSandESsupport
up to 2 physicalCPUs(4
Hyperthreaded)CPUspersystem.

Itanium2*Memory: 512MB 128GB 128GBappliesto HP Integrity
systems.Maximummemoryfor Intel
Tiger-basedsystemsis 32GB.

Itanium2CPUs: 1 8 RedHatEnterpriseLinux WSfor
Itaniumsupportsup to 2 CPUsper
system.

AMD64 Memory: 512MB 64GB

AMD64 CPUs: 1 4 RedHatEnterpriseLinux WSfor
AMD64 supportsup to 2 CPUsper
system.

Network Interface
Cards

0 30

IDE Disks 0 20

SCSIDisks 0 256

SATA Disks 0 2

Devicesin a
RAID/MD device

27

Block device size 1TB
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Characteristic Minim um Maxim um Comments

File systemsize 800MB 1TB Quotedminimumis for acustom
installation.Sparse�les canbeup to
4TB

NFSmounts 0 800

Graphicsheads 0 2

ClusterSuitenodes 2 8

Processes 1 32000

ThreadedProcesses 0 32000

ThreadLimit 0 32000 Total threadspersystem;this is a
kernellimit.

Table 5-2.SystemLimits by RHEL Version

* Itanium2only; theoriginal Intel Itaniumprocessoris notsupported.

Note

Any updated information for System Limits by RHEL Version can be found at:
http://www.redhat.com/software/rhel/con�gu ration/

5.1.2. Applications with Hardware Prerequisites

Developer's Suitehasspeci�c hardwareprerequisites.

RHEL Product Minim um Recommended

Developer's Suite(Eclipse) 0.5GB RAM 1.0GB RAM

PentiumIII PentiumIII

Table 5-3.Developer's SuiteHardware Prerequisites

5.2. Adding a Hardware RAID
You may beableto boostI/O performanceby addinga hardwareRAID (RedundantArray of Inex-
pensiveDisks)device.Of course,ahardwareRAID devicecanimproveperformanceonly if theSCSI
busto which it is attachedhasthecapacityto transferdata—several fastSCSIdevicescanoverwhelm
abus.

Anotheralternative—asoftwareRAID—is discussedin Section4.2.6Creatinga Software RAIDDe-
vice. In general,ona lightly loadedsystem,softwareRAID will usuallybefaster. Onaheavily loaded
system,hardwareRAID maybefaster(thecustomASICsonthecardsareusuallyslower thanmodern
generalpurposeCPUs).HardwareRAIDs have theadditionalbene�t of higherreliability.

RAIDS canbeof different“levels” (types).Someof themorecommontypesare:
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RAID level 0

A virtual device in which datawritten to theRAID is “striped” acrossthephysicaldisksin the
array.

A stripeis a�x ed-sizedbandof storagethatspanseachdevicein thearray. Thewidthof thestripe
is critical: if the stripeis too large,onephysicaldevice may handlea disproportionatenumber
of requests.Thereforeyou shouldmake thestripewidth sizematchthesizeof theaveragedata
request:
/sbin/mke2fs -R stride= stripe_size

RAID 0 arrayscan boostboth sequentialtransfersand randomaccesses.Sequentialtransfers
bene�t becausethe transferratefor a RAID is greaterthanfor a singledisk. Randomtransfers
bene�t becausetherearefewerseekrequeststo any particulardrive.However, performancedoes
notscalelinearly.

Becausedatais notstoredredundantly, this con�gurationis vulnerableto disk failure.

RAID level 1

A virtual device composedof two or threephysicaldevices.All writes to thevirtual device are
mirroredto eachphysicaldisk.If athird drive is used,it canbetakenof�ine to performbackups.

Thereadperformanceof RAID 1 is thesameasfor asingledisk; thewrite performancedepends
on the write policy. A parallel write policy at bestwill beasfastasfor a singledisk. A serial
write policy at bestwill behalf asfastasfor a singledisk. Not all RAID hardwarecontrollers
supportaparallelwrite policy.

RAID level 5

A virtual devicecomposedof at leastthreephysicaldevices.RAID 5 is similar to RAID 0 except
thatoneof thechunksin thestripestoresparity informationfor the remainderof thestripesin
the device. The parity chunkis calculatedby XORing the informationin the datachunks.If a
disk containinga memberchunkof thestripefails, thedatacanbecalculatedby performingthe
XOR operationusingtheparitychunkin placeof thedatachunk.To avoid bottlenecks,theparity
chunkfor eachdatachunkalternatesbetweendisks.

RAID 5 hasthebestreliability-to-costratio. It alsohasperformancesimilar to aRAID 0 device
thathasonelessdisk (that is, a 4-diskRAID 5 performsaswell asa 3-diskRAID 0). However,
write performanceis slower becauseof theneedto updatetheparity stripe.

As with RAID 0,youshouldmakethestripewidth sizematchthesizeof theaveragedatarequest.

RAID level 10

A mirrored,stripedarraywhosecomponentsareRAID 1 arrays.

RAID level 0+1

Combinestheadvantagesof RAID 0 andRAID 1.

Note

Further de�nitions with cost and performance analyses are available at the RAID tutorial at
http://www.acnc.com/raid.html.
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Figure5-1.RAID Trade-offs

Thefactorsthataffect RAID performanceare:

• TheRAID level. Which RAID level is bestdependson theapplication:RAID 10 providesexcel-
lent read/writeperformance,but for environmentsthatmainly have reads,RAID 5 is a morecost-
effective solution.For operationsrequiringfast,redundantread/writeoperations,suchasdatabase
redologs,RAID 1 is recommended.

• Thenumberof disks

• Thespeedof thedisks

• Thespeedof thediskcontrollers

• The sizeof the stripe(it shouldbe a multiple of the datablock size).Note that with Samba,the
cacheis speci�ed in bytes,soif theRAID stripesizeis 32KB, youwould set:
write cache size = 32768

• TheRAID controller's cachesize(particularlywith RAID 5systems).Thiscachecanenableseveral
smallwrite requeststo begroupedinto asinglelargerequest.

• Thedatabaseblock size,whenusedwith databaseservers.
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Chapter 6.

Detecting and Preventing Application Memor y
Problems

C, and to a lesserextent C++, aresometimesreferredto asa “portableassemblylanguage.”This
meansthat they are portableacrossplatforms,but are low-level enoughto comfortablydeal with
hardwareandraw bits in memory. This makesthemparticularlysuitedfor writing systemssoftware
suchasoperatingsystems,databases,network servers,anddata/languageprocessors.However, the
runtimemodelof C/C++doesnot includeany checkingof pointeruse,soerrorscaneasilycreepin.

Several kindsof pointer-useerrorsarewidely known by every C/C++ programmer;accessingfreed
objects,going pastbuffer boundaries,dereferencingNULL or other bad pointers,can eachresult
in a spectrumof effects, including randomglitches,outright crashes,andsecuritybreaches(stack-
smashingbuffer overrunerrors,wheremalevolent input causespointersgo beyond their boundsto
corruptmemory).Suchbugscaninducehard-to-debug delayedfailures.

6.1. Using valgrind
valgrind executesyour programin a virtual machine,keepingtrack of the memoryblocks that
have beenallocated,initialized, andfreed.It simulatesevery instructiona programexecutes,which
revealserrorsnotonly in anapplication,but alsoin all supportingdynamically-linked (.so-format )
libraries,includingtheGNU C library, theX client libraries,Qt (if youwork with KDE), andsoon.

valgrind candetectinvalid write accesses,attemptedreadsof uninitializedmemory, andtheuseof
unde�nedvalues:

Usinguninitializedmemory.

Uninitializeddatacancomefrom uninitializedlocal variablesor from malloc 'ed blocksbefore
yourprogramhaswritten datato thatarea.

Reading/writingmemoryafterit hasbeenfreed.
Reading/writingaftertheendof malloc 'ed blocks.

Errorsthatoccurfrom attemptingto accessdataat thewrongtime or thewrongplace.

Reading/writinginappropriateareason thestack.

Thiscanhappenin two ways:

• Illegal read/writeerrorsoccurwhenyoutry to accessanaddressthatis not in theaddressrange
of yourprogram.

• Invalid freeerrorsoccurwhenyou try to freeareasthathave not beenallocated.

Memoryleaks.

Here,pointersto malloc 'ed blocksarelost,sothememoryis never freed.

Mismatchedallocate/freefunctions.

In C++ you canchoosefrom morethanonefunction allocatememory, as long asyou follow
theserulesto freethatmemory:

• Memoryallocatedwith malloc , calloc , realloc , valloc , or memalign mustbedeallo-
catedwith free .
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• Memoryallocatedwith new[] mustbedeallocatedwith delete[] .

• Memoryallocatedwith new mustbedeallocatedwith delete .

Memoryerrorscanbedif�cult to detectasthesymptomsof theerrormayoccurfar from thecause.
However, valgrind candetectall of theabove errors,aswell as:

• Errors that occurbecauseof invalid system-callparameters(overlappingsrc anddst pointersin
memcpy() andrelatedfunctions)

• Someerrorsresultingfrom non-conformanceto thePOSIXpthreadsAPI.

6.1.1. valgrind Overview

valgrind consistsof a core,which simulatestheoperationof anx86 CPUin software,anda series
of toolsfor debuggingandpro�ling. Thetoolsinclude:

Memcheck

Memcheckdetectsmemory-managementproblemsin programsby tracking all malloc /new
callsandthecorespondingfree /delete calls.

Notethatprogramrunup to 50 timesslower whenyouusememcheck.

Addrcheck

Addrcheckis identicalto memcheck except that it doesnot do any uninitialised-value checks.
Addrcheckdoesnot catchthe uninitialised-value errorsthat memcheck can�nd, but programs
run twiceasfastason memcheck, andmuchlessmemoryis used.

Cachegrind

Cachegrind , thecachepro�ler, simulatestheI1, D1 andL2 cachesin theCPUsothatit canpin-
point thesourcesof cachemissesin thecode.It canshow thenumberof cachemisses,memory
references,andinstructionsaccruingto eachline of sourcecode,with per-function,per-module,
andwhole-programsummaries.It canalsoshow countsfor eachindividual x86 instruction.

Cachegrind is complemented by the KCacheGrind visualization tool
(http://kcachegrind.sourceforge.net), aKDE applicationthatgraphsthesepro�ling results.

Helgrind

Helgrind �nds dataracesin multithreadedprograms.Helgrind looks for memorylocations
that are accessedby more than one (POSIX p-)thread,but for which no consistentlyused
(pthread_mutex_)lock canbe found.Suchlocationsindicatemissingsynchronizationbetween
threads,whichcancausetiming-dependentproblems.

Note

Some minor tools (corecheck , lackey , and Nulgrind ) are supplied mainly to illustrate how to create
simple tools.
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6.1.2. valgrind Limitations and Dependencies

• Not all invalid memoryaccessaredetected.For example,writesthataretoolargefor theirallocated
areawill succeed.

• valgrind hasa library implementationfor multi-threadedapplications,which is both slow and
not fully POSIX-compliant.Applicationsthatwork underlibpthread mayfail undervalgrind .

• False-positivesareknown; falsenegativesareapossibility.

• valgrind is currentlyof productionquality only for IA-32.

• valgrind is up to 50 timesslower thannative execution.

• valgrind works only on the Linux platform (kernels2.2.X or 2.4.X) on x86s.Glibc 2.1.X or
2.2.X is alsorequiredfor valgrind ; glibc-2.3.2+,with theNPTL (Native PosixThreadsLibrary)
package,will not work.

6.1.3. Before Running valgrind

You shouldrecompileyour applicationand libraries with debugging info enabled(the -g �ag) to
enablevalgrind to know to which functionaparticularpieceof codebelongs.

Youshouldalsosetthe-fno-inline option,whichmakesit easierto seethefunction-callchainand
to navigatein largeC++applications.Youdonothaveto usethisoption,but doingsohelpsvalgrind
producemoreaccurateandusableerrorreports.

Note

Sometimes optimization levels at -O2 and above generate code that leads Memcheck to wrongly
report uninitialised value errors. The best solution is to turn off optimization altogether, but as this
often makes things unmanagably slow, a compromise is to use -O. This gets you the majority of the
bene�ts of higher optimization levels while keeping relatively small the chances of false errors from
Memcheck.

6.1.4. Running valgrind

To run valgrind , use

# valgrind [ --tool= toolname ] commandname

Memcheckis thedefault --tool .

For example:

valgrind --tool=memcheck ls -l

Errorsarereportedbeforetheassociatedoperationactuallyhappens.If you areusinga tool (Mem-
check,Addrcheck)which doesaddresscheckingandyour programattemptsto readfrom address
zero,thetool will emit amessageto thiseffect, thentheprogramwill die with asegmentationfault.

6.1.4.1. valgrind Processing Options

valgrind hasmany processingoptionsthatyoumay�nd useful:
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--log-file= filename

Writesthecommentaryto filename .pid pidnumber This is helpfulwhenrunningvalgrind
ona treeof processesat once,aseachprocesswritesto its own log�le.

-v

Reportshow many timeseacherroroccurred.Whenexecution�nishes,all thereportsareprinted
out,sortedby theiroccurrencecounts.Thismakesit easyto seewhicherrorshaveoccurredmost
frequently.

--leak-check=yes

Searchesfor memoryleakswhentheprogrambeingtestedexits.

--error-limit=no flag

Disablesthe cutoff for error reports(300 different errorsor 30000errorsin total—aftersup-
pressederrorsareremoved).

Note

These cutoff limits are set in vg_include.h and can be modi�ed.

6.1.5. How to Read the valgrind Error Repor t

Hereis a sampleof outputfor a testprogram:

01 ==1353== Invalid read of size 4
02 ==1353== at 0x80484F6: print (valg_eg.c:7)
03 ==1353== by 0x8048561: main (valg_eg.c:16)
04 ==1353== by 0x4026D177: __libc_start_main (../libc-start.c :129)
05 ==1353== by 0x80483F1: free@@GLIBC_2.0 (in /valg/a.out)
06 ==1353== Address 0x40C9104C is 0 bytes after a block of size 40 malloc'ed
07 ==1353== at 0x40046824: malloc (vg_clientfuncs.c:100)
08 ==1353== by 0x8048524: main (valg_eg.c:12)
09 ==1353== by 0x4026D177: __libc_start_main (../libc-start.c :129)
10 ==1353== by 0x80483F1: free@@GLIBC_2.0 (in /valg/a.out)

1353 is theprocessID. Theremainingtext is describedbelow:

• 02: A readerroris at line 7, in thefunctionprint .
• 03: Thefunctionprint is in thefunctionmain .
• 04: The function main is calledby the function __libc_start_main at line number129, in

../libc-start.c .
• Thefunction__libc_start_main is calledby free@@GLIBC_2.0 in the�le /valg/a.out .

Theremainingtext describesa malloc error.
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6.2. Detecting Memor y-Handling Problems with mud�ap
mudflap is a gcc4 compileroption that detectsmemory-handlingproblems.It works looking for
unsafesource-level pointeroperations.Constructsarereplacedwith expressionsthatnormallyevalu-
ateto thesamevalue,but includepartsthatreferto libmudflap , themudflap runtime.To evaluate
memoryaccesses,theruntimemaintainsadatabaseof valid memoryobjects.

Considerthis code:

int a[10];
int b[10];

int main(void) {
return a[11];
}

valgrind detectsno error; thecompilerallocatesmemoryfor a andb consecutively, andanaccess
of a[11] will likely readb[1] .

However, if youcompilethecodewith:

gcc4 -o bug bug.c -g -fmudflap -lmudflap

Whenexecuted,theprogramwill fail andmudflap printsawarning.

mudflap canalsoprint alist of memoryleaks;justspecifythe-print-leaks option(asdescribedin
Section6.2.1.1Runtimeoptions). However, mudflap doesnotdetectreadsof uninitializedmemory.

Mudflap instrumentationandruntimecostsextratimeandmemory. At build time,thecompilerneeds
to processtheinstrumentationcode.Whenrunning,it takestime to performthechecks,andmemory
to representtheobjectdatabase.Thebehavior of theapplicationhasa strongimpacton therun-time
slowdown, affectingthelookupcachehit rate,theoverallnumberof checks,andthenumberof objects
trackedin thedatabase,andtheir ratesof change.

Thesourcecodeof GCCwith mudflap extensions,andof libmudflap , areavailableby anonymous
CVS.Seehttp://gcc.gnu.org/ for instructions.

6.2.1. Using Mud�ap

Usingmudflap is easy. If you have a single-threadedprogram,you build a mudflap -protectedpro-
gramby addinganextra compileroption (-fmudflap ) to objectsto be instrumented,andlink with
thesameoption,plusperhaps-static . Youmayrunsuchaprogramby just startingit asusual.

If you have a multie-threadedprogram,use insteadthe -fmudflapth compiler option and the
-lmudflapth library.

If you areinterestedin maximumperformanceinstrumentationthatprotectsonly againsterroneous
writes, add the compiler option -fmudflapir . The ir , which standsfor “ignore reads”,causes
the compiler to omit checkingof pointer reads.This automaticallyturns on the -ignore-reads
libmudflap optionfor its suiteof interceptedlibrary calls.

In thedefault con�guration,a mudflap -protectedprogramwill print detailedviolation messagesto
stderr . They aretricky to decodeat �rst. Section6.2.2How to Readthe libmud�ap Error Report
containsasamplemessageandits explanation.

6.2.1.1. Runtime options

libmudflap observesanenvironmentvariableMUDFLAP_OPTIONSat programstartup,andextracts
alist of options.Includethestring-help in thatvariableto seeall theoptionsandtheirdefault values
(asshown in Section6.2.2Howto Readthelibmud�ap Error Report).
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6.2.1.1.1. Violation Handling

The -viol- seriesof optionscontrol what libmudflap shoulddo whenit determinesa violation
hasoccurred.The-modeseries controlswhetherlibmudflap shouldbeactive.

-viol-abort

Call abort(),requestingacoredumpandexit.

-viol-gdb

CreateaGNU debuggersessiononthissuspendedprogram.Thedebuggerprocessmayexamine
programdata,but it needsto quit in orderfor theprogramto resume.

-viol-nop

Do nothing.The programmay continuewith the erroneousaccess.This may corrupt its own
state,or libmudflap 's.(Thedefault is “active”.)

-viol-segv

Generatea SIGSEGV, whichaprogrammayopt to catch.

-mode-check

Normal checkingmodein which mudflap checksfor memoryviolations.(The default is “ac-
tive”.)

-mode-nop

Disable all main libmudflap functions. Since these calls are still tabulated if using
-collect-stats , but the lookupcacheis disabled,this modeis usefulto counttotal number
of checkedpointeraccesses.

-mode-populate

Act like every libmudflap checksucceeds.This modemerelypopulatesthe lookupcachebut
doesnot actually track any objects.Performancemeasuredwith this modewould be a rough
upperboundof aninstrumentedprogramrunninganideal libmudflap implementation.

-mode-violate

Triggeraviolation for every main libmudflap call. This is adualof -mode-populate , andis
perhapsusefulasadebuggingaid.

6.2.1.1.2. Extra checking and tracing with mud�ap

A varietyof optionsaddextra checkingandtracing:

-abbreviate

Abbreviate repeateddetailedprinting of the sametracked memoryobject.(The default is “ac-
tive”.)

-backtrace= N

Save or print N levels of stackbacktraceinformationfor eachallocation,deallocation,andvi-
olation. Turning this option off (-backtrace=0 ) resultsin a signi�cant speedincrease.(The
default is “4”.)
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-check-initialization

Checkthatmemoryobjectson theheaphave beenwritten to beforethey areread.Section6.2.2
Howto Readthelibmud�ap Error Reportexplainsaviolationmessagedueto this check.

-collect-stats

Print a collectionof statisticsat programshutdown. Thesestatisticsincludethenumberof calls
to thevariousmain libmudflap functions,andanassessmentof lookup-cacheutilization.

-crumple-zone= N

Createextra inaccessibleregionsof N bytesbeforeandaftereachallocatedheapregion.This is
goodfor �nding buggyassumptionsof contiguousmemoryallocation.(Thedefault is “32”.)

-free-queue-length= N

Defer an interceptedfree for N rounds,to make surethat immediatelyfollowing malloc calls
will returnnew memory. This is goodfor �nding bugsin routinesmanipulatinglist or tree-like
structures.(Thedefault is “4”.)

-internal-checking

Periodicallytraverselibmudflap internalstructuresto asserttheabsenceof corruption.

-persistent-count= N

Keepthe descriptionsof N recentlyvalid (but now deallocated)objectsaround,in casea later
violation mayoccurnearthem.This is usefulto helpdebug useof buffersafter they arefreed.
(Thedefault is “100”.)

-print-leaks

At programshutdown, print a list of memoryobjectson theheapthathavenotbeendeallocated.

-sigusr1-report

HandlesignalSIGUSR1by printing thesamesortof libmudflap reportthatwill beprintedat
shutdown.Thisis usefulfor monitoringthelibmudflap interactionsof along-runningprogram.

-trace-calls

Printa line of text to stderrfor eachlibmudflap function.

-verbose-trace

Add evenmoretracingof internallibmudflap events.

-verbose-violations

Printdetailsof eachviolation, includingnearbyrecentlyvalid objects.(Thedefault is “active”.)

-wipe-heap

Do thesamefor heapobjectsbeingdeallocated.

-wipe-stack

Cleareachtracked stackobjectwhenit goesout of scope.This canbe usefulasa securityor
debuggingmeasure.
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6.2.1.1.3. mud�ap Heuristics

libmudflap containsseveralheuristicsthatit mayusewhenit suspectsa memoryaccessviolation.
Theseheuristicsareonly usefulwhenrunninga hybridprogramthathassomeuninstrumentedparts.
Memory regionssuspectedvalid by heuristicsaregiven the specialguessstoragetype in theobject
database,sothey donot interferewith concreteobjectregistrationsin thesamearea.

-heur-proc-map

On Linux systems,the special�le /proc/self/map containsa tabular descriptionof all the
virtual memoryareasmappedinto therunningprocess.This heuristiclooksfor a matchingrow
thatmaycontainthecurrentaccess.If thisheuristicis enabled,(roughlyspeaking)libmudflap
will permit all accessesthat the raw operatingsystemkernel would allow (that is, not earna
SIGSEGV).

-heur-start-end

Permitaccessesto thestaticallylinkedtext/data/bssareasof theprogram.

-heur-stack-bound

Permitaccesseswithin the currentstackarea.This is useful if uninstrumentedfunctionspass
localvariableaddressesto instrumentedfunctionsthey call.

-heur-stdlib

Registerstandardlibrary data(argv, errno,stdin,...). (Thedefault is “active”.)

6.2.1.1.4. Tuning mud�ap

Therearesomeotherparametersavailableto tuneperformance-sensitive behaviors of libmudflap .
Picking betterparametersthan default is a trial-and-errorprocessand shouldbe undertaken only
if -collect-stats suggestsunreasonablymany cachemisses,or the application's working set
changesmuchfasteror slower thanthedefaultsaccommodate.

-ignore-reads

Ignorereadaccesses(thatis, assumethatthey aregood).

-lc-shift=N

Setthelookup-cacheshift valueto N. N shouldbejusta little smallerthanthepower-of-2 align-
mentof thememoryobjectsin theworkingset.

-timestamps

Track object lifetime timestamps (the default is “active”. Turning this option off
(-timestamps=0 ) resultsin asomespeedincrease.(Thedefault is “active”.)

6.2.1.1.5. mud�ap Introspection

libmudflap providessomeadditionalservicesto applicationsor developerstrying to debug them.
Functionslisted in the mf-runtime.h headermay be called from an application,or interactively
from within adebuggingsession.

__mf_watch

Givena pointeranda size,libmudflap will speciallymarkall objectsoverlappingthis range.
Whenaccessedin thefuture,aspecialviolation is signaled.This is similar to aGDB watchpoint.
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__mf_unwatch

Undotheabove marking.

__mf_report

Printa reportjust like theonepossiblyshown atprogramshutdown or uponreceiptof SIGUSR1.

__mf_set_options

Parsea given string as if it were suppliedat startupin the MUDFLAP_OPTIONSenvironment
variable,to updatelibmudflap runtimeoptions.

6.2.2. How to Read the libm ud�ap Error Repor t

This sectionlooksata samplelibmudflap violationmessage.

mudflap violation 3 (check/read): time=1049824033.102085 ptr=080c0cc8 size=1

This is the third violation taken by this program.It wasattemptingto reada single-byteobjectwith
basepointer0x080c0cc8.The timestampcanbedecodedas102ms afterTueApr 8 13:47:132003
via ctime.

pc=08063299 location='nbench1.c:3077 (SetCompBit)'
nbench [0x8063299]
nbench [0x8062c59]
nbench(DoHuffman+0x4aa) [0x806124a]

Thepointeraccessoccurredat thegiven PCvaluein the instrumentedprogram,which is associated
with the�le nbench1.c at line 3077,within functionSetCompBit . (Thisdoesnotrequiredebugging
data.)Thefollowing linesprovidea few levelsof stackbacktraceinformation,includingPCvaluesin
squarebrackets,andsometimesmodule/functionnames.

Nearby object 1: checked region begins 8B into and ends 8B into

Therewasan objectnearthe accessedregion, and in fact the accessis entirely within the region,
referringto its byte#8.

mudflap object 080958b0: name='malloc region'
bounds=[080c0cc0,080c2057] size=5016 area=heap check=1r/0w liveness=1

This objectwascreatedby themalloc wrapperon theheap,andhasthegivenbounds,andsize.The
checkpart indicatesthat it hasbeenreadonce(this currentaccess),but never written. The liveness
partrelatesto anassessmentof how frequentlythisobjecthasbeenaccessedrecently.

alloc time=1049824033.100726 pc=4004e482
libmudflap.so.0(__real_malloc+0x142) [0x4004e482]
nbench(AllocateMemory+0x33) [0x806a153]
nbench(DoHuffman+0xd5) [0x8060e75]

Theallocationmomentof thisobjectis describedhere,by timeandstackbacktrace.If thisobjectwas
alsodeallocated,therewould bea similar dealloc clause.Its absencemeansthat this objectis still
alive, or generallylegal to access.

Nearby object 2: checked region begins 8B into and ends 8B into
mudflap object 080c2080: name='malloc region'
bounds=[080c0cc0,080c2057] size=5016 area=heap check=306146r/1w liveness=4562
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alloc time=1049824022.059740 pc=4004e482
libmudflap.so.0(__real_malloc+0x142) [0x4004e482]
nbench(AllocateMemory+0x33) [0x806a153]
nbench(DoHuffman+0xd5) [0x8060e75]

Anothernearbyobjectwaslocatedby libmudflap . Thisonetoowasamalloc region,andhappened
to beplacedat theexactsameaddress.It wasfrequentlyaccessed.

dealloc time=1049824027.761129 pc=4004e568
libmudflap.so.0(__real_free+0x88) [0x4004e568]
nbench(FreeMemory+0xdd) [0x806a41d]
nbench(DoHuffman+0x654) [0x80613f4]
nbench [0x8051496]

This objectwasdeallocatedat thegiventime,sothisobjectmaynot belegally accessedanymore.

number of nearby objects: 2

This is a GCC “mudflap” memory-checked binary.
Mudflap is Copyright (C) 2002-2003 Free Software Foundation, Inc.

No morenearbyobjectshavebeenfound.Theconclusion?Somecodeon line 3077of nbench1.c is
readingaheap-allocatedblockthathasnotyetbeeninitializedby beingwritteninto.Thisis asituation
detectedby the-check-initialization libmudflap option.

6.3. Best Programming Practices
This appendixprovidessomesuggestionsaboutoptionsyou have whenyou createC/C++programs.
Generallythesesuggestionsenableyou to reducethe risk of problemswith memoryallocation.For
moreinformation,seeChapter6 DetectingandPreventingApplicationMemoryProblems.

6.3.1. General Suggestions

6.3.1.1. Limit Resour ce Usage

Applicationsthathave“runawayprocesses”aremuchlikeadenial-of-serviceattack.Thus,it is agood
practiceto limit theamountof resourcesthatapplicationsneedwhile allowing themall theresources
they needto operateperfectly. By usingthesetrlimit() interface,you canrestrictmemoryusage,
stacksize,andthenumberof �le descriptors,�le locks,POSIXmessagequeues,andpendingsignals.

It is dif�cult to determineusablelimits; while you cantrackcallssuchasopen() andsocket() to
determinethelargestdescriptor, in generalyouhaveto monitortheapplicationandits resourceusage.

6.3.1.2. Compile with _FORTIFY_SOURCE De�ned (RHEL4)

Startingwith RedHat EnterpriseLinux 4, you cancompileprogramswith -D_FORTIFY_SOURCE=2
de�ned (whenoptimizationis enabled).Thismacroperformstwo typesof tests:

• Functionsthatoperateonmemoryblocksarechecked,if thesizeof thememoryblocksis known.

• Ignoredreturnvaluesfor functionsare�agged whenthis shouldnothappen.

Thesesecuritycheckshave little or nocostat runtime.
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6.3.1.3. Compile with Warnings Enabled

It is generallyagoodpracticeto compilewith warningsenabled.To enablewarningsin gcc , addthese
compileroptions:

-Wall -Wextra

Optionally, youcanchooseto have compilationfail whenawarningis emitted:

-Werror

However, somecode,suchasthatfrom generatedsources,cannotbemadeto compilewithouterrors.
In suchcasesyoushouldedit themakefile to disable-Werror for theappropriate�les.

6.3.1.4. Use dmalloc

Thedmalloc library containsalternative implementationsof themalloc() functions.Programsthat
link to this library performadditionaltestsat runtimeto detectmemoryleaks.

To use dmalloc , include � dmalloc.h � as the last header, then link the resulting binary
with libdmalloc (or, for applicationsthat use threads,libdmallocth ). At runtime, set the
DMALLOC_OPTIONSenvironment variable. To determinethe value to use for the environment
variable,usethe dmalloc program.For example,to write the debug output to a �le namedLOG,
performinternalchecksevery 100thcall, andperformall possibletests,use:

dmalloc -l LOG -i 100 high

Theprogramproducesalog �le thatshowstheamountof memoryused,thenumberof call made,and
thememoryleaks.If memorycorruptionis detected,theprogramstopsimmediately.

6.3.2. Notes About C Functions

Usemalloc carefully

In thefollowing example:
struct example *ptr = (struct example *) malloc(sizeof(ptr));

theparameterfor malloc shouldbesizeof(*ptr) instead.

Youcanuseamacroin this situation:
#define alloc(type) (type) malloc(sizeof(*(type)));

Avoid char *gets(char *s);
Avoid char *getwd(char *buf);

Never usethesefunctions.gets() storesinput from standardinput into thebuffer thats points
to. Suchinputcouldcausea buffer over�ow.

getwd() is similar; it storesthe pathof the currentdirectory in the buffer that buf points to.
Again theinputcanbearbitrarily largeandcouldcauseabuffer over�ow.

Usablealternatives that have almostthe sameinterface—but which alsopassthe lengthof the
buffer—are:fgets() andgetcwd() .
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Avoid realpath()

This functionoperatemuchlike getcwd() . Instead,use:
car *canonicalize_file_name(const char *)

The effect is the sameas that for realpath() , but the result is always returnedin a newly
allocatedbuffer.

Avoid sprintf() whenthemaximumbuffer sizeis unknown

If the maximumbuffer sizeis unknown, you would have to call snprintf() in a loop where
thefunctionis calledwith ever largerbuffers.

Instead,use the int asprintf(char ** strp, const char *fmt, ...); or the int
vasprintf(char ** strp, const char *fmt, va_list ap); function.Note that you
mustfreethebuffer afterit is no longerneeded.

Becarefulusingscanf()

The%s and%[ formatspeci�ersallow stringsfrom uncontrolledsources,which couldbearbi-
trarily long.

Youcanspecifythatscanf() allocatethememoryrequiredby theparsedstring(thea modi�er
in this example):
int num
char *str
scanf("%d %as", &num, &str);

Never userand_r()

The whole statethe pseudo-randomnumbergeneratorcanhave is in the unsigned int the
parameterpointsto; theseareonly 32bits onLinux platforms.

A reasonablealternative is random() .

Note

Other possibilities include /dev/random and /dev/urandom when you require only small
amounts of randomness. /dev/random provides high-quality data, but reading numbers from
this device will block if there are not enough random numbers left and if there are no events
that can be used to generate randomness. Calls to /dev/urandom will never block.



Chapter 7.

Application Tuning with OPro�le

Performancetuningis oneof themostdif�cult elementsof aproductdevelopmentcycle. It requiresa
broadknowledgeof not only theproduct,but alsotheproduct's hardwareandsoftwareenvironment.
Productshaving to meetstrict performancecriteriaoften interactdirectly with thehardware(specif-
ically hardwaredrivers)andthekernel.Unfortunately, asdevice driver developershave long known,
conventionalpro�ling toolsdo not adequatelymonitor theenvironmentalaspectsof a product's per-
formance.

To addressthe growing needfor environmentalperformancetuning, RedHat EnterpriseLinux in-
cludesOPro�le, a powerful, low-overheadsystempro�ler that utilizes processor-hardware perfor-
mancecountersto enablesystem-widepro�ling of a wide varietyof CPUevents,suchasthenumber
of clock cycles that the processoris halted,the numberof instructionfetch misses,the numberof
L2 dataloadsor stores,andmuchmore.Capableof pro�ling any application,sharedlibrary, kernel,
or kernelmodulewithout recompilation,it runson a varietyof hardwareplatforms,includingIntel's
PentiumandAMD' s Athlon processorfamilies.

OPro�le includes a kernel module, a daemonthat controls the runtime behavior of the kernel
module,andcommand-linetoolsto con�gure/runthedaemonandto performdataanalysis.For more
informationon usingthesecommand-line-onlytools, refer to thedocumentationavailablewith Red
Hat EnterpriseLinux (in /usr/share/oprofile-* ) or the OPro�le project on sourceforge
(http://opro�le.sourceforge.net).

This chapterdescribeshow to determinewhetherOPro�le is installedon thesystemandhow to use
OPro�le to searchfor commonperformanceproblemsin code.In Section7.8 PerformanceTuning
with Eclipseyou will learnhow to usetheOPro�le plug-in thatcomeswith Eclipse(which is partof
theRedHat DeveloperSuite).

Note

Documentation for OPro�le exists in the oprofile package; To obtain a listing of the available docu-
mentation after installing Red Hat Enterprise Linux, issue the command:

rpm -qd oprofile

The kernel support for OPro�le in Red Hat Enterprise Linux 3 is based on the backported code from
the 2.6 kernel. Therefore, if you refer to the OPro�le documentation, keep in mind that features listed
as being 2.6-speci�c actually apply to the Red Hat Enterprise Linux kernel, even though the kernel
version is 2.4. Likewise, this means that features listed as being speci�c to the 2.4 kernel do not apply
to the Red Hat Enterprise Linux kernel.

7.1. OPro�le Installation
OPro�le is closely tied to the Linux kernel and the processorarchitecture.Currently OPro�le on
RedHat supportsthe processorslisted in Table7-1. The TIMER_INT is a fallbackmechanismfor
processorswithout supportedperformancemonitoringhardware.Useof theTIMER_INT mechanism
mayalsobeseenonmachinesthathave problemswith theinterrupthandlinghardware;for example,
laptopcomputers.

For theRedHat-suppliedkernelsonly, theSymmetricMulti-Processor(SMP)kernelshave OPro�le
supportenabled.TheuniprocessorkernelsdonothaveOPro�le supportenabledbecausesomelaptops
have problemswith OPro�le. However, if theSMPkernelsrunson thelaptop,OPro�le canbeused.
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First,checkto seethatappropriateLinux kernelandOPro�le packagesareinstalled:

#checking oprofile installed
rpm -qa |grep oprofile

#checking kernel
rpm -qa |grep kernel

To useOPro�le, theSMPkernelmustberunning.Verify ansmpkernelis runningwith:

#check which kernel is running
uname -a

If anSMPkernelis runningandOPro�le is installed,youshouldbeableto loadtheOPro�le module
andsetup theopro�le �le systemby runningthefollowing commandasroot:

opcontrol --init

Youshouldbeableto verify thattheopro�le moduleis loadedwith the/sbin/lsmod command.

Theopro�le �le systemshouldbeavailableas /dev/oprofile . Thecontentsof /dev/oprofile
shouldlook similar to thefollowing:

ls /dev/oprofile
0 2 4 6 buffer buffer_watershed cpu_type enable stats
1 3 5 7 buffer_size cpu_buffer_size dump kernel_only

The�le /dev/oprofile/cpu_type containsastringto indicatetheprocessortypeopro�le is going
to use.You canrun cat /dev/oprofile/cpu_type to get the string.Table7-1 lists thepossible
stringsandthe numberof eventsthat canbe monitoredconcurrentlyandthe numberof numerical
directoriesyoushouldseein /dev/oprofile .

Processor s cpu_type #counter s

PentiumPro i386/ppro 2

PentiumII i386/pii 2

PentiumIII i386/piii 2

Pentium4 (non-HT) i386/p4 8

Pentium4 (HT) i386/p4-ht 4

Athlon i386/athlon 4

AMD64 x86-64/hammer 4

Itanium ia64/itanium 4

Itanium2 ia64/itanium2 4

TIMER_INT timer 1 (not usersettable)

IBM iseries timer 1 (not usersettable)

IBM pseries timer 1 (not usersettable)

IBM s390 timer 1 (not usersettable)

Table 7-1.OPro�le Processors
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After theverifying that theOPro�le moduleis installedandtheOPro�le �le systemis mounted,the
next stepis to con�gure OPro�le to collectdata.

7.2. OPro�le Con�guration
The con�guration of opro�le consistsof indicating the kernel that is running and what events to
monitor. For TIMER_INT (/dev/cpu_type"timer"), thereis no choiceon theeventsto monitoror the
rate.Thefollowing will setup thepro�ling for theTIMER_INT event:

opcontrol --setup --vmlinux=/boot/vmlinux-`uname -r`

ThePentium,Athlon, AMD64, andia64processors,which have supportfor theperformancemoni-
toring hardware,canbesetup in thesameway astheTIMER_INT eventabove. In thedefault setup,
a time-basedevent set is selectedto produceabout2,000sampleper secondper processor. Events
andsampleratescanbe set explicitly. The following is an examplefor the Intel Pentium4 to get
time-basedmeasurements:

opcontrol --setup --vmlinux=/boot/vmlinux-`uname -r`
--ctr0-event=GLOBAL_POWER_EVENTS --ctr0-count=240000 --ctr0-unit-mask=1

This commandselectsthe currently running kernel, and the Pentium4 time-basedsamplingwith
a samplegeneratedevery 240,000clock cycles.Smallervaluesfor --ctr0-count producemore
frequentsampling;largervaluesproducelessfrequentsampling.For rarerevents,a lower countmay
beneededto geta suf�cient numberof samples.The --ctr0-unit-mask=1 optiontells opro�le to
countclock cyclesonly whentheprocessoris unhalted.

Table7-2 lists processorsandtime-basedmetricsfor othercpu_types.Theop_help commandlists
theeventsthatareavailableonmachine.The--setup optioncausesopro�le tostorethecon�guration
informationin /home/root/.oprofile/daemonrc , but it doesnotstartthedaemon.

Processor -ctr0-e vent= --ctr0-unit-mask=

PentiumPro/PII/PIII CPU_CLK_UNHALTED

Pentium4 (HT andnon-HT) GLOBAL_POWER_EVENTS 1

Athlon/AMD64 CPU_CLK_UNHALTED

Itanium2 CPU_CYCLES

TIMER_INT (nothingto set)

Table 7-2.Time-basedevents

In somecasesit is usefulto associatethesamplesfor sharedlibrarieswith theexecutablethatcalled
the sharedlibrary. Adding the --separate=library option to the opcontrolsetupline will cause
theopro�le daemonto prependtheapplicationexecutableto thenameandallow theanalysistoolsto
determinewhichapplicationexecutablethosesamplesareassociatedwith.

Onceopro�le is con�gured,thedaemonis startedwith:

opcontrol --start

Theendof theoutputfrom theopcontrol --start commandstatesthefollowing:

Using log file /var/lib/oprofile/oprofiled.log
Profiler running.

Checkthatopro�le daemonis running:
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ps -aux|grep oprofiled

Thedaemoncanbeshutdown with:

opcontrol --shutdown

YoucanalsousetheGUI programoprof_start to controlandto con�gure opro�le.

7.3. Collecting And Anal yzing Data
Once the daemonis running, OPro�le will collect data on all executablesrun on the machine.
You can run the code that you want to measure.OPro�le writes the pro�ling data to
/var/lib/oprofile/samples at its convenience.To ensurethat all the currentpro�ling datais
�ushed to thesample�les beforeeachanalysisof pro�ling data,youshouldtypein (asroot):

opcontrol --dump

Youcancheckfor sample�les in /var/lib/oprofile/samples . Eachexecutablethathassamples
shouldbe in that directory. Eachsample�lename is codedas the path to the executablewith "}"
replacing"/" andwith a "#" followedby thecounternumberusedfor thatsample�le.

For this OPro�le tutorial, a FORTRAN Linpack benchmark was downloaded from
http://netlib.org/benchmark/1000d. Theprogramwassavedaslinpack1000d.f . Theprogramwas
compiledwith thefollowing command:

g77 -g -O3 linpack1000d.f -o linpack1000d

To start with a clean slate we can run to save the previously collected samples into
/var/lib/oprofile/samples/junk :

opcontrol --save=junk

OPro�le automaticallycollectsdataon any programthatrunswhile OPro�le is operating.Thus,the
applicationis runnormally:

./linpack1000d

7.4. Viewing the Overall System Pro�le
Oncethepro�ling datais dumpedto thesample�les, youcanuseop_time to seewhichexecutables
arebeingrunandanalyzethedata.

op_time -r --counter 0 | more

Produces:

7310 76.3845 0.0000 /root/linpack1000d
882 9.2163 0.0000 /boot/vmlinux-2.4.21-1.1931.2.317.entsmp
691 7.2205 0.0000 /usr/lib/gcc-lib/i386-redhat-linux/3.2.3/f771
327 3.4169 0.0000 /bin/bash
85 0.8882 0.0000 /usr/bin/gdmgreeter
62 0.6479 0.0000 /usr/bin/ld
24 0.2508 0.0000 /usr/bin/as
...
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Noticethat thereare7310samplesfor /root/linpack1000d , theapplicationexecutable.Because
GLOBAL_POWER_EVENTis beingmeasuredby counter0,showstherelativeamountof timethesystem
spentin the variousexecutables.On the Pentium4 (andotherprocessors),therearerestrictionson
whichcounterscanmeasurespeci�c events.Thus,youmayneedto useacounterotherthancounter0
to collectandanalyzedata.Thecommandop_help liststheavailableeventsandthesuitableregisters
for them.

7.5. Examining A Single Executab le's Pro�le
In mostcasesa moredetailedanalysisof anapplicationexecutableis desired.This requiresdebug-
ging informationto maptheaddressesin theprogrambackto thesourcecode.Thus,GCC's -g option
shouldbeusedwhenproducingexecutables.Notethat theGCCoption -g doesnot changetheexe-
cutablecode,it just addsthemappinginformationneededby thedebuggerto mapaddressesbackto
line numbers.Most RPMsaredistributedwithout debugginginformationto save space,so you will
notbeableto getdetailedpro�ling informationfrom justtheRPM.Recently, theRedHatbuild system
startedbuilding debuginfo RPMsfor eachnormalRPM.TheOPro�le suppliedby RedHat canread
the informationinstalledby thedebuginfo RPMsto allow bettercharacterizationof the executables
distributedin RPMs.

For theexamplelinpack100d program,you can�nd whereit spendsits time:

oprofpp --counter 0 -l -r /root/linpack1000d | more
Cpu type: P4 / Xeon
Cpu speed was (MHz estimation) : 2386.61
Counter 0 counted GLOBAL_POWER_EVENTSevents

(time during which processor is not stopped)
with a unit mask of 0x01
(count cycles when processor is active)
count 1193500

vma samples % symbol name
08048fa0 6591 90.1888 daxpy_
08048b68 470 6.43131 dgefa_
08049b64 152 2.07991 ran_
08049ce0 63 0.862069 matgen_
08049ddc 16 0.218938 idamax_
08049330 15 0.205255 dmxpy_
08049254 1 0.0136836 dscal_
...

You canseethatmostof thetime is spentin thedaxpy_ subroutine.To get thedetailedview of the
addressesin theparticularfunctionin theexecutable:

oprofpp --counter 0 -s daxpy_ /root/linpack1000d | more
Cpu type: P4 / Xeon
Cpu speed was (MHz estimation) : 2386.61
Counter 0 counted GLOBAL_POWER_EVENTSevents

(time during which processor is not stopped)
with a unit mask of 0x01
(count cycles when processor is active)
count 1193500

vma samples % symbol name
08048fa0 6591 100 daxpy_

08048fa0 1 0.0151722
08048fa4 1 0.0151722
08048fb5 2 0.0303444
08048fc0 1 0.0151722
08048fc2 2 0.0303444
08048fc4 2 0.0303444
08048fca 1 0.0151722
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08048fd3 1 0.0151722
08048fd5 1 0.0151722
08048fd8 2 0.0303444
0804902e 1 0.0151722

...
080490b9 68 1.03171
080490bb 71 1.07723
080490be 25 0.379305
080490c1 1371 20.8011
080490c4 132 2.00273
080490c8 72 1.0924
080490ca 1460 22.1514
080490cc 143 2.16963
080490d1 92 1.39584
080490d4 1408 21.3625
080490d7 74 1.12274
080490d9 63 0.955849
080490dc 15 0.227583
080490df 1356 20.5735
080490e2 133 2.0179
080490e8 64 0.971021
080490ed 6 0.0910332

Thesesamplescanberelatedbackto theoriginal sourcecodewith theop_to_source command:

op_to_source --source-dir /root /root/linpack1000d

For each�le usedto build theexecutable,anequivalent �le is annotatedwith thesamplecountsfor
eachline. Thecreated�le alsohasinformationat theendof the�le describingtheprocessorandthe
eventsthat thecountersmeasured.Below is thedaxpy_ subroutine from thecreated�le. Notice
thatmostof thesamplesarefor theinnerloopat thebottomof thefunction.

----daxpy----
2 0.027% : subroutine daxpy(n,da,dx,incx,dy,incy)
/* daxpy_ total: 6591 90.18% */

:c
:c constant times a vector plus a vector.
:c uses unrolled loops for increments equal to one.
:c jack dongarra, linpack, 3/11/78.
:c
: double precision dx(1),dy(1),da
: integer i,incx,incy,ix,iy,m,mp1,n
:c
: if(n.le.0)return

8 0.109% : if (da .eq. 0.0d0) return
4 0.054% : if(incx.eq.1.and.incy.eq.1)go to 20

:c
:c code for unequal increments or equal
:c increments not equal to 1
:c
: ix = 1
: iy = 1
: if(incx.lt.0)ix = (-n+1)*incx + 1
: if(incy.lt.0)iy = (-n+1)*incy + 1
: do 10 i = 1,n
: dy(iy) = dy(iy) + da*dx(ix)
: ix = ix + incx
: iy = iy + incy

3 0.041% : 10 continue
: return
:c



Chapter 7. Application Tuning with OPro�le 81

:c code for both increments equal to 1
:c
:c
:c clean-up loop
:c
: 20 m = mod(n,4)
: if( m .eq. 0 ) go to 40

2 0.027% : do 30 i = 1,m
13 0.177% : dy(i) = dy(i) + da*dx(i)

3 0.041% : 30 continue
: if( n .lt. 4 ) return
: 40 mp1 = m + 1

3 0.041% : do 50 i = mp1,n,4
1535 21.00% : dy(i) = dy(i) + da*dx(i)
1664 22.76% : dy(i + 1) = dy(i + 1) + da*dx(i + 1)
1643 22.48% : dy(i + 2) = dy(i + 2) + da*dx(i + 2)
1508 20.63% : dy(i + 3) = dy(i + 3) + da*dx(i + 3)

203 2.777% : 50 continue
: return

----daxpy----

7.6. Optimizing Code
Thegeneralprocedurefor optimizationis to �nd outwherethehotspotsin thecodeareandrevisethe
codeto avoid thoseperformanceproblems.Optimizingrarely-executedcodedoeslittle to improvethe
overall performance.For theIntel PentiumPro,PentiumII, andPentiumIII, CPU_CLOCK_UNHALTED
canbeusedto gettime-basedmeasurements.For thePentium4, theGLOBAL_POWER_EVENTSprovide
time-basedmeasurements.TheTIMER_INT providestime-basedsamplingusinga periodicinterrupt
on processorswithout supportperformancemonitoringhardware.You canrefer to Table7-2 for the
eventsto monitor for time-basedsamplingon variousprocessors.The hotspotscanbe checked for
commonperformanceproblems.Both Intel andAMD have produceddocumentsthatdescribetech-
niquesonhow to optimizecodefor theirprocessorsin muchgreaterdetail.

Hereis a short(andincomplete)list of thingsto look for:

• Section7.6.1MemoryReferencesAndDataCacheMisses

• Section7.6.2Unaligned/Partial MemoryAccesses

• Section7.6.3Branch Misprediction

• Section7.6.4InstructionCacheMisses

7.6.1. Memor y References And Data Cache Misses

Processorspeedhasincreasedatamuchgreaterratethanmemory-accessspeed.As aresult,eachdata
cachemissis relatively muchmoreexpensive oncurrentprocessorsthanonolderprocessors.A cache
missthatrequiresaccessto mainmemoryona3GHzPentium4 costsontheorderof ahundredclock
cycles.To getgoodprocessorperformance,thecache-missrateneedsto below. Table7-3 andTable
7-4show theprocessoreventsrelatedto memoryreferencesandcachemissesrespectively.
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Processor event=

Processor event=

PentiumPro/PII/PIII DATA_MEM_REFS

Pentium4 (HT andnon-HT) --

Athlon/AMD64 DATA_CACHE_ACCESSES

Itanium2 DATA_REFERENCES_SET0
DATA_REFERENCES_SET1

TIMER_INT (nothingavailable)

Table 7-3.Memory referenceevents

Processor event=

PentiumPro/PII/PIII DCU_MISS_OUTSTANDING

Pentium4 (HT andnon-HT) BSQ_CACHE_REFERENCEunit-mask=0x10f

Athlon/AMD64 DATA_CACHE_MISSES

Itanium2 L1D_READ_MISSES

TIMER_INT (nothingavailable)

Table 7-4.Data CacheMiss Events

Similarly, you canlook for sectionsin thecodewherethereis signi�cant bus traf�c. The goal is to
reducethe amountof bus traf�c in theseproblemcodesections.Table7-5 lists eventsfor sampling
busactivity.

Processor event=

PentiumPro/PII/PIII BUS_DRDY_CLOCKSunit-mask=0

Pentium4 (HT andnon-HT) FSB_DATA_ACTIVITY unit-mask=11

Athlon/AMD64 DATA_CACHE_REFILLS_FROM_SYSTEM

Itanium2 BUS_DATA_CYCLE

TIMER_INT (nothingavailable)

Table 7-5.SystemBus Traf�c

7.6.2. Unaligned/P artial Memor y Accesses

Somearchitecturesallow memoryaccessto beunaligned.This canleadto datathatspanstwo cache
linesandis moreexpensive to access.If possible,organizedatastructureswith theelementswith the
strictestalignmentconstraintsat thebeginningof thedatastructure.

The Pentium4 hasforwarding logic to speedup load/storeandstore/loadsequences.However, for
situationswhereaseriesof smallwritesaregroupedtogetherto form largervalue,for example,writing
two 32-bitwordsto form a64-bitdouble,thelogic will fail andthestoreswill have to completebefore
theloadcanbestarted.In asimilar manner, asmall loadextractingdataout of a largerstorecanstall
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waiting for thelargerstoreto complete.Thus,usingC unionsto accesspartsof largeritemscanhave
performancepenalties.

7.6.3. Branc h Misprediction

Much of the speedof currentprocessorsis due to the deeppipelinesrunning at high clock rates.
However, whena conditionalbranchis encounteredthe processormay be requiredto wait until a
valueisavailableandthenext instructionto fetchandprocesscanbedetermined.Mostprocessorsnow
havebranchpredictioncircuitry allowing theprocessorto startexecutinginstructionsontheexpected
pathbeforetheoutcomeof thebranchinstructionis known. If thepredictionis correct,a signi�cant
improvementin performanceis obtainedbecausethepipelinesits idle for lesstime. However, if the
branchpredictionis incorrect,theprocessormustnullify thework donefor the incorrectbranch.On
the Intel PentiumIII a branchmispredictioncostsabout10 clock cycles.On newer processorswith
deeperpipelines,thecostis evenhigher.

Table7-6 shows theperformancemonitoringeventsfor samplingbranchesandTable7-7 shows the
performancemonitoring events for samplingbranchmispredictions.Branchesdo not occur every
clock cycle; it is recommendthat you setthe branch-countinterval to be about1/5 of what is used
time-basedsampling,for example,(processorclock rate)/10,000.If the codehasgoodbranchpre-
diction behavior (lessthan10%of thebranchesaremispredicted),setthecounterinterval for branch
mispredictionto samerateusedfor branches.

With theexceptionof theHyperthreadedPentium4, OPro�le canmonitorbothbranchesandbranch
mispredictsconcurrently. Con�gure OPro�le to sampleon bothbranchesandbranchmispredictions,
thenanalyzethe sample�les with oprofpp andop_to_source . Look for placeswherethereare
signi�cantly morebranchmispredictionscomparedto thenumberof branchesin thesamples.

Processor event=

PentiumPro/PII/PIII BR_INST_RETIRED

Pentium4 (HT andnon-HT) RETIRED_BRANCH_TYPEunit-mask=15

Athlon/AMD64 RETIRED_BRANCHES

Itanium2 BR_MISPRED_DETAIL unit-mask=0

TIMER_INT (nothingavailable)

Table 7-6.Branches

Processor event=

PentiumPro/PII/PIII BR_MISS_PRED_RETIRED

Pentium4 (HT andnon-HT) RETIRED_MISPRED_BRANCH_TYPE
unit-mask=15

Athlon/AMD64 RETIRED_BRANCHES_MISPREDICTED

Itanium2 BR_MISPRED_DETAIL unit-mask=2(path)

Itanium2 BR_MISPRED_DETAIL unit-mask=3(target)

TIMER_INT (nothingavailable)

Table 7-7.Branch Mispr edictions

Whencompiling,GCC attemptsto orderthe codeto help thestaticpredictionof branches;forward
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branchesnot taken(suchaserrorhandlingcode)andbackwardbranchestaken(suchasloops).How-
ever, GCC's staticestimatesof branches'relative frequency may be incorrect.GCC canuseinfor-
mationcollectedwith the -fprofile-arcs option.The -fprofile-arcs option instrumentsthe
generatedcodeto collectdataon how oftenvariousbranchesaretakenthroughthecode.Theinstru-
mentedprogramis run with typical input. Whentheprogramcompletesexecution,it writes thedata
out to .da �les in thebuild directory. Theprogramis compiledasecondtime with thesameoptions,
exceptreplacingthe-fprofile-arcs with -fbranchprobabilities . GCCwill usethe.da �les
to reorderthebasicblocksin functionsto helpthestaticprediction.Infrequentlyusedblocksof code
aremovedto theendfunctionto improve cacheperformance.

GCC can also eliminate branches(calls) by inlining functions. This occurs when the -O3 or
-finline-functions optionsare usedto compile code.Inlining functionscan also reducethe
overheadof functionprologueandepilogue.

7.6.4. Instruction Cache Misses

Theinstruction-cachemissratecanalsoin�uence performance.Excessive cache-missratescouldbe
found by comparing“Instruction Fetch” (event in Table7-8) to “Instruction FetchMiss” (event in
Table7-9). For microbenchmarksthis is unlikely to bea problem.However, for largeprogramsthis
couldbeaconcern.

ThePentium4 doesnot have a traditionalinstructioncache;it hasa tracecachethatholdsdecoded
micro ops.Thereis an event that canbe usedto determinethe time that the tracecacheis in build
mode(decodinga singleinstructionsat a time andplacingthemicro opsin thetracecache)andthe
time the tracecacheis in deliver mode(providing up to threemicro opsper cycle to the execution
unit). A unit maskmustbespeci�ed for theTC_DELIVER_MODEto indicatewhat to measurefor the
Pentium4.

Processor event=

PentiumPro/PII/PIII IFU_IFETCH

Pentium4 (non-HT) TC_DELIVER_MODEunit-mask=7

Athlon/AMD64 ICACHE_FETCHES

Itanium2 INST_DISPERSED

TIMER_INT (nothingavailable)

Table 7-8. Instruction Fetch

Processor event=

PentiumPro/PII/PIII IFU_IFETCH_MISS

Pentium4 (non-HT) TC_DELIVER_MODEunit-mask=0x38

Athlon/AMD64 ICACHE_MISSES

Itanium2 L1I_FILLS

TIMER_INT (nothingavailable)

Table 7-9. Instruction Fetch Miss
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7.7. Cautions About OPro�le
OPro�le is a useful tool, but thereare somelimitations that you shouldbe aware of when using
OPro�le:

• Useof sharedlibraries:Samplesfor codein sharedlibrary arenotattributedto theparticularappli-
cationunlessthe--separate=library optionis used.

• Performancemonitoringsamplesareinexact: Whena performance-monitoringregistertriggersa
sample,theinterruptis notpreciselikeadivideby zeroexception.Dueto theout-of-orderexecution
of instructionby theprocessor, thesampleis recordedonanearbyinstruction.

• Oprofpp misattributesinlined functions' samples:oprofpp usesa simpleaddressrangemecha-
nismto determinewhichfunctionanaddressis in. Inline functionssamplesarenotattributedto the
inlined function,but ratherto thefunctiontheinline functionwasinsertedinto.

• OPro�le accumulatesdatafrom runs:OPro�le is a system-widepro�le andexpectsprocessesto
startup andshutdown multiple times.Thus,samplesfrom multiple runswill accumulate.Youcan
usethecommandopcontrol --reset to clearout thesamples.

• Non-CPU-limited performance problems: OPro�le is oriented to �nding problems with
CPU-limited processes.OPro�le doesnot identify processesthat are asleepbecausethey are
waiting on locks or for someotherevent to occur, suchaswaiting for an I/O device to �nish an
operation.

7.8. Performance Tuning with Eclipse
For developerswho want to usean integrateddevelopmentenvironment,RedHat DeveloperSuite
includestheOPro�le plug-in,whichprovidesgraphicalOPro�le toolsthatintegratecontrol,con�gu-
ration,andanalysisinto theEclipseworkbench.

TheOPro�le plug-in consistof two mainfunctionalareas:thecon�gurationandlaunchof theOPro-
�le daemonandthe analysisof the collecteddata.Thesetasksareaccomplishedwithin the Eclipse
workbenchvia commonEclipsework�o ws. ExperiencedEclipseuserswill have little troubleusing
theOPro�le plug-ins.

7.8.1. Con�guring the OPro�le Daemon with the Launc h Manager

Note

In order to use the OPro�le plug-ins, development machines must have OPro�le support enabled
for the kernel. Without rebuilding a kernel, it suf�ces to run the SMP kernel (even on UP machines),
which already contains support for OPro�le .

TheEclipselaunchmanagercontrolsthe"launching"of theOPro�le daemon.In command-lineterms,
thelaunchmanagerstoresthecommand-lineargumentsthatyouwantto useto startOPro�le; youcan
storedifferentlaunchpro�les underdifferentnames.

The launcherconsistsof several panesthatenableyou to specifygenericdaemon-con�gurationop-
tions, countercon�guration, andan optionalEclipseCDT launchpro�le to run when the daemon
is started.To accessthe Eclipselaunchmanager, click Run � Run... The Eclipselaunchmanager
appears:
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Figure7-1.The Launch Manager

To facilitate�ne-grainedapplicationtuning,theApplicationCon�gurationpaneenablesyou to spec-
ify anEclipseC/C++launcherto runwhenthedaemonstartscollectingdata.

You specifygenericOPro�le daemonruntimeoptionsvia thePro�ling Setuppane.You canenable
verboselogging, per-applicationsharedlibrary pro�ling (which associatessharedlibrary samples
with theimagerunningthe library), andper-applicationkernelsample�les (which associateskernel
sampleswith theimagerunningcodein thekernel).

The launcher's Con�guration panelists the available countersin the system.When you selecta
counter, the panellists all eventsthat canbe collected,a descriptionof the event, anda tablefrom
which you can chooseevent-speci�c options(unit masks).The countercan also be con�gured to
pro�le thekernel,userbinaries,or both.Theeventsavailableon any counteraredictatedby thetype
of processorin thesystem.
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Figure7-2.OPro�le Launch Manager Con�guration Panes

For moreinformation,seetheEventTypeReferenceavailablein thedocumentationareaontheOPro-
�le homepage(http://opro�le.sourceforge.net/docs).

7.8.2. Data Anal ysis with the OPro�le Perspective

Whendatacollectionis complete(or evenwhile it is still running),dataanalysiscanbegin. You use
thePro�ling perspective andits views to navigateandview thecollecteddata.Therearethreeviews
in theperspective:

The SystemPro�le view is the primary userinterface for the Pro�ling perspective. It lists all of
the pro�ling sessions(collectionsof samples)for any given collectedevent. Thesesessionslist the
collectedsampleinformation in the form of a hierarchicaltree,which lists the containingimages
(executables,sharedlibraries,kernel,andkernelmodules)andsymbolinformation(derivedfrom the
executable's minimal symboltables,not from its debugginginformation).

Clicking on an elementin the SystemPro�le view causesspeci�c sampledatato be displayedin
theSampleview. Thedatadisplayedvariesdependingonwhich elementwasselectedin theSystem
Pro�le view.

For example,selectinga sessionin theview will displaycollectionstatisticsfor theentiresessionin
theSampleview: a list of images,includingsharedlibrariesandkernelmodules(if thedaemonwas
appropriatelycon�gured),sortedby thenumberof total samplescollectedin theimage.
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Figure7-3.Viewing a session

Clicking on an imagesuchas /home/me/workspace/pi/pi in the SystemPro�le view causes
the Sampleview to displaya summaryof samplescollectedin the image:how often andin which
symbolstheeventcollectionoccurred(alsosortedby totalsamplecount).

Figure7-4.Viewing an image�le
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If the imagewascompiledwith debugginginformation,theSampleview will alsolist thesymbol's
source�le andline number, whichcanbeopenedin aneditorwith theclick of amousebutton.

Figure7-5.Viewing a symboland its source

Finally, the OPro�le view displaysthe daemon's log �le so that you canmonitor the daemonfor
runtimestatusanderrorswithout disruptingyourwork�o w by openingashell to view it.
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Chapter 8.

Anal yzing Java Application Performance
Problems Using the IBM JVM

Debuggingproblemson a productionserver requiresbasicdebuggingcapabilitiestraditionally pro-
videdby GDB, but sadlylackingin theJava world. However, you canusetheIBM JVM diagnostics
to diagnosetheproblem.

8.1. Problem Scenario
In thisscenariothefollowing problemshave beenobserved:

• A Web applicationrunning in a productionenvironment is having periodic OutOfMemoryand
extremeCPUloadproblems.

• Theserver is not respondingto HTTP requests.

• Runningps -ef shows a coupleof Java processes(out of several hundredprocessesin total)
consuming99%of CPUtime.

• Theproblemreoccurswith a frequency of between6 and24hours.

• Thereis, asyet,noknown procedureto reproducetheproblemondemand.

Thesearesomequestionsto answer:

• Which Java threadscorrespondto eachUNIX process?

• Canyougetastacktracefor every Java thread?

• Which locksareheld?Which arebeingwaitedon?

• Whatobjectsareallocated?

8.2. Diagnostic Tools
TheIBM JVM comeswith a numberof custom,built-in toolsfor collectingtheinformationrequired
to answerthesequestions.Unlike the standardtools in the Java PlatformDebuggingArchitecture,
theseIBM-speci�c facilities imposenearzeroperformanceoverheadon theJVM, sothey canbeleft
permanentlyenabledon productionsystems.What is more,thesetools arefree,quick, andeasyto
use.

There is extensive documentationavailable from the IBM JVM diagnosisdocumentationsite
(http://www-106.ibm.com/developerworks/java/jdk/diagnosis/index.html). What follows is a brief
overview of someof thedetails.

8.2.1. Javadump

The javadump tool (which is alsoknown asJavacore ), producestext �les thatcontaindiagnostic
informationrelatedto theJVM andtheapplicationrunningwithin. This facility is enabledby default.
A javadump canbe manuallytriggeredby sendingSIGQUIT to the root processof the JVM. This
doesnotstoptheJVM, but it createsadump�le in the�rst of thefollowing locationsthatis writable:

1. Thedirectoryspeci�edby theIBM_JAVACOREDIRenvironmentvariable.
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2. TheJVM's currentworkingdirectory.

3. Thedirectoryspeci�edby theTMPDIR environmentvariable.

4. The /tmp directory.

A dump �le will be generatedautomatically if a native exception occurs in the JVM. If
the IBM_JAVADUMP_OUTOFMEMORY environment variable is set, then a dump will
also be generatedwhen the heapspaceis exhausted. The �le name will be of the form
javacore_[pid].[time].txt

Someof theinformationincludedin thedump�le includes:

• TheOSmemoryinformation(for example,from /proc/meminfo )
• Userresourcelimits
• Signalhandlers
• Environmentvariables
• OSmemorymaps(for example,from /proc/[pid]/maps )
• A list of all objectmonitorsbeingwaitedon
• A list of all systemlocks(andwhatthread,if any, is holdingthem)
• A list of all threads,their Java namesandtheir UNIX processIDs.
• A Javastacktracefor eachthread
• A native OSstacktracefor eachthread
• A list of all classloaders
• A list of all loadedclasses.

This is all outputin awell-formattedtext �les, whichmakesfor fairly easyhumanreadingandtrivial
Perlscripting.

8.2.2. Heapdump

The heapdump tool producestext �les that containa dumpof all objectscurrentlyallocatedon the
heapandalist of referencesbetweenobjects.Thisfacility isdisabledby default,but canbeenabledby
settingtheenvironmentvariableIBM_HEAP_DUMP=trueprior to startingtheJVM. Whenenabled,
aheapdump is generatedat thesametimeasthe javadump , for examplewhenyousendaSIG_QUIT
signal.

The�lename will beof theform heapdump_[pid].[time].txt . While the�le is in plain text, the
format of this �le is not directly interestingto humans;however, whenit is processedwith the tool
heaproots , interestinginformationappears:

• Objectstable:a list of objectsin theheapsortedby size,address,name,subtreesize,andsoon.

• Typestable:a list of classeswith objectsin theheapsortedby total size,instancecount,or name.

• Gapstable:a list of freespacesin theheap.

• Objectinfo: a list of referencesto andfrom anobject.

• Paths/routes:�nds a routebetweentwo objects(if oneexists).

8.2.3. JFormat

TheJFormat tool is aTUI/GUI for extractinganddisplayinginformationfrom JVM coredumps.To
enablecoredumps,therearetwo thingsto dobeforestartingtheJVM:

1. Remove any resourcelimits by running:
ulimit -c unlimited
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2. Changeto awritabledirectory.

Now to generateacoredump,simply sendtherootprocessa SIGABRTsignal.

Becausethecoredumpis operating-systemspeci�c, youmustnow processit with thejextract tool
to createaplatform-independentcoredump.

$JAVA_HOME/jre/bin/jextract path-to-native-core-dump

LaunchtheJFormat GUI:

$JAVA_HOME/bin/jformat -g

TheJFormat GUI providesmenusto extractmany kindsof usefulinformation.You will noticethat
thereis a lot of overlapwith the javadump andheapdump metrics.

8.3. Diagnosing the Problem
Having setthe IBM_HEAPDUMP=trueenvironmentvariableandrestartedtheservers,wait for the
performanceslowdown to reoccur(which indicatesthat the garbagecollector is startingto thrash).
Whenit does,senda SIGQUIT to the root process,which generatesa heapdump �le about850MB
in size.Thenloadthis into theHeapRootsanalysisprogram:

java -jar /tmp/HR205.jar heapdump3632.1083842645.txt

After parsingthe�le, heaproots shows a few basicstatisticsaboutthedump:

# Objects : 7,727,411
# Refs : 12,807,015
# Unresolved refs : 31
Heap usage : 315,413,344

The �rst thing to do is to invoke the process command.This resolvesall referencesbetweenthe
objects,detectsroots,andcalculatestotal sizemetricsperclassandsub-tree.

Pure roots : 174,088
... which reach : 7,706,600
Artificial roots : 1,531
Softlinks followed : 16,014

Now, you arereadyto answersomeinterestingqueries.Look to seewhat thebiggesttreerootsare.
This was doneby running the dt command(Dump from roots,sort by total size).The command
promptsfor somevaluessuchasthe maximumdepthto print out andthe minimum sizethreshold,
thenit producessomethingsimilar to this:

<0> [270,167,808] 0x100a2ef8 [72] java/lang/Thread
<1> [270,167,680] 0x10053c70 [168]

com/caucho/java/CompilingClassLoader
<2> [270,164,496] 0x10053d18 [168]

com/caucho/util/DirectoryClassLoader
- 14 children of 0x10053d18 too deep.

<2> {270,167,680} 0x10053c70 [168]
com/caucho/java/CompilingClassLoader

<2> <270,163,200 parent:0x10053d18> 0x10053dc0 [168]
com/caucho/java/CompilingClassLoader

<2> <270,163,200 parent:0x10053d18> 0x10053dc0 [168]
com/caucho/java/CompilingClassLoader



94 Chapter 8. Analyzing Java Application PerformanceProblemsUsing the IBM JVM

- 13 children of 0x10053c70 filtered.
- 4 children of 0x100a2ef8 filtered.

<0> [5,234,712] 0x16a85b90 [447,296] array of java/lang/Object
- 111820 children of 0x16a85b90 filtered.

Unsurprisingly, the root with highestmemoryconsumptionis the top level threadof theJVM. This
impliesthememoryleakis in theapplicationcode,solook for thebiggestobjectin a packagewhose
namebeganwith thenameof theapplicationprovider(com/arsdigita/ in thisexample).Todothis,
usethe“Objectsdump,sortby total size”command(ot com/arsdigita/ ). Again thispromptsfor
somemoreoptional�lters, but acceptingthedefaultsproducesa list of largeobjects:

Addr Size Root-owner Parent Total-size Name
------------------------------------------------ ------- -------- -----
N 0x284ffb48 256 0x100a2ef8 0x284ffc88 224,107,816

class com/arsdigita/templating/Templating
N 0x220d3458 96 0x100a2ef8 0x22bc0ee8 4,585,520

com/arsdigita/london/theme/util/ThemeDevelopmentFil eManager
N 0x1cbc24b0 32 0x100a2ef8 0x1e18a5a8 2,460,464

com/arsdigita/templating/XSLTemplate
N 0x23180b28 80 0x100a2ef8 0x22bc0ee8 2,164,688

com/arsdigita/london/search/RemoteSearcher
N 0x1bf215e0 56 0x100a2ef8 0x1bf2a850 1,844,152

com/arsdigita/persistence/Session
N 0x1bf2ab98 40 0x100a2ef8 0x1bf215e0 1,770,096

com/arsdigita/persistence/TransactionContext
N 0x1affda20 16 0x100a2ef8 0x1aa4d388 1,681,056

com/arsdigita/persistence/DataQueryImpl$UnaliasMapp er
N 0x1affc508 96 0x100a2ef8 0x1affda20 1,681,040

com/arsdigita/persistence/DataAssociationCursorImpl
N 0x1a985ff0 56 0x100a2ef8 0x1a98e8e8 1,138,696

com/arsdigita/bebop/PageState

As you cansee,theclassobjectfor com.arsdigita.templating.Templating is takingup 224
MB of theheap.A quick look at thecodeshows it hasastaticHashMapstoringXSLTemplateobjects
with nosizebounding.To con�rm this is theproblem,gotbackto the“Dump from roots,sortby total
size”command,this time startingthedisplayfrom theobjectat address0x284ffb48:

<0> [224,107,816] 0x284ffb48 [256] class
com/arsdigita/templating/Templating

<1> [224,092,408] 0x28500840 [56] java/util/HashMap
<2> [224,092,352] 0x1cdf9160 [1,552] array of

java/util/HashMap$Entry
<3> [4,288,800] 0x2dbfa500 [32] java/util/HashMap$Entry
<4> [3,216,568] 0x1bf5cc00 [32] java/util/HashMap$Entry

- 3 children of 0x1bf5cc00 too deep.
<4> [1,069,960] 0x2c824ca8 [32]

com/arsdigita/templating/XSLTemplate
- 4 children of 0x2c824ca8 too deep.

- 1 child of 0x2dbfa500 filtered.
<3> [3,216,584] 0x263c8ff8 [32] java/util/HashMap$Entry
<4> [2,144,416] 0x3d00ade8 [32] java/util/HashMap$Entry

- 3 children of 0x3d00ade8 too deep.
<4> [1,069,912] 0x237796b0 [32]

com/arsdigita/templating/XSLTemplate
- 4 children of 0x237796b0 too deep.

- 1 child of 0x263c8ff8 filtered.
<3> [3,216,568] 0x19319d58 [32] java/util/HashMap$Entry
<4> [2,144,400] 0x33ddd918 [32] java/util/HashMap$Entry

- 3 children of 0x33ddd918 too deep.
<4> [1,069,912] 0x1864f950 [32]

com/arsdigita/templating/XSLTemplate
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- 4 children of 0x1864f950 too deep.

...

<1> {224,107,816} 0x284ffb48 [256]
class com/arsdigita/templating/Templating
- 15 children of 0x284ffb48 filtered.

There were 362 objects expanded.

Fromthis it is clearthattheproblemis a hugeHashMapin theTemplating classcontainingaround
onehundredXSLTemplateobjects,eacharound1 MB in size.

8.4. Conc lusions
If you implementastaticcachein aserver, makesurethatyou:

1. Benchmarktheaveragesizeof objectsin thecache.

2. Decidehow muchmemorycanbesetasideto it.

3. Usethe resultsfrom the above stepsto calculatea goodmaximumentry count for the cache
beforeinvokingapurgealgorithm.
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Appendix A.

PerformanceAnal ysisScript

To learnhow to usethis script,seeSection2.1BenchmarkingUtilities. This script is availableonline
athttp://people.redhat.com/mbehm/.

#!/bin/sh
# perf1.sh --
#
# Copyright 2004 Red Hat Inc., Durham, North Carolina. All Rights Reserved.
#
# Permission is hereby granted, free of charge, to any person obtaining
# a copy of this software and associated documentation files (the
# "Software"), to deal in the Software without restriction, including
# without limitation on the rights to use, copy, modify, merge,
# publish, distribute, sublicense, and/or sell copies of the Software,
# and to permit persons to whom the Software is furnished to do so,
# subject to the following conditions:
#
# The above copyright notice and this permission notice (including the
# next paragraph) shall be included in all copies or substantial
# portions of the Software.
#
# THE SOFTWAREIS PROVIDED "AS IS", WITHOUTWARRANTYOF ANY KIND,
# EXPRESSOR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
# MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEAND
# NON-INFRINGEMENT. IN NO EVENT SHALL RED HAT AND/OR THEIR SUPPLIERS
# BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHERLIABILITY, WHETHERIN AN
# ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
# CONNECTIONWITH THE SOFTWAREOR THE USE OR OTHERDEALINGS IN THE
# SOFTWARE.
#

if test x"$1" == x""; then
echo "Usage: ./perf1.sh � logfile-name>"
exit 1

fi

FILE=$1
ITER=10

if test -e $FILE; then
echo "WARNING: $FILE exists -- will NOT overwrite"
exit 1

fi

function log () {
d=`date`
echo "$d: $1"
echo "=============================================== ===" >> $FILE
echo "$d: $1" >> $FILE
if test x"$2" != x""; then

shift
fi
$* >> $FILE 2>&1

}

function logi () {
d=`date`
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printf "$d: %-20.20s (PASS $1 of $ITER)\n" $2
echo "=============================================== ===" >> $FILE
printf "$d: %-20.20s (PASS $1 of $ITER)\n" $2 >> $FILE
shift
if test x"$2" != x""; then

shift
fi
$* >> $FILE 2>&1

}

function ccc () {
log $1 cat $1

}

function ccci () {
logi $1 $2 cat $2

}

function note () {
echo "`date`: (NOTE: $*)"

}

function banner () {
d=`date`
echo "=============================================== ==="
echo "===== $d: $* ====="
echo "=============================================== ===" >> $FILE
echo "===== $d: $* =====" >> $FILE

}

banner "Start of Testing ($FILE)"

banner General System Information
log uname uname -a
log free
log df df -h
log mount
log lsmod
log lspci lspci -v
log dmidecode
log route route -n
log ifconfig
log "ip rule ls" ip rule ls
log "ip route ls" ip route ls
log iptables "iptables -L -n -v"
log sysctl sysctl -a
ccc /proc/cpuinfo
ccc /proc/meminfo
ccc /proc/net/dev
ccc /proc/interrupts
ccc /proc/devices
ccc /proc/cmdline
ccc /proc/scsi/scsi
ccc /etc/modules.conf
ccc /var/log/dmesg

banner Performance Snapshot
log ps ps auxwww
log sar sar -A

let t="10*$ITER"
note "The following takes about $t seconds"
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log "vmstat" vmstat $ITER 10

note "The following takes about $t seconds"
log "iostat" iostat -k $ITER 10

note "Each pass takes 10 seconds"
for i in `seq 1 $ITER`; do

note "**** PASS $i of $ITER"
logi $i uptime
logi $i free
ccci $i /proc/interrupts
ccci $i /proc/stat
logi $i ifconfig ifconfig -a
sleep 10

done

banner "End of Testing ($FILE)"
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Appendix B.

Additional Resour ces

Not all performancetuning information that you can�nd on the Internetis effective or even safe.
However, youmay�nd thefollowing resourcesto beuseful.

B.1. General Lin ux Tuning
See http://www.redbooks.ibm.com/abstracts/redp3861.html?Open for Tuning Red Hat Enterprise
LinuxonxSeriesServers.

Seehttp://perso.wanadoo.fr/sebastien.godard/ for informationon the sysstat collectionof perfor-
mancemonitoringutilities.

Seehttp://www.oreilly.com/catalog/linuxkernel2/index.html for UnderstandingtheLinuxKernel.

Seehttp://www.kegel.comfor the "c10k problem"pagein particular, but the entiresite hasuseful
tuninginformation.

Seehttp://linuxperf.nl.linux.org/ for avery goodLinux-speci�c systemtuningpage(in Dutch).

B.2. Shared Memor y/Vir tual Memor y
Seehttp://ps-ax.com/shared-mem.htmlfor Tuning/tuneablekernelparameters.

Seehttp://surriel.com/lectures/ols2003/ for TowardsanO(1)VM.

B.3. NFS Tuning
Seehttp://nfs.sourceforge.net/nfs-howto/performance.html for information on tuning Linux kernel
(NFSin particular),andLinux, network, anddisk I/O in general.

B.4. TCP Tuning
Seehttp://www.psc.edu/networking/perf_tune.html#Linux for asummaryof tcp tuninginformation.

Seehttp://www.web100.org/ for theWeb100project,which will provide thesoftwareandtoolsnec-
essaryfor end-hoststo automaticallyandtransparentlyachieve high-bandwidthdatarates(100Mbps)
over high-performanceresearchnetworks.

B.5. mod_perl Tuning
Seehttp://perl.apache.org/guide/performance.html for themod_perlperformance-tuningdocumenta-
tion.

B.6. Application Tuning
Seehttp://people.redhat.com/drepper/optimtut1.ps.gzfor Optimizingwith gcc and glibc, a tutorial
on optimizing applicationsby usinggcc andglibc features.It is meantfor somewhat experienced
programmers.
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Seehttp://people.redhat.com/drepper/optimtut2.ps.gzfor ApplicationOptimizationonLinux, ahands-
on tutorial that is similar to Optimizingwith gccandglibc.

B.7. Samba Tuning Resour ces
Seehttp://k12linux.mesd.k12.or.us/using_samba/appb_02.html for oneof thebetterresourcesfor tun-
ing Samba.It is from theUsingSambabookfrom O'Reilly.

B.8. mod_pr oxy Tuning
Seehttp://www.webtechniques.com/archives/1998/05/engelschall for anarticleonusingmod_proxy .

Seehttp://httpd.apache.org/docs/mod/mod_proxy.html for themod_proxy homepage.

Seehttp://www.zope.org/Members/rbeer/caching for a descriptionof usingmod_proxywith Zope.

Seehttp://www.squid-cache.org/ for theSquidhomepage.

B.9. OPro�le Resour ces

• AMD Athlon ProcessorX86CodeOptimizationGuide, February2002,AMD Publication22007.
http://www.amd.com/us-en/assets/content_type/white_papers_and_tech_docs/22007.pdf

• GCChomepage,July2003.http://gcc.gnu.org/

• IA-32 Intel® Architecture OptimizationReferenceManual, 2003, Intel Order number248966-
09. ftp://download.intel.com/design/Pentium4/manuals/24896611.pdf For more information,see:
http://www.intel.com/design/Pentium4/documentation.htm

• Intel Itanium 2 ProcessorReferenceManual for Software Developmentand Optimization, June
2002,Intel Document251110-002.http://www.intel.com/design/itanium2/manuals/251110.htm

• OPro�le, http://opro�le.sourceforge.net/
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